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INTRODUCTION 

This trainee's manual includes all the knowledge and skills required in Networking and 

internet Technologies specifically for the module of "IoT System Development". Students 

enrolled in this module will engage in practical activities designed to develop and enhance 

their competencies. The development of this training manual followed the Competency-

Based Training and Assessment (CBT/A) approach, offering ample practical opportunities that 

mirror real-life situations.  

The trainee's manual is organized into Learning Outcomes, which is broken down into 

indicative content that includes both theoretical and practical activities. It provides detailed 

information on the key competencies required for each learning outcome, along with the 

objectives to be achieved. 

As a trainee, you will start by addressing questions related to the activities, which are 

designed to foster critical thinking and guide you towards practical applications in the labour 

market. The manual also provides essential information, including learning hours, required 

materials, and key tasks to complete throughout the learning process. 

All activities included in this training manual are designed to facilitate both individual and 

group work. After completing the activities, you will conduct a formative assessment, referred 

to as the end learning outcome assessment. Ensure that you thoroughly review the key 

readings and the 'Points to Remember' section.  
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MODULE CODE AND TITLE: NITID401 IoT SYSTEM 

DEVELOPMENT 

Learning Outcome 1: Plan IoT system development. 

Learning Outcome 2: Build IoT system. 

Learning Outcome 3: Deploy IoT system. 
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Learning Outcome 1: Plan IoT System Development  
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Indicative contents 

1.1 Identification of IoT system requirements 

1.2 Selection of Tools, materials, and equipment 

1.3 Design IoT system Diagrams 

Key Competencies for Learning Outcome 1 : Plan IoT System Development 

Knowledge  Skills  Attitudes  

● Description of the 

customer 

requirements 

● Identification of IoT 

system usage 

● Description of 

system Feasibility 

● Description of 

tools, materials, 

and equipment 

● Identification of IoT 

system designs and 

diagrams 

● Description of data 

flow diagram 

● Identification of use 

case diagram 

● Documenting system 

requirements 

● Selecting tools, 

materials, and 

equipment  

● Designing system block 

diagrams 

 

● Having Attention to 

Details while 

documenting system 

requirement 

● Having good 

communication and 

collaboration to others. 

● Having critical thinking 

while selecting tools, 

materials, and 

equipment to be used 

● Being rapid during work 

execution 
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Duration: 30hrs  

Learning outcome 1 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Identify properly the IoT system requirements based on user needs 

2. Describe properly the data flow diagrams according to the user needs 

3. Select correctly Tools, materials, and equipment used for IoT system development 

according to the entire system requirements 

4. Design correctly IoT system Diagrams based on IoT system requirements 

5. Identify Cleary the IoT system feasibility according the gathered data. 

6. Document and Analyse Cleary the IoT system requirements according to the data being 

collected. 

Resources 

Equipment   Tools  Materials   

● IoT Development 

Boards 

● Sensors and Actuators 

● Communication 

Modules  

● Microcontrollers and 

Processors 

● Power Supplies 

● Soldering Equipment  

● PCB Design Software 

and Equipment 

● Computer 

● IDEs  

● Edraw Max  

● Easyeda  

● LucidChart  

● Draw.io  

● Smart draw  

● Proteus  

● Glue gun 

● Connectors and Cables  

● Internet  

● Electricity  

● Cables  

● PCB  

● Copper clad  

● Soldering wire(Tin) 

● Glue Stick 
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Indicative content 1.1: Identification of IoT System Requirements 

 

 
1: You are requested to answer the following questions related to identification of IoT 

system requirements. 

i. What do you understand by the terms? 

 Data 

 Data collection 

ii. Describe the data collection methods. 

iii. Differentiate functional requirements and non-functional requirements. 

iv. Explain the System feasibility component  

2: Write the answers on flipchart, papers, and blackboard. 

3: Present the findings to the whole class 

4: For more clarification, read the key readings 1.1.1 

Key readings 1.1.1.: Identification of IoT system requirements 

 

 Definitions: 

 Data: "Data" refers to facts, figures, or pieces of information that are collected 

and used for analysis, decision-making, or understanding various phenomena. 

It can take many forms, including numbers, text, images, videos, or any other 

type of information that can be recorded and processed. 

 Data collection: Data collection is the process of gathering and measuring 

information on specific variables to answer questions, test hypotheses, and 

evaluate outcomes. It is a crucial step in research, analysis, and decision-making 

across various fields, including science, business, healthcare, and social 

sciences. 

 

 Data collection methods 

Data collection methods are techniques and procedures used to gather 

information for research purposes. These methods can range from simple self-

reported surveys to more complex experiments and can involve either 

Duration: 10 hrs  

 

Theoretical Activity 1.1.1: Identification of IoT system requirements 

Tasks: 
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quantitative or qualitative approaches to data gathering. Some common data 

collection methods include:  

 Surveys: Collecting quantitative and qualitative data from a large group of 

people. 

 Interviews: Gathering in-depth information from individuals. 

 Observations: Observing people or behaviours in their natural setting. 

 Questionnaires: Collecting data from a group of people using a standardized 

set of questions. 

 Experiments: Testing hypotheses and establishing causal relationships. 

 

 Validation of collected data 

Data validation is the process of examining the quality and accuracy of the 

collected data before processing and analysing it. It not only ensures the 

accuracy but also confirms the completeness of your data.  

 Identification of system usage 

 Functional requirements: This is a description of the functions that the user 

requires from the system. It should contain a process model, data entities, user 

stories, and use cases.  

As mentioned, functional requirements state what the system must do. In other 

words, they define the operation of the system. As such, they should normally be 

stated in terms of what the system outputs do in response to its inputs. 

Functional requirements are always mandatory; they must be met by the system 

unless the requirement is changed. 

Functional requirements may be decomposed through a series of functional 

specifications that include: 

 

 Non-functional requirements 

A non-functional requirement is a statement of what a system is or how it will be 

constructed, or a constraint on how the system will be designed or will behave. 

Non-functional requirements specify the quality attributes of the system; a non-

functional requirement can be the speed with which a system must perform to satisfy 

user expectations. 

Some examples of non-functional requirements: 

 Performance and scalability. How fast does the system return results? How 

much will this performance change with higher workloads? 

https://scientific-publishing.webshop.elsevier.com/research-process/quality-qualitative-research-enhance-data-next-level/
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 Portability and compatibility. Which hardware, operating systems, and 

browsers, along with their versions does the software run on? Does it conflict 

with other applications and processes within these environments? 

 Reliability, maintainability, availability. How often does the system experience 

critical failures? How much time does it take to fix the issue when it arises? And 

how is user availability time compared to downtime? 

 Security. How well are the system and its data protected against attacks? 

 Localization. Is the system compatible with local specifics? 

 Usability. How easy is it for a customer to use the system? 

 System feasibility 

System feasibility in IoT (Internet of Things) system development refers to the 

assessment of various factors to determine whether a proposed IoT solution 

can be successfully designed, implemented, and maintained. 

System Feasibility helps decision makers to determine the success or failure of 

a proposed project or investment. It evaluates the predicted cost and benefits 

of the proposed project.  

Primary components of system feasibility in IoT development: 

 Technical feasibility 

Technical Feasibility study of a project analyses and evaluates its present resources, 

including equipment, programming, and necessary innovation. This technical 

feasibility analysis provides information about whether the technologies and 

resources needed to build the project are available. Additionally, a feasibility study 

examines the engineering team's expertise, the viability of using open systems, the 

ease of maintaining and upgrading the technology of choice, and other factors.   

 Economic feasibility 

The economic market feasibility study examines the project's expense and value. 

This implies that a thorough analysis is done to determine the program's 

development costs, including the cost of the design process and operating costs. 

After that, it is determined if the venture will be profitable. 

 Legal feasibility 

The project is examined from a legal standpoint in examining Legal Feasibility. It 

evaluates project implementation legal obstacles such as privacy laws or social 

networking regulations, business certificates, licenses, trademarks, etc. Ultimately, 

it can be argued that a legal feasibility study is an investigation to determine 

whether a project proposal complies with the law and ethical guidelines.  

 Operational feasibility 

https://www.knowledgehut.com/programming-certification
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Operational Feasibility study examines how well a product will satisfy needs and 

how simply it will be used and maintained after implementation. Along with this, 

additional operational responsibilities include evaluating the product's usefulness 

and the suitability of an application development teams offered to fix.   

 Schedule feasibility 

A scheduling feasibility study's primary focus is the project proposal's schedules and 

due dates. This assessment involves how long it will take team members to finish 

the project, which significantly affects the company, as the program's intended 

outcome may not be achieved if it cannot be completed on time. 

 
 

1: Read the key readings 1.1.2 

2: Referring to the key readings 1.1.2, A tech company, Smart Life Solutions, is 

developing a Smart Home Automation System that allows homeowners to control and 

monitor household devices remotely, such as lights, thermostats, security cameras, 

and appliances. The system will include a mobile app, cloud integration, and several 

IoT devices (sensors, actuators, and controllers). You are requested to document the 

requirements for the system, ensuring all stakeholder needs are captured and 

translated into clear specifications for the development team. 

3: Present your work to the trainer and whole class 

4: Ask any clarification to the trainer. 

  

Practical Activity 1.1.2: Documenting IoT system Requirements 

Task: 
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Key readings 1.1.2.: Documenting IoT system Requirements  

● Procedures/steps on how to document IoT system requirements: 

 Identify Stakeholders: 

 Determine who will be involved: Identify all stakeholders, including end-

users, system administrators, developers, and other relevant parties. 

 Understand their needs: Understand the goals, expectations, and 

constraints of each stakeholder. 

 Define the System's Purpose: 

 Clearly articulate the objectives: Specify what the IoT system will achieve 

and the problems it will solve. 

 Identify key functionalities: Determine the core features and capabilities 

required. 

 Gather Functional Requirements: 

 Define system behaviour: Specify how the system will interact with users 

and other systems. 

 Identify input and output: Determine the data that will be collected, 

processed, and presented. 

 Specify performance requirements: Define the system's response time, 

throughput, and scalability. 

 Gather Non-Functional Requirements: 

 Address constraints: Identify any limitations, such as budget, time, or 

regulatory constraints. 

 Specify quality attributes: Define factors like reliability, security, usability, 

and maintainability. 

 Consider environmental factors: Account for factors like temperature, 

humidity, and electromagnetic interference. 

 Use a Requirements Management Tool: 

 Organize requirements: Employ a tool to capture, manage, and track 

requirements. 

 Prioritize requirements: Assign importance levels to requirements based 

on business value and criticality. 

 Traceability: Ensure traceability between requirements, design, and 

implementation. 

 Create Detailed Use Cases: 

 Describe user interactions: Create detailed scenarios representing how 

users will interact with the system. 
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 Define preconditions, steps, and post conditions: Outline the expected behaviour 

for each use case. 

 Conduct Requirements Reviews: 

 Involve stakeholders: Conduct regular reviews with stakeholders to ensure 

alignment and address any concerns. 

 Seek feedback: Gather feedback from all relevant parties to refine and improve 

the requirements. 

 Document in a Clear and Concise Manner: 

 Use a consistent template: Employ a standardized template for documenting 

requirements. 

 Avoid ambiguity: Use clear and unambiguous language. 

 Prioritize clarity over completeness: Focus on essential information while 

maintaining conciseness. 

 Maintain and Update Requirements: 

 Track changes: Document any changes to requirements as the project progresses. 

 Review and update regularly: Conduct periodic reviews to ensure that 

requirements remain relevant and up-to-date. 

 

 

 There are methods of data collection while planning the development of IoT 

system like surveys, Interviews, observations, Questionnaires, Experiments here 

the designer he/she can select the suitable method that can use to gather 

information from customer.  

 There is different between functional requirements and non-functional 

requirements, where functional requirements is a description of the functions that 

the user requires from the system while non-functional requirements is a 

statement of what a system is or how it will be constructed, or a constraint on how 

the product will be designed or will behave. 

 Procedures/steps on how to document IoT system requirements: 

1. Identify Stakeholders 

2. Define the System's Purpose 

3. Gather Functional Requirements 

4. Gather Non-Functional Requirements 

5. Use a Requirements Management Tool 

6. Document in a Clear and Concise Manne 

 Points to Remember 
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A and B are all Companies that use IoT irrigation system to help the farmers to 

irrigate their farms in different benefits like when is summer seasons. When the 

farmers access those systems, they prefer to use some of them rather than others. So 

as IoT system Developer, you are requested to do the data validation of collected 

data and document the system requirement. 

Application of learning 1.1. 
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Indicative content 1.2: Selection of Tools, Materials, and Equipment 

  

 
1. Answer the following questions.  

i. What is meant by the following terms? 

 Git 

 IDE 

 Debugging 

ii. List any 5 IoT system testing tools  

iii. Differentiate Microcontroller from Processor 

IV. Name any three (3) testing and measurement instruments used in IoT system 

development 

2. Provide the answer for the asked questions and write them on papers. 

3. Present the findings/answers to the whole class 

4. For more clarification, read the key readings 1.2.1. and ask questions where necessary. 

 Key readings 1.2.1:  Description of IoT Tools, materials, and equipment 

● Tools 

 Integrated Development Environment (IDE) 

An Integrated Development Environment (IDE) in the context of IoT (Internet 

of Things) system development is a comprehensive software suite that provides 

developers with the necessary tool 

ls to write, test, debug, and deploy IoT applications. An IDE typically includes a 

source code editor, build automation tools, and a debugger, all integrated into 

a single interface to streamline the development process. IDES for IoT 

development are: 

 Arduino 

Arduino produces electronic devices and software for the IoT market, offering 

top-notch hardware for a wide range of projects. They are a leading company 

in IoT tools, allowing easy construction of functional and innovative robotics 

and home automation projects. 

Overview and Features: 

Duration: 5 hrs  

 
Theoretical Activity 1.2.1:  Description    of IoT Tools, materials, and equipment 

Tasks: 

https://www.geeksforgeeks.org/what-is-arduino/
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 Arduino boards: Arduino offers diverse microcontroller boards for IoT projects 

with varying specifications. 

 Arduino IDE: An integrated development environment (IDE) offers a user-

friendly interface that facilitates the process of writing and uploading code to 

Arduino boards. 

 Libraries and examples: Arduino offers an extensive collection of pre-existing 

code and samples, streamlining the creation of IoT applications. 

 Community support: The Arduino community consists of a vibrant group of 

developers who actively engage with one another, exchanging knowledge and 

providing assistance to fellow users. 

 Apache NetBeans 

Apache NetBeans is a versatile integrated development environment (IDE) that 

is open-source and offers support for various programming languages. It offers 

a strong platform for the development of IoT applications. 

Overview and Features: 

 Language support: NetBeans supports multiple programming languages like 

Java, JavaScript, C++, and more, empowering developers to choose the ideal 

language for their IoT projects. 

 Project management: NetBeans streamlines IoT app development with 

templates, code completion, and debugging. 

 Plugins and extensions: NetBeans has a thriving plugin ecosystem for IoT-

specific requirements. 

 Collaboration tools: NetBeans facilitates team collaboration on IoT projects 

with version control, code sharing, and collaboration features. 

 Kinoma 

Kinoma is an IoT toolset that eases the development of embedded apps and 

devices. It includes a JavaScript framework and hardware kits for fast 

prototyping. 

Overview and Features: 

 Kinoma Create: Kinoma Create is a hardware development kit with a 

programmable device and touch-enabled color display for fast IoT prototype 

building. 

 JavaScript framework: Kinoma’s JavaScript framework enables developers to 

create IoT applications and user interfaces in a familiar and accessible 

programming environment. 

 Integrated tools: Kinoma Studio simplifies the creation and management of IoT 

applications with a visual interface for building and connecting workflows. 

https://www.geeksforgeeks.org/introduction-to-javascript/
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 Internet connectivity: Kinoma enables IoT devices to connect and communicate 

with other devices, cloud services, and web APIs using various communication 

protocols. 

 Node-RED 

Node-RED is a visual programming tool that is perfect for IoT development built 

on Node.js, and users can create applications by dragging and dropping pre-

built blocks on a canvas. IoT development is a strong suit for Node-RED because 

it simplifies many everyday tasks, such as connecting devices and services, 

processing data, and triggering actions.   

  Eclipse IoT 

Eclipse IoT is an open-source project that provides IoT developer tools and 

frameworks.  

It is based on the Eclipse Java development platform and includes several 

components, such as an integrated development environment, a device 

emulator, and a marketplace of pre-built components, frameworks, standards 

and services. 

 

Eclipse IoT is well-suited for IoT development because it supports a wide range 

of hardware and software platforms, including Linux, Android, and Java; it has 

a large user base with resources for developers. By using Eclipse IoT, developers 

can create IoT applications that are scalable, interoperable, and extensible. 

 Platform IoT 

It is a cross-platform IoT IDE. An integrated debugger is included. It is the best 

for mobile app development, and developers can use a friendly IoT 

environment for development. A developer can port the IDE to the Atom editor 

or install it as a plugin. It is compatible with over 400 embedded boards and 

has over 20 development frameworks and platforms. It offers an excellent 

interface and is easy to use. 

 Version control system operations (git) 

Version control is a system that helps manage changes to files, documents, or projects 

over time. It is particularly important in software development, including IoT system 

development, as it allows teams to track changes, collaborate effectively, and 

maintain a history of modifications. 

https://nodered.org/
https://iot.eclipse.org/


 

16 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

 Git: Git is a distributed version control system that tracks changes in any set 

of computer files, usually used for coordinating work among programmers who are 

collaboratively developing source code during software development. Its goals 

include speed, data integrity, and support for distributed, non-linear workflows 

(thousands of parallel branches running on different computers).  

 Debugging tools 

Debugging is the process of identifying and resolving errors, or bugs, in a software 

system. 

There are several different tools available that can provide a professional debug 

experience, The tools need to be supported by good software. One set of tools that 

stands out from both a hardware and software perspective is the SEGGER J-Link series. 

This series has a debugger version for nearly any type of developer. 

There are two models of SEGGER J-Link series that experience to be the most useful 

for the general developer: the J-Link Base and the J-Link Ultra+ (Figure below).  

 
Once a developer has this path closed on the hardware side, they can use the software 

tools to analyze and debug their application. 

There are quite a few software tools that work quite well with the SEGGER J-Link tools: 

J-Scope: J-Scope is an oscilloscope-like tool that displays variable values over time. 

Developers can monitor a single variable or several dozen variables. Note, however, 

as more variables are monitored, fewer samples can be taken before the sample 

buffer overflows and data is lost. 

 

Ozone: Ozone is a debugger interface and performance analyzer. Developers can load 

their file into the tool and perform source-level debugging. They can set breakpoints 

and update their code. An especially useful feature for developers is that they can also 

perform instruction tracing (if their hardware supports it) and identify what assembly 

and C code statements have been executed. This is particularly useful for verifying 

code coverage of hardware-in-loop (HiL) testing. 

 

https://en.wikipedia.org/wiki/Distributed_version_control
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Source_code
https://en.wikipedia.org/wiki/Software_development
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Distributed_computing
https://en.wikipedia.org/wiki/Branching_(version_control)
https://www.digikey.com/en/products/filter/programmers-emulators-and-debuggers/799?s=N4IgjCBcoLQExVAYygFwE4FcCmAaEA9lANogCcIAuvgA6pQggC%2B%2BME0IKkAZgIYA2AZzyESIABxkKlJixAJIpYQHNl2dAAIAVjH4BLAHYBrKkyA
https://www.digikey.com/en/products/filter/programmers-emulators-and-debuggers/799?s=N4IgjCBcoLQExVAYygFwE4FcCmAaEA9lANogCcIAuvgA6pQggC%2B%2BME0IKkAZgIYA2AZzyESIABxkKlJixAJIpYQHNl2dAAIAVjH4BLAHYBrKkyA
https://www.digikey.com/en/products/detail/segger-microcontroller-systems/8-08-00-J-LINK-BASE/2175882
https://www.digikey.com/en/products/detail/segger-microcontroller-systems/8-16-28-J-LINK-ULTRA/3202485
https://www.segger.com/downloads/jlink#JScope
https://www.segger.com/downloads/jlink/#Ozone
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Ozone also can help developers analyze their system performance (Figure below) and 

visualize variables over time. This provides capabilities like J-Scope but in a more 

integrated manner. It can even be used to monitor power consumption and 

synchronize all these events together in one place. 

 

SystemView: SystemView allows developers to analyze their RTOS system runtime 

behavior. Task switching is recorded in a trace buffer and then reported to 

SystemView through the debugger (Figure below. SystemView then displays this 

information in a way that allows a developer to see their context switches and 

measure their system’s performance. This is also a great way to visualize a system and 

find bugs and other issues. 

 

https://www.segger.com/downloads/systemview/
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 Testing tools 

Here are IoT testing tools:  

1. Mobot: Automated testing for IoT devices using real-life robots. 

2. Datadog: Real-Time Observability of Entire Infrastructure Stack Metrics in One 

Place. 

3. Appknox: Platform focused entirely on Mobile Application Security 

4. Bevywise IoT Simulator: Intelligent IoT simulation tool for testing and building 

IoT/MQTT applications 

5. AWS IoT Device Defender:  Information Security For a Fleet of IoT devices 

6. Wireshark: This is an open source application used to monitor traffic at the 

interface, source/destination host addresses etc. 

7. Tcpdump: This does a similar job to that of Wireshark except, this does not have a 

GUI. This is a command line based utility which helps the user in displaying the TCP/IP 

and other packets that are transmitted or received over a network. 

8. JTAG Dongle: This is similar to a debugger in PC applications. This helps in debugging 

the target platform code and showing variable step by step. 

 

 Simulation and emulation software 

Simulation and emulation are methods that allow you to test and debug your program 

without using the actual device. Simulation is the process of creating a virtual model 

of your device that mimics its behavior and environment. Emulation is the process of 

using a different device or platform that can run your program as if it were the original 

device. Simulation and emulation can help you debug your program in a controlled 

and scalable way, without risking the damage or loss of your device. You can use tools 

such as QEMU, Simulink, or AWS IoT Device Simulator to simulate or emulate your IoT 

device. 

 

Other Examples: 

 Iotify  

 MATLAB  

 NetSim  

 BevyWise IoT Simulator  

 Ansys IoT Simulator 

 IBM’s Bluemix 

 Analytics and monitoring tools 

Here are some of the best IoT analytics and monitoring tools: 

http://www.teammobot.com/
https://www.datadoghq.com/?r=qal-iottt
https://www.appknox.com/?r=qal-iottt
https://www.bevywise.com/iot-simulator/?r=qal-iottt
https://aws.amazon.com/iot-device-defender/?r=qal-iottt
https://www.wireshark.org/
http://www.tcpdump.org/
https://www.bevywise.com/iot-simulator/
https://www.ansys.com/Campaigns/internet-of-things/industrial-equipment-and-asset-management
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ThingSpeak: ThingSpeak is an IoT analytics platform provided by MathWorks. It allows 

you to collect, analyze, and visualize data from IoT devices. It integrates well with 

MATLAB for advanced analytics. 

 

AWS IoT Analytics: Amazon Web Services (AWS) offers a robust IoT analytics service 

that can handle large volumes of data generated by IoT devices. It includes data 

ingestion, storage, querying, and visualization capabilities. 

Google Cloud IoT Core: Google Cloud provides IoT Core, which is a fully managed 

service for connecting, managing, and ingesting data from IoT devices. You can 

integrate it with other Google Cloud services like BigQuery and Data Studio for 

analytics and visualization. 

 

Microsoft Azure IoT Central: Microsoft's Azure IoT Central is a fully managed IoT SaaS 

(Software as a Service) solution that simplifies IoT device management and data 

analysis. It offers pre-built analytics and integration with Azure services. 

IBM Watson IoT: IBM Watson IoT provides a range of tools and services for IoT, 

including data analytics and visualization. IBM's analytics capabilities can be applied 

to IoT data for insights and predictions. 

Splunk IoT: Splunk offers an IoT solution that allows you to monitor, analyze, and act 

on IoT data in real-time. It's particularly useful for organizations that require real-time 

analytics for security and operational purposes. 

 Hand tools 

 Screwdrivers 

 Pliers 

 Wire Strippers 

 Crimping Tools 

 Multimeter 

 

 

 

 

 Programming and flashing tools 

Programming and flashing tools are essential for developing and deploying IoT 

devices. These tools help you write code, upload it to your devices, and manage 

their firmware. 

 Arduino IDE: Arduino is a popular open-source electronics platform that 

provides a user-friendly integrated development environment (IDE) for 

programming IoT devices. It supports a wide range of microcontrollers and 
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boards, making it suitable for many IoT projects. 

 PlatformIO: PlatformIO is an open-source ecosystem for IoT development that 

works with various development platforms and boards. It supports multiple 

IDEs, including Visual Studio Code, and offers features like a library manager, 

debugging tools, and firmware uploading. 

 Raspberry Pi: If you're working with Raspberry Pi, you can use the Raspberry Pi 

Imager to flash the operating system onto an SD card, and then use Python or 

other programming languages to develop IoT applications. 

 Node-RED: Node-RED is a flow-based development tool for visual programming 

of IoT applications. It's especially useful for connecting IoT devices, sensors, and 

APIs together using a web-based interface. 

 Espressif IoT Development Framework (ESP-IDF): ESP-IDF is the official 

development framework for the ESP32 and ESP8266 microcontrollers from 

Espressif. It includes tools for building and flashing firmware, as well as libraries 

for developing IoT applications in C/C++. 

 MicroPython: MicroPython is a lightweight implementation of Python 3 that can 

run on microcontrollers. It's a great choice for IoT development if you're 

comfortable with Python. 

 Mbed OS: Mbed OS is an open-source embedded operating system for IoT 

devices. It provides a set of tools and libraries for developing IoT applications 

and supports a wide range of hardware platforms. 

 Visual Studio Code (VS Code): VS Code is a popular code editor that has many 

extensions and plugins for IoT development. You can integrate it with various 

IoT platforms and use it for code editing, debugging, and flashing firmware. 

 JTAG and SWD Debuggers: If you need to debug low-level issues on IoT 

hardware, JTAG (Joint Test Action Group) and SWD (Serial Wire Debug) 

debuggers are essential tools. They allow you to connect to the device's debug 

interface and perform hardware-level debugging. 

 

 Wi-Fi Module Configuration Tools: Many IoT devices use Wi-Fi for connectivity. 

Manufacturers often provide specific tools or mobile apps for configuring the 

Wi-Fi settings on these devices 

 

 Microcontrollers and processors 
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Internet of Things (IoT) microcontrollers and processors are the heart of IoT 

devices. They provide the computational power and capabilities required to sense, 

process, and transmit data in IoT applications. Here are some commonly used IoT 

microcontrollers and processors: 

 ESP8266: The ESP8266 is a low-cost Wi-Fi microcontroller from Espressif Systems. 

It is widely used in IoT projects due to its affordability and Wi-Fi capabilities. It's 

commonly used with the Arduino IDE and supports Micro Python. 

 ESP32: Also from Espressif, the ESP32 is a more powerful and versatile 

microcontroller compared to the ESP8266. It supports both Wi-Fi and Bluetooth 

connectivity and has more GPIO pins and features, making it suitable for a wide 

range of IoT applications. 

 Raspberry Pi: While technically not a microcontroller, the Raspberry Pi is a popular 

single-board computer used in IoT projects. It offers significant processing power, 

multiple connectivity options, and support for various operating systems, making 

it suitable for IoT gateways and more complex applications. 

 Arduino: Arduino offers a variety of microcontroller boards suitable for IoT 

applications, including the Arduino Uno, Arduino Nano, and Arduino MKR series. 

Arduino IDE is widely used for programming these boards. 

 Microchip PIC: Microchip's PIC (Peripheral Interface Controller) microcontrollers 

are commonly used in embedded systems and IoT applications. They come in 

various families, such as PIC16, PIC18, and PIC32, each with different capabilities. 

 STMicroelectronics STM32: STM32 microcontrollers are part of the STM32 family 

and are known for their versatility and wide range of features. They are often used 

in IoT projects and are compatible with various development tools and libraries. 

 Atmel SAM: Atmel SAM microcontrollers, such as the SAMD21 and 

SAMD51, are used in various IoT devices. They are known for their 

compatibility with the Arduino ecosystem and low-power operation. 

 Sensors and Actuators 

IoT sensors and actuators are crucial components in Internet of Things (IoT) 

applications. Sensors gather data from the physical world, while actuators 

enable IoT devices to interact with and control physical objects or systems. 

Here are some common types of IoT sensors and actuators: 

IoT Sensors: 

 Temperature Sensors: These sensors measure temperature and are used in 

applications such as climate control, weather monitoring, and industrial 
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processes. 

 Humidity Sensors: Humidity sensors measure the level of moisture in the air and 

are used in agriculture, and environmental monitoring. 

 Proximity Sensors: Proximity sensors detect the presence or absence of an object 

within a certain range. They are used in smart lighting, security systems, and 

touchless interfaces. 

 Motion Sensors: Motion detectors detect movement and are commonly found in 

security systems, automatic lighting, and home automation. 

 Light Sensors (Photocells): Light sensors measure ambient light levels and are used 

in automatic streetlights, cameras, and brightness control in displays. 

 Pressure Sensors: Pressure sensors measure pressure or force and are used in 

applications like industrial automation, weather forecasting, and tire pressure 

monitoring systems. 

 Accelerometers: Accelerometers measure acceleration and are used in fitness 

trackers, vehicle stability systems, and gesture recognition. 

 Gyroscope Sensors: Gyroscopes measure angular velocity and are used in drones, 

virtual reality headsets, and image stabilization systems. 

 Gas Sensors: Gas sensors detect the presence of specific gases and are used in 

environmental monitoring, industrial safety, and air quality measurement. 

 Sound Sensors (Microphones): Microphones capture sound waves and are used in 

voice recognition systems, acoustic monitoring, and audio devices. 

 GPS (Global Positioning System) Modules: GPS modules provide location 

information and are used in navigation, asset tracking, and location-based 

services. 

 Ultrasonic Sensors: Ultrasonic sensors use sound waves to measure distance and 

are used in object detection, parking assistance, and robotics. 

 Infrared (IR) Sensors: IR sensors detect infrared radiation and are used in remote 

controls, presence detection, and temperature measurement. 

 Color Sensors: Color sensors identify and measure the color of objects, often used 

in industrial sorting and quality control. 

 Image Sensors (Cameras): Image sensors capture visual data and are used in 

security cameras, smartphones, and surveillance systems.  

IoT Actuators: 
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IoT actuators are devices that receive signals from a control system (often based on 

data from sensors) and perform actions in the physical world. They play a crucial role 

in IoT systems by enabling automation and control of various processes. Types of IoT 

Actuators 

 Relays: Relays are switches that can be controlled electronically. They are used 

to control high-power devices like lights, motors, and appliances. 

 Servo Motors: Servo motors are used for precise control of angular position. 

They are commonly found in robotics, cameras, and automotive systems. 

 Stepper Motors: Stepper motors move in discrete steps and are used in 

applications requiring precise positioning, such as 3D printers and CNC 

machines. 

 DC Motors: DC motors are used in a wide range of applications, including fans, 

pumps, and electric vehicles. 

 Solenoids: Solenoids are electromagnetic devices used for linear motion, such 

as in door locks and valves. 

 LEDs (Light-Emitting Diodes): LEDs are used for various visual indications, 

including status lights and displays. 

 Buzzers and Speakers: These actuators produce sound and are used for alarms, 

notifications, and audio playback. 

 Pumps and Valves: Pumps and valves are used in fluid control systems, such as 

irrigation and water management. 

 Displays: Displays, such as OLEDs and LCDs, are used for visual output in IoT 

devices. 

 Heaters and Coolers: These actuators control temperature and are used in 

climate control systems, incubators, and food storage. 

 Locks and Latches: Locks and latches are used for security and access 

control. 

 Curtain and Blinds Motors: These actuators automate window coverings 

for energy efficiency and convenience. 

 Connectors and Cables 

 RJ45 Connector and cable 

 USB Connector and cable 

 Molex Connector and cable: Molex connectors are widely used in electronics and 

IoT devices for various purposes, including power supply, signal transmission, and 

board-to-board connections. 

 JST Connector and cable: JST (Japan Solderless Terminal) connectors are 

commonly used for low-power connections in IoT devices, such as battery-
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powered sensors and modules. 

 BNC Connector and cable: BNC (Bayonet Neill–Concelman) connectors are often 

used for coaxial cable connections in applications like video surveillance and RF 

communications. 

 F-Type Connector and cable: F-type connectors are used for coaxial cables in 

applications such as cable television, satellite communication, and IoT devices that 

use RF signals. 

 SMA Connector and cable: SMA (SubMiniature Version A) connectors are used in 

RF and microwave applications, such as Wi-Fi antennas and GPS receivers. 

 Power Supplies 

Power supplies are essential components in IoT (Internet of Things) applications 

to provide the necessary electrical power to sensors, devices, and other 

components. Here are some common IoT power supply options: 

 Battery Power 

 Solar Power 

 Power over Ethernet (PoE) 

 Line-Powered (AC or DC) 

 Enclosures 

IoT enclosures are protective cases or housings designed to shield electronic 

components, sensors, and devices from environmental factors, such as moisture, 

dust, temperature variations, and physical damage. These enclosures are an essential 

component in IoT (Internet of Things) deployments, ensuring the longevity and 

reliability of IoT devices in various settings. 

 Printed Circuit Boards (PCBs) 

Printed Circuit Boards (PCBs) are critical components in many IoT (Internet of Things) 

devices. They provide a platform for mounting and interconnecting various electronic 

components, such as microcontrollers, sensors, actuators, and communication 

modules. IoT PCBs are designed to meet the specific requirements of IoT applications, 

which often include considerations like compact size, low power consumption, and cost 

efficiency. 
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● Equipment 

 Computer 

 Soldering Stations 

An IoT soldering station is a specialized soldering tool used in electronics and hardware 

development, which incorporates Internet of Things (IoT) technology to enhance 

functionality and control. It allows users to remotely monitor and control soldering 

parameters, such as temperature, power, and soldering iron status, using a connected 

device or a web interface. 

 

 Prototyping Boards 

IoT prototyping boards, also known as development boards or development platforms, 

are essential tools for designing and building Internet of Things (IoT) prototypes and 

proof-of-concept projects. These boards provide a hardware and software foundation 
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for developers to experiment with IoT concepts, test sensors and actuators, and create 

functional prototypes before moving to production. Here are some commonly used IoT 

prototyping boards: 

 Arduino: Arduino boards are widely used for IoT prototyping due to their 

simplicity and extensive community support. The Arduino platform includes 

various boards like the Arduino Uno, Arduino Nano, and Arduino MKR series, 

which can be programmed using the Arduino IDE. 

 Raspberry Pi: Although Raspberry Pi is more of a single-board computer (SBC), 

it's frequently used for IoT prototyping because of its versatility and processing 

power. Raspberry Pi boards run a full Linux operating system and can handle 

complex IoT applications. 

 Raspberry Pi Pico: The Raspberry Pi Pico is a microcontroller-based development 

board that's suitable for IoT projects. It's powered by the RP2040 

microcontroller and can be programmed using MicroPython or C/C++. 

 ESP8266 and ESP32: These Espress if microcontroller boards are designed for 

IoT applications. The ESP8266 is popular for Wi-Fi connectivity, while the ESP32 

offers both Wi-Fi and Bluetooth capabilities. 

 Particle Photon and Electron: Particle offers IoT development boards with cloud 

integration. The Photon uses Wi-Fi, while the Electron uses cellular connectivity. 

 PCB Manufacturing Equipment 

PCB (Printed Circuit Board) manufacturing equipment is essential for producing the 

circuit boards used in IoT (Internet of Things) devices. These machines and tools help 

in the fabrication, assembly, and testing of PCBs, ensuring they meet the required 

specifications and quality standards. Here are some key types of PCB manufacturing 

equipment commonly used in IoT device production: 

 Printed Circuit Board (PCB) Design Software: While not a manufacturing 

machine, PCB design software is crucial for creating the layout and design of 

the circuit board. Popular PCB design software includes Autodesk Eagle, 

Altium Designer, KiCad, and Cadence Allegro. 

 PCB Prototyping Machines: These machines are used to create prototype PCBs 

for testing and validation before full-scale production. Prototyping machines 

include CNC (Computer Numerical Control) routers, milling machines, and PCB 

prototyping printers. 

 Printed Circuit Board (PCB) Etching Equipment: Etching is the process of 

removing unwanted copper from the PCB to create circuit traces. PCB etching 

equipment includes chemical etching machines, UV exposure units, and 



 

27 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

etching tanks. 

 Solder Paste Printers: Solder paste printers apply solder paste onto the PCB's 

solder pads. They ensure precise and consistent solder application before 

component placement. 

 SMT (Surface Mount Technology) Pick-and-Place Machines: These machines 

are used for the automated placement of surface-mount components onto 

the PCB. They can place components accurately and quickly, improving 

manufacturing efficiency. 

 3D Printers and CNC Machines 

IoT (Internet of Things) devices often require custom enclosures, brackets, 

mounts, and other mechanical components to house sensors, actuators, and 

electronics. 3D printers and CNC (Computer Numerical Control) machines are 

valuable tools for fabricating these parts with precision and flexibility. Here's 

how 3D printers and CNC machines are used in the context of IoT: 

IoT 3D Printers: 

 Prototyping: 3D printers are commonly used for rapid prototyping of IoT device 

enclosures and mechanical parts. They allow designers to quickly iterate and 

test different designs before final production. 

 

 Custom Enclosures: IoT devices often have unique form factors and housing 

requirements. 3D printers enable the creation of custom enclosures tailored to 

the specific dimensions and components of the device. 

 Mounts and Brackets: Mounting hardware, brackets, and holders can be 3D 

printed to securely attach sensors, actuators, and other components to various 

surfaces and structures. 

 Sensor Housings: 3D printing is ideal for creating protective housings for sensors 

that need to be shielded from environmental factors like dust, moisture, or 

physical impact. 

 Custom Connectors and Adapters: IoT projects may require specialized 

connectors or adapters that can be 3D printed to bridge different components 

or interfaces. 

 Cable Management: Cable management solutions, such as cable clips and 

channels, can be 3D printed to organize and secure wiring within IoT devices. 

 Antenna Housings: For IoT devices with wireless communication, 3D printers can 

create housings that optimize antenna positioning for better signal reception. 

 Enclosure Modifications: As IoT projects evolve, 3D printing allows for quick 

modifications and 
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IoT CNC Machines: 

 Custom Metal Parts: CNC machines are used to fabricate custom metal parts for 

IoT devices, such as brackets, mounts, and structural components. They offer 

precision and strength, making them suitable for demanding applications. 

 High-Volume Production: For IoT devices with higher production volumes, CNC 

machines can be used to manufacture parts in batches, ensuring consistency 

and quality. 

 Enclosure Fabrication: In cases where metal enclosures are required for rugged 

or industrial IoT devices, CNC machines can cut, shape, and mill metal enclosures 

with precise tolerances. 

 Heat Sinks: IoT devices that generate heat, such as industrial sensors or 

controllers, may require custom-machined heat sinks to dissipate heat 

effectively. 

 Prototyping with Non-Plastic Materials: While 3D printers excel with plastics, 

CNC machines can work with a wider range of materials, including metals, 

composites, and wood, allowing for more material choices in prototypes. 

 Customized Connectors: CNC machines can mill custom connectors or adapter 

plates for specific IoT hardware interfaces. 

 PCB Milling: Some CNC machines can be equipped with PCB milling tools, 
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enabling the fabrication of custom printed circuit boards (PCBs) for IoT projects. 

 Testing and Measurement Instruments 

Testing and measurement instruments are crucial for ensuring the 

functionality, reliability, and performance of IoT (Internet of Things) devices 

and systems. These instruments help IoT developers and manufacturers verify 

that devices meet their design specifications and operate correctly in real-

world conditions. Here are some common IoT testing and measurement 

instruments: 

 Multimeters 

 Oscilloscopes  

 Logic Analyzers 

 Network Analyzers 

 Environmental Test Chambers  

 Protocol Analyzers  

 In-Circuit Testers (ICT) 

 Wireless Communication Testers 

 Protocol Analyzers  

 In-Circuit Testers (ICT) 

 Wireless Communication Testers 

 

 

1. Read the key readings 1.2.2  

2. Referring to the key readings 1.2.2, you are asked to go to the computer lab to select 

the IoT tools and equipment that can help you to develop the any IoT application. This 

task should be done individually. 

3. Apply safety precautions 

4. Present your work to the trainer and whole class  

5. Ask for more clarification where necessary  

Practical Activity 1.2.2: Selecting the IoT tools, Material and Equipment 

 

Task: 
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Key readings 1.2.2 Selecting IoT tools, material and Equipment 

 

The steps  of selecting IoT tools, equipment and Material: 

1. Define System Requirements  

 Understand the Use Case: Start by defining the specific application or problem 

the IoT system is addressing (e.g., smart home, industrial automation, health 

monitoring). 

 Data Needs: Identify the type and volume of data you will collect (temperature, 

humidity, motion, etc.). 

 Connectivity: Understand the communication requirements such as data rate, 

range, and power consumption (e.g., Wi-Fi, Bluetooth, LoRa, NB-IoT, Zigbee). 

2. Choosing the Right IoT Platform 

IoT platforms handle data acquisition, processing, and storage. They can be cloud-

based or on-premises. 

 Popular Platforms: AWS IoT, Microsoft Azure IoT, Google Cloud IoT, or open-

source platforms like ThingsBoard. 

 Criteria: 

o Scalability: Can the platform handle your system's future growth? 

o Data Analytics and Visualization: Built-in analytics or integration with third-

party services. 

o Ease of Use: Developer support, SDKs, and APIs for faster development. 

3. Selection of Microcontroller/Processor 

The choice of microcontroller or processor will depend on: 

 Processing Power: Required for data collection and processing (e.g., Raspberry 

Pi for heavier processing or ESP8266/ESP32 for lightweight tasks). 

 Power Consumption: For battery-powered devices, choose low-power chips 

like ARM Cortex-M series. 

 Communication Protocols: Ensure compatibility with Wi-Fi, Bluetooth, Zigbee, 

etc., depending on the project. 

Examples: 

 ESP32/ESP8266: Low cost, built-in Wi-Fi and Bluetooth. 
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 Arduino: Suitable for small, simple IoT projects. 

 Raspberry Pi: Powerful enough for edge computing and complex processing. 

4.Select Sensors and Actuators 

Sensors gather real-time data, and actuators respond to that data. The choice 

depends on the type of data and system goals: 

 Environmental Sensors: Temperature (DHT11), humidity (DHT22), pressure 

(BMP180). 

 Motion Sensors: PIR sensors for detecting movement. 

 Proximity Sensors: Ultrasonic sensors or IR sensors. 

 Gas Sensors: MQ series for detecting gases like CO2. 

 Actuators: Relays, motors, LEDs, or servos that act based on the data 

processed. 

5. Communication Modules 

The IoT system needs reliable communication hardware based on the 

connectivity requirement: 

 Wi-Fi Modules: ESP8266, ESP32 for projects requiring high-speed internet 

connectivity. 

 Bluetooth: HC-05, BLE modules for short-range, low-power communication. 

 LPWAN: LoRa, NB-IoT, Sigfox for long-range and low-power communication. 

 Zigbee or Z-Wave: Ideal for smart home devices and mesh networks. 

6. Power Supply and Power Management 

Powering the IoT devices is crucial, especially for remote or battery-powered 

devices. 

 Battery Selection: Consider the type of battery (e.g., Li-ion, NiMH) and energy 

consumption. 

 Power Management ICs: Select chips for efficient power regulation and low-

energy sleep modes. 

 Renewable Energy: Solar panels for powering off-grid systems. 

7. Development and Debugging Tools 

 IDE: Use appropriate Integrated Development Environments like Arduino IDE, 

PlatformIO, or Visual Studio Code. 

 Simulators/Emulators: For testing code before deploying it to hardware. 
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 Debugging Tools: Logic Analyzers, oscilloscopes, and protocol Analyzers for 

troubleshooting hardware and communication protocols. 

 Firmware/Software Libraries: Choose software stacks that fit the hardware, 

such as FreeRTOS, MongooseOS, or Zephyr. 

8. Data Storage and Cloud Integration 

Depending on the volume of data, choose between local storage, cloud storage, 

or hybrid: 

 Cloud Storage: AWS S3, Azure Blob Storage, or Google Cloud Storage for 

scalable and secure storage. 

 Local Storage: Use SD cards or eMMC for edge devices when latency or offline 

capability is essential. 

9. Security Tools 

Security is paramount in IoT systems to protect data and privacy: 

 Encryption: Secure communication using SSL/TLS and AES encryption. 

 Authentication: Implement strong authentication methods like OAuth or JWT 

tokens. 

 Hardware Security Modules (HSMs): For secure key storage and cryptographic 

functions. 

10. Enclosures and Environmental Protection 

If the system is deployed outdoors or in harsh environments, ensure proper 

protection: 

 Materials: Use weatherproof, dust-resistant enclosures (e.g., IP65-rated 

cases). 

 Temperature Tolerance: Ensure components can withstand the temperature 

range in the deployment environment. 

11. Budget and Cost Constraints 

 Balance between cost and functionality. Low-cost components may suffice for 

prototyping, but high-reliability systems may need industrial-grade equipment. 

 Prototyping vs. Production: Some development boards (e.g., Arduino) are 

good for prototyping but may need custom PCBs for production systems. 
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 Integrated Development Environment (IDE) in the context of IoT (Internet of Things) 

system development is a comprehensive software suite that provides developers 

with the necessary tools to write, test, debug, and deploy IoT applications. 

 Git is a distributed version control system that tracks changes in any set of computer 

files, usually used for coordinating work among programmers who are 

collaboratively developing source code during software development. Its goals 

include speed, data integrity, and support for distributed, non-linear workflows 

(thousands of parallel branches running on different computers).  

 Debugging is the process of identifying and resolving errors, or bugs, in a software 

system. 

 When developing an IoT (Internet of Things) system, selecting the right tools, 

materials, and equipment is crucial for ensuring system efficiency, reliability, and 

scalability. Here’s a guide to help you with the selection process: 

1. Define System Requirements 

2. Choosing the Right IoT Platform 

3. Selection of Microcontroller/Processor 

 
A large agricultural company, WH Solutions, plans to implement an IoT-based smart 

agriculture system across its farms. The goal is to use connected sensors and devices to 

monitor soil health, manage irrigation, track weather patterns, and automate various 

farming processes. You are requested to select the appropriate IoT tools and 

equipment for this IoT system in order to be developed.  

 Points to Remember 

 Application of learning 1.2. 

https://en.wikipedia.org/wiki/Distributed_version_control
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/Source_code
https://en.wikipedia.org/wiki/Software_development
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Distributed_computing
https://en.wikipedia.org/wiki/Branching_(version_control)
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Indicative content 1.3: Design IoT System Diagrams 

  

 
1: You are requested to answer the following questions related to the description of 

IoT system diagrams: 

i. What do you understand about High-level Architecture Diagram? 

ii. Provide the description of: 

 Block diagram 

 Data Flow Diagram 

 Flowchart Diagram 

 Use case Diagram 

iii. What are the Factors to consider when designing IoT diagrams? 

2: Provide your answers to papers 

3:  Present the findings/answers to the whole class or trainer 

4: For more clarification, read the key readings 1.3.1 in addition, ask questions where 

necessary. 

Key readings 1.3.1.:  Description of IoT system Diagram 

 High-Level Architecture Diagram 

An IoT (Internet of Things) high-level architecture diagram provides an overview of the 

key components, interactions, and data flows within an IoT system. It helps 

stakeholders understand the structure and functionality of the IoT ecosystem. Here's 

a description of the main elements typically found in an IoT high-level architecture 

diagram: 

 

1. Devices and Sensors 

These are the physical hardware components deployed in the IoT ecosystem to gather data 

or interact with the environment. 

 Description: Includes sensors (e.g., temperature, motion, light, humidity) and 
actuators (e.g., motors, valves, switches). Sensors collect data from the 
environment, while actuators perform actions based on commands. 

Duration: 15 hrs  

 

Theoretical Activity 1.3.1: Description of IoT system Diagrams 

Tasks: 
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 Examples: Thermostats, cameras, wearable devices, or industrial machinery. 

2. Edge Devices/Gateways 

Intermediate devices that process and transmit data between sensors and the cloud. 

 Description: Aggregates data from sensors, processes it locally to reduce latency, 
and forwards relevant information to the cloud. Gateways often provide protocol 
translation (e.g., MQTT to HTTP). 

 Examples: Edge computers, industrial controllers, or routers with built-in IoT 
functionality. 

3. Connectivity 

The communication layer enabling devices to send and receive data. 

 Description: Includes various wired and wireless communication protocols that 
connect devices to edge gateways or directly to the cloud. It ensures seamless 
data flow in the system. 

 Examples: Wi-Fi, Bluetooth, Zigbee, LoRaWAN, Ethernet, 5G, or cellular networks. 

4. Cloud/Server Infrastructure 

The central hub for data storage, processing, and analysis. 

 Description: Provides scalability, storage, and computational power for processing 
the data collected from devices. Hosts services like machine learning, data 
visualization, and APIs for applications. 

 Examples: AWS IoT, Microsoft Azure IoT Hub, Google Cloud IoT, or private on-
premise servers. 

5. User Interfaces and Applications 

Interfaces for users to interact with the IoT ecosystem. 

 Description: Allows users to view data, configure devices, or control actuators 
through mobile apps, web platforms, or dashboards. 

 Examples: Smart home apps, industrial monitoring dashboards, or health-tracking 
apps. 

 

6. External Systems 

Third-party services or systems integrated into the IoT ecosystem. 

 Description: Provides additional functionality or enriches the IoT environment 
through APIs or external integrations. Examples include weather data, ERP 
systems, or AI platforms. 
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 Examples: Smart city management systems, logistics platforms, or financial 
systems. 

7. Security and Privacy 

Measures to protect data and ensure user privacy in the IoT system. 

 Description: Includes encryption, authentication, access controls, and compliance 
mechanisms to safeguard data at all levels of the architecture. 

 Examples: SSL/TLS encryption, OAuth for authentication, GDPR compliance, and 
secure firmware updates. 

8. Data Analytics and Insights 

Tools and processes to extract meaningful information from raw data. 

 Description: Involves real-time and batch analytics, predictive modeling, and 
machine learning to derive actionable insights. 

 Examples: Predictive maintenance, trend analysis, or anomaly detection. 

9. Control and Actuation 

The mechanism for performing actions based on processed data. 

 Description: Includes sending commands to devices or actuators for real-time 
responses, such as opening a valve, adjusting light intensity, or stopping a motor. 

 Examples: Smart irrigation systems, automated HVAC systems, or robotics. 

10. Monitoring and Management 

Tools for overseeing and maintaining the IoT system. 

 Description: Enables device provisioning, health monitoring, firmware updates, 
and configuration management to ensure smooth operation. 

 Examples: IoT device management platforms, real-time monitoring dashboards, or 
alert systems. 

 

 

 

 Symbols 
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IoT systems typically consist of several interconnected layers. While the exact 

number and names of these layers can vary depending on the specific system and 

architecture, here's a common breakdown: 

1. Perception Layer: 

 Purpose: Interacts with the physical environment by collecting data from sensors. 

 Components: Sensors, actuators, and other devices that interact with the physical 

world. 

2. Network Layer: 

 Purpose: Connects devices to the internet or other networks, enabling data 

transmission and communication. 

 Components: Gateways, routers, and communication protocols (e.g., Wi-Fi, 

Bluetooth, cellular, LoRa). 

3. Processing Layer: 

 Purpose: Processes and analyzes data collected from the perception layer. 

 Components: Edge devices (e.g., microcontrollers, single-board computers), cloud 

servers, and data processing algorithms. 

4. Application Layer: 



 

38 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

 Purpose: Provides the user interface and functionality for interacting with the IoT 

system. 

 Components: User interfaces (e.g., web applications, mobile apps), data 

visualization tools, and business logic. 

5. Data Management Layer: 

 Purpose: Stores, manages, and analyzes data collected from the IoT system. 

 Components: Databases (e.g., relational, NoSQL), data warehouses, and data 

analytics tools. 

 Data Flow Diagram 

Data flow diagram is one of the tools used in the analysis phase. Data flow diagram is a 

graphical tool used to analyze the movement of data through a system-manual or 

automated including the processes, stores of data, and delay in the system. 

Symbols 

Data Flow: A data flow is a communication of data from an actor to another one. 

 

 

Data store: A data store is a document that can be obtained after an operation is 

processed. 

 

Example of DFD 
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 Flowchart diagram 

A flowchart is a type of diagram that represents an algorithm, workflow or process. The 

flowchart shows the steps as boxes of various kinds, and their order by connecting 

the boxes with arrows. Flowcharts are used in analysing, designing, documenting or 

managing a process or program in various fields. 

A flow chart is a type of diagram representing a process using different symbols 

containing 

Information about steps or a sequence of events. Each of these symbols is linked with 

arrows to illustrate the flow direction of the process. 

Symbols 
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Use case diagram 

A use case diagram is a methodology used in system analysis to identify, clarify, and 

organize system requirements. In this context, the term "system" refers to something 

being developed or  operated. 

A use case diagram is a representation of a user's interaction with the system that 

shows the relationship between the user and the different use cases in which the user 

is involved. A use case diagram can identify the different types of users of a system 

and the different use cases and will often be accompanied by other types of diagrams 

as well. 

Symbols: 

1. System 

Draw your system's boundaries using a rectangle that contains use cases. Place 

actors outside the system's 

1. Use Case 

Draw use cases using ovals. Label the ovals with verbs that represent the system's 

functions. 

Use case 
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2. Actors 

Actors are the users of a system. When one system is the actor of another system, 

label the actor system with the actor stereotype. 

 

3. Relationships 

Illustrate relationships between an actor and a use case with a simple line.  

For relationships among use cases, use arrows labelled either "uses" or "extends." A 

"uses" relationship indicates that one use case is needed by another in order to 

perform a task.  

An "extends" relationship indicates alternative options under a certain use case. 

 

 

When designing IoT (Internet of Things) diagrams, several factors should be 

considered to ensure clarity, accuracy, and functionality. These diagrams are 

essential for visualizing the architecture, components, and communication 

pathways of an IoT system. Here are the key factors to consider: 

1. Components Representation 

Key Consideration: Accurately represent the components involved in the IoT 

system. 

Include sensors, actuators, microcontrollers/microprocessors, edge devices, and 

gateways. 

Clearly distinguish between different components, such as input devices (sensors), 

output devices (actuators), and processing units. 

Example: Use distinct icons or shapes to represent IoT devices like sensors, edge 

computing devices, and cloud services in the diagram to avoid confusion 

2. Data Flow and Processing 

Key Consideration: Show how data is collected, processed, stored, and analyzed. 

Indicate data pathways, including how data is transmitted from IoT devices to the 

cloud, edge, or local servers. 
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Represent whether data processing occurs at the edge (edge computing), in the 

cloud, or both. 

Example: In an industrial IoT application, data from sensors could be processed at 

the edge to reduce latency, while bulk data is sent to the cloud for long-term 

storage and advanced analytics. 

3. Security consideration 

Key Consideration: Represent security mechanisms and their placement in the 

system. 

Show where encryption, authentication, and authorization are applied in the data 

flow. 

Include firewalls, VPNs, secure communication protocols, and access control 

points to highlight where security measures are implemented. 

Example: A smart healthcare IoT system should show encryption of sensitive data 

between medical devices and the cloud, as well as user authentication when 

accessing health records. 

4. Scalability 

Key Consideration: Indicate how the system can scale in terms of devices, data, 

and users. 

Show potential for adding more IoT devices, increasing data storage, or expanding 

processing capabilities. 

Represent whether the system architecture supports horizontal scaling (e.g., 

adding more devices or sensors). 

Example: In a smart city IoT diagram, show how new devices like traffic sensors or 

environmental monitoring units can be added to the system without affecting 

performance. 

5.User Interfaces (UI) 

Key Consideration: Show how users interact with the IoT system. 

Represent mobile apps, web interfaces, or desktop applications that allow users 

to monitor and control the IoT system. 

Highlight the flow of data from IoT devices to the user interface for real-time 

monitoring and control. 
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Example: In a smart building IoT diagram, show how users can control HVAC 

systems or lighting via a mobile app that connects to the central IoT management 

platform. 

 

 
1: Read the key readings 1.3.2 

2: Referring to the key readings 1.3.2, you are requested to go to the computer lab to 

use the   Edrawmax, to design the IoT diagram. This task should be done individually. 

3: Apply safety precautions 

4. Present your work to the trainer and whole class  

5. Ask for more clarification where necessary  

Key readings 1.3.2: Design IoT system Diagrams 

 

For designing an effective IoT (Internet of Things) system diagram, these are the 

steps to follow: 

1. Define the Purpose: Start by clearly defining the purpose of your IoT system. 

What problem are you trying to solve? Understanding the goals will guide the 

overall design. 

2. Identify Components: List all the components that will be part of your IoT 

system. This typically includes: 

 Sensors/Actuators: Devices that collect data or perform actions. 

 Communication Protocols: Decide how devices will communicate (e.g., 

Wi-Fi, Bluetooth, Zigbee). 

 Gateway: A device that connects IoT devices to the cloud or the internet. 

 Cloud/Server: Where data is processed and stored. 

 User Interface: How users will interact with the system (e.g., mobile app, 

web dashboard). 

 

Practical Activity 1.3.2: Designing IoT system Diagrams 

Task: 
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3. Establish Relationships: Determine how these components interact with each 

other. Identify data flow, control signals, and feedback loops. 

 

4. Choose a Diagram Type: Select the type of diagram that best represents your 

system. Common types include: 

 Block Diagrams: Show the main components and their interactions. 

 Flowcharts: Illustrate the process flow and decision points. 

 Network Diagrams: Focus on the communication links between devices. 

 

5. Sketch the Diagram: Begin sketching your diagram using shapes to represent 

different components. Use arrows to indicate data flow and interactions.  

6. Label Components: Clearly label each component and include any relevant 

specifications (e.g., types of sensors, protocols used). 

7. Review and Refine: Once you have a draft, review it for clarity and completeness. 

Ensure that it accurately represents the system and is easy to understand. 

8. Finalize the Diagram: Incorporate any feedback and finalize your diagram. 

Consider using diagramming tools like Lucidchart, Microsoft Visio, or draw.io for a 

polished look. 

 

Steps to Design High-level Architecture Diagram 

1. Define the Purpose and Scope: Clearly outline what the IoT system aims to 

achieve. Identify the specific use case (e.g., smart home, industrial automation, 

healthcare) and the goals of the architecture diagram. 

2. Identify Stakeholders: Determine who will be using the diagram and what 

information they need. This can include developers, project managers, business 

analysts, or technical stakeholders. 

3. Gather Requirements: Collect information about the IoT system, including the 

types of devices, data flows, communication protocols, and any specific 

requirements or constraints. 

4. List IoT Components: Identify all the components that will be part of the 

architecture, such as: 

 IoT Devices: Sensors, actuators, and other connected devices. 

 Gateways: Devices that aggregate data from IoT devices and communicate 

with the cloud. 

 Cloud Services: Platforms for data processing, storage, and analytics. 
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 User Interfaces: Applications for users to interact with the system (e.g., 

mobile apps, web dashboards). 

5. Determine Data Flow: Map out how data will flow between the devices, 

gateways, and the cloud. Identify the types of data being collected and how it will 

be processed. 

6. Select Communication Protocols: Identify the communication protocols that 

will be used for device communication (e.g., MQTT, CoAP, HTTP). This will help 

clarify how devices will interact with each other and the cloud. 

7. Choose a Diagram Type: Decide on the type of architecture diagram that best 

fits your IoT system. Common types include: 

 Layered architecture diagrams 

 Component diagrams 

 Sequence diagrams for data flow 

8. Establish Architecture Layers: Typically, an IoT architecture can be broken down 

into several layers: 

 Device Layer: Represents the IoT devices and sensors. 

 Network Layer: Shows how devices connect to gateways or the internet. 

 Edge Computing Layer: If applicable, include edge devices that process 

data locally. 

 Cloud Layer: Represents cloud services for data storage, processing, and 

analytics. 

 Application Layer: Shows end-user applications that interact with the 

system. 

9. Draft the Diagram: Start placing the identified components on the canvas. Use 

standardized symbols for IoT devices, gateways, and cloud services. Draw lines or 

arrows to represent data flows and interactions. 

 

10. Add Annotations and Labels: Clearly label each component and relationship. 

Provide annotations for any complex interactions or specific technologies used 

to enhance understanding. 

11. Review and Iterate: Share the draft with stakeholders for feedback. Look for 

clarity, completeness, and accuracy. Make necessary revisions based on their 

input. 
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12. Finalize and Document: Once the diagram is refined, ensure it is visually 

appealing and easy to read. Document any additional information that may be 

necessary for understanding the system. 

13. Share the Diagram: Distribute the final architecture diagram to relevant 

stakeholders, ensuring it is accessible for future reference and discussions. 

Steps to Design Block Diagram 

1. Define the Purpose and Scope: 

 Determine the specific objectives of the block diagram. Are you illustrating the 

overall architecture, a specific use case, or a particular subsystem? 

 Clearly outline the scope to guide your design. 

2. Identify Stakeholders: 

 Understand who will be using the block diagram and what information they 

need. This could include developers, project managers, business analysts, or 

technical stakeholders. 

3. Gather Requirements: 

 Collect detailed information about the IoT system, including the types of 

devices, communication protocols, data flows, and any specific functional or non-

functional requirements. 

4. List Key Components: 

 Identify the main components that will be represented in the block diagram, 

such as:  

o IoT Devices: Sensors, actuators, and other connected devices. 

o Gateways: Devices that aggregate data from IoT devices and communicate 

with the cloud or central server. 

o Cloud Services: Platforms for data storage, processing, and analytics. 

o User Interfaces: Applications for users to interact with the system (e.g., 

mobile apps, web dashboards). 

o Data Processing Units: Edge devices or servers that perform local data 

processing. 

5. Determine Relationships and Data Flows: 
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 Define how the components interact with each other. Identify data flows, 

communication paths, and any dependencies between components. This includes:  

o How data is collected from sensors. 

o How data is sent to gateways and the cloud. 

o How users interact with the system. 

6. Select a Diagramming Tool: 

 Choose a suitable tool for creating the block diagram. Popular options include 

Microsoft Visio, Lucidchart, Draw.io, or even PowerPoint for simpler diagrams. 

7. Draft the Block Diagram: 

 Start placing the identified components as blocks on the canvas. 

 Use rectangles or squares to represent each component and arrange them 

logically based on their interactions. 

 Connect the blocks with arrows to indicate the direction of data flow or 

communication. 

8. Add Labels and Annotations: 

 Clearly label each block with the name of the component it represents. 

 Use concise descriptions where necessary to explain the function of each 

component. 

 Include annotations for complex interactions or important details that need 

clarification. 

9. Review and Iterate: 

 Share the draft with stakeholders for feedback. Look for clarity, completeness, 

and accuracy. 

 Make necessary adjustments based on their input to ensure that the diagram 

meets the needs of all stakeholders. 

10. Finalize the Diagram: 

 Once revisions are complete, ensure that the diagram is visually appealing and 

easy to understand. 

 Use consistent colors, shapes, and styles to enhance readability and 

professionalism. 
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11. Document and Share: 

 Document the block diagram with any additional context or explanations that 

may help users understand it better. 

 Share the final block diagram with your team or stakeholders, ensuring it is 

accessible for future reference and discussions. 

Steps to Design Data Flow Diagram (DFD) 

1.  Define the Purpose and Scope: 

 Determine the specific objectives of the DFD. Are you illustrating the overall 

data flow for the entire IoT system or focusing on a particular use case or process? 

 Clearly outline the scope to guide your design. 

2. Identify Stakeholders: 

 Understand who will be using the DFD and what information they need. This 

could include developers, project managers, system architects, or business analysts. 

3. Gather Requirements: 

 Collect detailed information about the IoT system, including the types of 

devices, data sources, data destinations, and any specific functional or non-

functional requirements. 

4.  Identify Key Components: 

 Determine the main components that will be represented in the DFD, including:  

o External Entities: Users, devices, or systems that interact with the IoT 

system. 

o Processes: Functions or operations that transform data within the system. 

o Data Stores: Repositories where data is stored (e.g., databases, cloud 

storage). 

o Data Flows: Arrows that represent the movement of data between 

entities, processes, and data stores. 

5. Define Data Flows: 

 Identify how data moves between the components. Consider the following:  

o Data generated by IoT devices (e.g., sensor readings). 
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o Data sent to the cloud for processing and storage. 

o Data retrieved by users or applications. 

6. Select a Diagramming Tool: 

 Choose a suitable tool for creating the DFD. Popular options include Lucid 

chart, Draw.io, Microsoft Visio, or even specialized DFD software. 

7. Draft the DFD: 

 Start by placing the external entities on the edges of the diagram. 

 Add processes to the diagram, representing the main functions of the IoT 

system. 

 Include data stores where necessary. 

 Connect the components with arrows to represent data flows, labeling each 

arrow with a brief description of the data being transferred. 

 

8. Add Levels of Detail: 

 Depending on the complexity of your IoT system, you may want to create 

multiple levels of DFDs:  

o Level 0 DFD: A high-level overview showing the entire system as a single 

process. 

o Level 1 DFD: A more detailed view that breaks down the high-level process 

into sub-processes. 

o Level 2 DFD: Further decomposition of specific processes, if necessary. 

9. Review and Iterate: 

 Share the draft DFD with stakeholders for feedback. Look for clarity, 

completeness, and accuracy. 

 Make necessary adjustments based on their input to ensure the diagram meets 

the needs of all stakeholders. 

10. Finalize the DFD: 

 Once revisions are complete, ensure that the DFD is visually appealing and easy 

to understand. 
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 Use consistent shapes, colors, and styles to enhance readability and 

professionalism. 

11. Document and Share: 

 Document the DFD with any additional context or explanations that may help 

users understand it better. 

 Share the final DFD with your team or stakeholders, ensuring it is accessible for 

future reference. 

Steps to Design Flowchart Diagram 

1.Define the Purpose and Scope: 

 Clearly outline the specific process or workflow you want to represent in the 

flowchart. Determine whether it's for a specific use case, a system operation, or an 

overall process in the IoT system. 

2.Identify Stakeholders: 

 Understand who will be using the flowchart and what information they need. 

This can include developers, project managers, system architects, or business 

analysts. 

3.Gather Requirements: 

 Collect detailed information about the process you are documenting. 

Understand the inputs, outputs, and key steps involved in the IoT system's 

operation. 

4.List Key Steps: 

 Identify all the steps involved in the process. This includes:  

o Data collection from IoT devices (e.g., sensors). 

o Data processing (e.g., filtering, aggregation). 

o Decision points (e.g., thresholds for alerts). 

o Data storage and retrieval. 

o User interactions or notifications. 

5.Determine Flow Direction: 
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 Decide how the flow of the process will be represented. Typically, flowcharts 

flow from top to bottom or left to right. 

6.Choose a Diagramming Tool: 

 Select a suitable tool for creating the flowchart. Popular options include 

Lucidchart, Draw.io, Microsoft Visio, or even PowerPoint for simpler diagrams. 

7.Draft the Flowchart: 

 Start placing shapes on the canvas:  

o Oval: Use for start and end points. 

o Rectangle: Use for process steps (e.g., actions or functions). 

o Diamond: Use for decision points (e.g., yes/no questions). 

o Arrows: Use to connect the shapes and indicate the flow of the process. 

 Arrange the shapes logically based on the sequence of steps. 

8.Add Descriptions: 

 Clearly label each shape with concise descriptions of the process steps or 

decisions. Ensure that the language is straightforward and easy to understand. 

9.Review and Iterate: 

 Share the draft flowchart with stakeholders for feedback. Look for clarity, 

completeness, and accuracy. 

 Make necessary adjustments based on their input to ensure that the diagram 

meets the needs of all stakeholders. 

10.Finalize the Flowchart: 

 Once revisions are complete, ensure that the flowchart is visually appealing and 

easy to read. 

 Use consistent shapes, colors, and styles to enhance readability and 

professionalism. 

11.Document and Share: 
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 Document the flowchart with any additional context or explanations that may 

help users understand it better. 

Steps to Design Use Case Diagram 

1.Define the Purpose and Scope: 

 Clearly outline the objectives of the Use Case Diagram. Determine what aspects 

of the IoT system you want to represent and the specific functionalities to be 

covered. 

2.Identify Stakeholders: 

 Identify the users and other stakeholders that will interact with the IoT system. 

This may include end-users, administrators, devices, and external systems. 

3.Gather Requirements: 

 Collect detailed information about the functional requirements of the IoT 

system. Understand what tasks users need to accomplish and how they will interact 

with the system. 

4.Identify Actors: 

 List all the actors involved in the system. Actors can be:  

o Primary Actors: Those who interact directly with the system (e.g., users, 

devices). 

o Secondary Actors: Those who provide support or interact indirectly 

(e.g., external systems or services). 

5.Define Use Cases: 

 Identify the key use cases that describe the interactions between actors and 

the system. Each use case should represent a specific goal or functionality. 

Examples of use cases in an IoT system might include:  

o Collecting data from sensors. 

o Sending alerts to users. 

o Controlling devices remotely. 

o Monitoring system status. 
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6.Select a Diagramming Tool: 

 Choose a suitable tool for creating the Use Case Diagram. Popular options 

include UML tools like Lucidchart, Draw.io, Microsoft Visio, or specialized UML 

software. 

7.Draft the Use Case Diagram: 

 Start by placing the actors around the perimeter of the diagram. 

 Add the use cases as ovals in the center of the diagram. 

 Connect actors to their corresponding use cases using lines to represent 

interactions. 

8.Add Relationships (Optional): 

 Define relationships between use cases if applicable:  

o Include: If a use case is a part of another use case. 

o Extend: If a use case adds optional behavior to another use case. 

 Use appropriate UML notation to represent these relationships. 

9.Review and Iterate: 

 Share the draft Use Case Diagram with stakeholders for feedback. Look for 

clarity, completeness, and accuracy. 

 Make necessary adjustments based on their input to ensure that the diagram 

meets the needs of all stakeholders. 

10.Finalize the Use Case Diagram: 

 Once revisions are complete, ensure that the diagram is visually appealing and 

easy to understand. 

 Use consistent shapes, colors, and styles to enhance readability and 

professionalism. 

11.Document and Share: 

 Document the Use Case Diagram with any additional context or explanations 

that may help users understand it better. 

 Share the final Use Case Diagram with your team or stakeholders, ensuring it is 

accessible for future reference and discussions. 
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 An IoT (Internet of Things) high-level architecture diagram provides an overview of 

the key components, interactions, and data flows within an IoT system. 

 Data flow diagram is one of the tools used in the analysis phase. Data flow diagram 

is a graphical tool used to analyse the movement of data through a system-manual 

or automated including the processes, stores of data, and delay in the system. 

 A flowchart is a type of diagram that represents an algorithm, workflow or process.  

 

 In IoT development, there are important factors you consider while Designing the 

Diagrams which are: Components representation, Data flow, Scalability and 

Flexibility, Security consideration, User interface 

 

 While designing an effective IoT (Internet of Things) system diagram pass through to 

the following steps:  

- Define the Purpose 

- Identify Components 

- Establish Relationships 

- Choose a Diagram Type 

- Sketch the Diagram 

- Label Components 

- Review and Refine 

- Finalize the Diagram 

 

XYZ Company wants to establish the project of smart agriculture system. The system 

will use IoT technology to monitor environment conditions and automate irrigation for 

optimizing crop growth, you are requested to design IoT diagram such as High-level 

architecture diagram, Block diagram, Data flow diagram, Flowchart diagram, Use case 

diagram for that company. 

  

 Points to Remember 

Application of learning 1.3. 
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Learning Outcome 1 End Assessment 

 

 

1. Cycle the number corresponding to the best answer: 

A)  Which of the following is NOT a common data collection method for 

understanding customer requirements for an IoT system? 

 i) Surveys 

 ii) Experiments 

 iii) Interviews  

 iv) User manuals  

B)  What is the process of examining the quality and accuracy of the collected data 

before processing and analysing it? 

 i) Data validation  

 ii) Data transformation  

 iii) Data exploration 

 iv) Data visualization  

C) Functional requirements define what the system must do. They are:  

 i) Optional 

 ii) Based on user preferences 

 iii) Dependent on external factors 

 iv) Mandatory  

D) Which of the following is NOT an example of a non-functional requirement? 

 i) System performance and scalability  

 ii) User interface design  

 iii) Security 

 iv) Cost of development  

E) Technical feasibility analysis evaluates the:  

i) Availability of necessary skills and equipment 

 ii) Projected costs and benefits of the project 

 iii) Legal compliance  

iv) Operational efficiency of the system 

 

F) What type of feasibility study examines how well a product will satisfy needs and 

how simply it will be used and maintained? 

 i) Technical feasibility 

 ii) Economic feasibility  

Theoretical assessment  
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iii) Legal feasibility  

iv) Operational feasibility  

G) The System Requirements Document (SRD) should include:  

i) A list of functional and non-functional requirements  

ii) The purpose of the system and its stakeholders  

iii) An outline of the development process 

 iv) All of the above  

H) Which of the following is NOT a common debugging tool used for IoT 

development? 

 i) Wireshark (packet capture tool) 

 ii) J-Link debugger  

iii) Microsoft Word  

2. MATCHING QUESTIONS: 

Term Description 

1. Data Collection 
Methods 

a) A tool used for measuring electrical properties such as voltage 
and resistance. 

2. Functional 
Requirements 

b) Evaluates whether the resources, equipment, and technical 
expertise are available 

3. Technical 
Feasibility 

c). A representation of user interactions with the system, showing 
relationships between actors 

4. Use Case Diagram 
d). A description of the functions required from the system in 
response to inputs. 

5. Multimeter e) Ensures the accuracy and completeness of data before processing 

3. ANSWER BY TRUE OR FALSE : 

1. Data validation ensures the accuracy and completeness of data before it is processed 
and analysed. 

2. Non-functional requirements describe the specific actions or capabilities that the 
system must perform. 

3. Technical feasibility evaluates whether the project complies with legal regulations 
and ethical guidelines. 

4. Node-RED is a visual programming tool built on Node.js, used for connecting devices 
and services in IoT development. 

5. A multimeter is used to measure voltage, current, and resistance in IoT devices. 
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XYZ Company wants to implement the IoT system that will improve crop yield and 

optimize water usage for large farm. The system will use sensors to monitor soil 

moisture, temperature and humidity level. You are requested to plan an IoT system. 

  

Practical assessment 
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Learning Outcome 2: Build IoT System  
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Indicative contents 

2.1 Design IOT circuit board 

2.2 Mount IoT components on the circuit board 

2.3 Develop IoT Firmware 

2.4 Upload Firmware into micro-controller 

2.5 Develop Human Machine Interface (HMI)  

2.6 Test the IoT system 

Key Competencies For Learning Outcome 2: Build IoT System 

Knowledge  Skills  Attitudes  

● Description of IoT 

circuit board 

● Identification of safety 

measurements 

● Description of 

communication 

protocols 

● Description of IoT 

system firmware 

● Identification firmware 

upload procedures 

● Description of Human 

Machine Interface 

● Designing of IoT circuit 

board 

● Mounting IoT 

components on the 

circuit board 

● Creating an IoT circuit 

board enclosure 

● Developing IoT firmware 

● Connecting micro-

controller to the PC 

● Uploading firmware into 

micro-controller. 

● Developing human 

machine interface 

● Testing the IoT system 

● Documenting and 

maintaining IoT firmware 

● Compiling and debugging 

of IoT firmware 

● Documenting the IoT 

system testing process 

● Having Attention to 

Details while 

designing IoT circuit 

board 

● Having critical 

thinking  

● Being rapid during 

work execution 

● Being Quick when 

creating an 

enclosure 
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Duration:85 hrs  

Learning outcome 2 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Describe clearly IoT circuit board based on system requirements 

2. Identify properly the safety measurements according to the IoT system  

3. Describe clearly communication protocols based on developed firmware 

4. Describe clearly IoT system firmware according to the IoT system 

5. Describe clearly Human Machine Interface (HMI) according to the IoT system 

6. Design neatly IoT circuit board based on system requirements 

7. Mount correctly IoT components to the circuit board according to the IoT system circuit 

diagram 

8. Develop appropriately an IoT firmware according to hardware design 

9. Upload successfully firmware into the micro-controller on its flashing process 

10. Develop properly human machine interface based on system accessibility 

11. Test systematically IoT system based on the intended use 

Resources 

Equipment   Tools  Materials   

● Computer  

● Sensors  

● Bread Board  

● Prototyping 

Board  

● Communication 

modules  

● Microcontrollers  

● Power supply 

●  Power regulator  

● Personal 

Protective 

Equipment (PPE) 

● Arduino IDE  

● VS code  

● Nextion Editor  

● Stone Designer  

● Simulation 

software  

● Digital Multimeter  

● Oscilloscope  

● ESD Toolkit 

● Internet  

●  Wires  

● Screw  

● Labelling tags 
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Indicative Content 2.1: Design IoT Circuit Board 

  

 
1: you are requested to answer the following questions related to the description of 

IoT circuit board: 

i. What do you understand by schematic diagram? 

ii. List out the key components of an IoT circuit board. 

iii.  Identify the applications of IoT circuit board. 

iv.  What are the purposes of design rule check in IoT circuit board design? 

2: Provide your answers to papers 

3:  present the findings/answers to the whole class or trainer 

4: for more clarification, read the key readings 2.1.1 in addition, ask questions where 

necessary.  

Key readings 2.1.1.: Description of IoT circuit board 

 Schematic Design 

Schematic design refers to the initial phase of the design process in various fields 

such as architecture, engineering, electronics, and other creative disciplines. 

The schematic design of an IoT (Internet of Things) system involves creating a high-

level representation of the system's architecture, illustrating the key components, 

connections, and interactions. This design phase is crucial for planning and 

visualizing the structure of the IoT system before moving into detailed implementation. 

An IoT (Internet of Things) circuit board is a specialized electronic board designed to 

enable devices to connect, communicate, and interact over the internet. 

Key Components 

 Microcontroller/Microprocessor: The core of the IoT circuit board, responsible for 

processing data and executing commands. It often includes built-in memory and 

input/output functions. 

 Connectivity Modules: These modules allow the device to connect to the internet 

Duration: 10 hrs  

 
Theoretical Activity 2.1.1: Description of IoT Circuit Board 

Tasks: 
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or other devices. Common options include: 

 Wi-Fi: For high-speed internet connections. 

 Bluetooth: For short-range communication. 

 Zigbee and LoRaWAN: For low-power, long-range communication. 

 Sensors: Various sensors can be integrated into the board to collect data from the 

environment. Examples include temperature, humidity, motion, light, and 

pressure sensors. 

 Actuators: Components that perform actions based on commands from the 

microcontroller, such as motors, relays, or solenoids. 

 Power Supply Circuitry: Manages power input and distribution, ensuring that all 

components receive the correct voltage. This may include voltage regulators and 

battery management systems. 

 Input/Output Interfaces: GPIO (General Purpose Input/Output) pins allow the 

microcontroller to interface with external devices, such as buttons, LEDs, and 

additional sensors. 

 Communication Interfaces: Protocols like UART, SPI, and I2C enable 

communication between the microcontroller and other components or 

peripherals. 

 PCB Layout: The design of the circuit board is crucial for performance, with careful 

consideration given to component placement, trace routing, and grounding to 

minimize interference and optimize signal integrity. 

 Antennas: For wireless communication, antennas are integrated to enhance signal 

strength and range. 

 Applications 

IoT circuit boards are used in a wide range of applications, including but not limited 

to: 

 Smart Home Devices: Thermostats, security systems, and smart appliances that 

can be controlled remotely. 

 Wearable Technology: Fitness trackers and health monitors that collect and 

transmit data. 

 Industrial Automation: Sensors and controllers for monitoring and managing 

industrial processes. 

 Smart Agriculture: Devices that monitor soil conditions, weather, and crop health 

to optimize farming practices. 

Design Rule Check (DRC) is a crucial step in the PCB (Printed Circuit Board) design 

process, particularly for IoT (Internet of Things) devices. DRC is a verification process 
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that ensures the layout of the PCB adheres to specific design rules and standards to 

prevent manufacturing issues and ensure functionality.  

Description of DRC in IoT circuit board design 

 Purpose of DRC 

 Error Detection: DRC helps identify potential design errors before the PCB is 

fabricated. This includes issues related to trace widths, spacing, and component 

placement that could lead to electrical failures or manufacturing defects. 

 Manufacturability: Ensures that the design can be manufactured reliably. By 

adhering to industry standards, DRC reduces the risk of defects during production. 

 Performance Assurance: Verifies that the PCB layout will perform as intended in 

its application, particularly in terms of signal integrity and thermal management. 

 Key Aspects of DRC 

 Trace Width and Spacing: 

Ensures that traces are of appropriate width to handle the expected current 

without overheating. 

Checks that the spacing between traces meets the minimum requirements to 

prevent short circuits or crosstalk. 

 Component Clearance: Verifies that there is adequate space between components 

to prevent interference and allow for soldering and assembly. 

 Pad Sizes: Checks that pad sizes are appropriate for the components being used, 

ensuring proper soldering and mechanical stability. 

 Vias: Ensures that vias (vertical interconnections) meet size and spacing 

requirements to maintain signal integrity and reliability. 

 Ground and Power Planes: Verifies that ground and power planes are correctly 

implemented and that there are no unintended gaps or breaks that could affect 

performance. 

 Feature Sizes: Ensures that all features on the PCB, such as traces, pads, and holes, 

meet the minimum size requirements specified by the manufacturer. 

 Design Constraints: Checks compliance with specific design constraints that may 

be dictated by the application, such as high-frequency signal routing or thermal 

management considerations. 

 DRC Tools and Software 

Most PCB design software includes built-in DRC capabilities that automatically 

check the layout against predefined rules. Designers can customize these rules 

based on the specific requirements of their IoT project and the capabilities of the 
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manufacturing process. 

 
1: Read the key readings 2.1.2 

2: Referring to the key readings 2.1.2, you are requested to design circuit board that 

contains a microcontroller (Arduino uno), a dc motor, NPN transistor, PIR sensor, and 

another circuitry element.  

3: Present your findings to the trainer and whole the class 

4: Ask any clarification to the trainer. 

  

Practical Activity 2.1.2: Designing an IoT Circuit Board 

Task: 
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Key readings 2.1.2: Designing an IoT Circuit Board 

 

Step-by-Step Guide to Designing an IoT Circuit Board 

1. Define Requirements 

Purpose: Determine the specific function of the IoT device (e.g., environmental 

monitoring, smart home control, health tracking). 

Connectivity: Decide on the communication protocols needed (Wi-Fi, Bluetooth, 

Zigbee, etc.). 

Power Source: Determine how the device will be powered (battery, USB, solar, etc.). 

2. Select Components 

   - Microcontroller/Microprocessor: Choose a suitable microcontroller (e.g., ESP32, 

Arduino, Raspberry Pi) based on processing power, memory, and connectivity options. 

   - Sensors: Select appropriate sensors for the data you want to collect (e.g., 

temperature, humidity, motion). 

   - Actuators: If the device needs to perform actions (e.g., motors, relays), choose the 

necessary actuators. 

   - Power Management: Include voltage regulators, capacitors, and connectors as 

needed for power supply. 

   - Connectivity Modules: If not integrated into the microcontroller, select modules for 

Wi-Fi, Bluetooth, etc. 

3. Create Schematic Diagram 

   - Use PCB design software (such as Eagle, KiCAD, or Altium Designer) to create a 

schematic diagram that represents the electrical connections between components. 

   - Ensure that all components are correctly connected according to their 

specifications. 

 

4. Design PCB Layout 

   - Component Placement: Arrange components on the PCB based on their function 

and connectivity. Place related components close together to minimize trace lengths. 
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   - Routing: Route traces between components, ensuring correct trace widths for 

current handling. Avoid sharp corners and keep high-speed signals short. 

- Ground and Power Planes: Implement a solid ground plane to reduce EMI and 

provide a stable reference. Design power distribution to ensure all components receive 

adequate voltage. 

- Thermal Management: Consider heat dissipation for components that generate heat. 

Use thermal vias or heat sinks if necessary. 

5. Design Rule Check (DRC): Run a DRC in your PCB design software to identify any 

layout errors, such as trace width violations, clearance issues, or incorrect pad sizes. 

6. Prototype and Testing 

- Once the design is finalized, create a prototype by fabricating the PCB. 

 - Assemble the components and conduct testing to ensure that the circuit board 

functions as intended. Check for issues like connectivity, power supply stability, and 

sensor accuracy. 

7. Iteration and Improvement: Based on testing results, make any necessary 

adjustments to the design. This may involve tweaking component placement, 

modifying traces, or changing component specifications. 

8. Finalize Design for Production 

   - Prepare the final design files for manufacturing, including Gerber files and a Bill of 

Materials (BOM). 

   - Choose a suitable PCB manufacturer and submit your design for fabrication. 

 

 

 Schematic design refers to the initial phase of the design process in various fields 

such as architecture, engineering, electronics, and other creative disciplines. 

 Here are the key components of IoT circuit board: 

 Microcontroller/Microprocessor 

 Connectivity Modules 

 Sensors 

 Actuators 

 Power Supply Circuitry 

 Points to Remember 
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 Input/Output Interfaces 

 Communication Interfaces 

 PCB Layout 

 Antennas 

 IoT circuit boards are used in a wide range of applications, including: 

✓ Smart Home Devices 

✓ Wearable Technology 

✓ Industrial Automation 

✓ Smart Agriculture 

 The purposes of design rule check in IoT circuit board design are: 

✓ Error Detection 

✓ Manufacturability 

✓ Performance Assurance 

 Here are some steps to consider when designing an IoT circuit board: 

✓ Define Requirements 

✓ Select Components 

✓ Create Schematic Diagram 

✓ Design PCB Layout 

✓ Design Rule Check (DRC):  

✓ Prototype and Testing 

✓ Iteration and Improvement 

✓ Finalize Design for Production 

 

XY is a Company which use IoT system for gate automation using GSM based system. When 

the system users access this system, they prefer to use their mobile phone instead of 

mechanical systems. You are requested to design an IoT circuit board for this gate-

automated system. 

  

Application of learning 2.1. 
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Indicative content 2.2: Mounting IoT Components on the Circuit Board 

  

 
1: You are requested to answer the following questions related to identification of IoT 

system requirements. 

i. Identify the use of applying safety measures during IoT components mounting on 

the circuit board. 

ii.  What is meant by the following terms? 

 Power Isolation  

 Grounding  

 Voltage Testing  

iii. What are the essential safety measures for mounting IoT components on the circuit 

board? 

2: Provide your answers to papers 

3:  present the findings/answers to the whole class or trainer 

4: for more clarification, read the key readings 2.2.1 in addition, ask questions where 

is necessary. 

Key readings 2.2.1.: Identification of safety measurements 

Mounting IoT components on circuit boards requires careful consideration of safety to 

prevent electrical hazards, component damage, and potential malfunctions.  

Some Essential Safety Measures: 

1. Component Selection and Handling 

 Verify Compatibility: Ensure that the components you choose are compatible 

with the circuit board's specifications, including voltage, current, and physical 

dimensions. 

 Proper Handling: Handle components with care to avoid electrostatic 

discharge (ESD), which can damage sensitive components. Use ESD-safe work 

surfaces and tools. 

2. Circuit Board Preparation 

 Cleanliness: Clean the circuit board thoroughly to remove any contaminants 

that could interfere with component placement or soldering. 

Duration: 15 hrs  

 
Theoretical Activity 2.2.1:  Identification of safety measurements 

Tasks: 
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 Inspection: Inspect the board for any defects or damage that might affect the 

mounting process. 

3. Mounting Techniques 

 Correct Orientation: Ensure that components are oriented correctly 

according to the datasheet or schematic. 

 Secure Attachment: Use appropriate methods to attach components 

securely, such as soldering or mechanical fasteners. Avoid excessive force 

that could damage the board or components. 

 Thermal Management: If necessary, implement thermal management 

solutions like heat sinks or fans to prevent overheating of components. 

4. Soldering Practices 

 Proper Soldering Techniques: Use the correct soldering iron temperature and 

techniques to create strong, reliable connections. Avoid overheating 

components. 

 Flux Application: Apply flux to the soldering surfaces to aid in heat transfer 

and prevent oxidation. 

 Inspection: Inspect soldered joints for defects, such as cold joints or excessive 

solder. 

5. Electrical Safety 

 Power Isolation: Disconnect the power source from the circuit board before 

working on it. 

 Grounding: Ensure that the circuit board is properly grounded to prevent 

electrical shock. 

 Voltage Testing: Use a multimeter to verify that the power supply is off 

before working on the board. 

 Temperature and Humidity: Operate the circuit board within the specified 

temperature and humidity ranges to prevent component damage. 

Vibration and Shock: If the board will be subjected to vibration or shock, use 

appropriate mounting techniques or enclosures to protect components. 
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1: Read the key readings 2.2.2, and perform the following task:  

 As IoT system Developer, you are requested to mount IoT components on a circuit 

board that contains a microcontroller (Arduino uno), a dc motor, NPN transistor, 

PIR sensor, and another circuitry element. 

2: Present your findings to the trainer and whole the class 

3: Ask any clarification to the trainer. 

 

Key readings 2.2.2.: Mounting IoT Components on Circuit Board 

 

I. While mounting IoT components on the circuit board, these are the key safety 

measures to consider: 

1. Static Electricity Control 

- Anti-Static Equipment: Use anti-static wrist straps and mats to prevent electrostatic 

discharge (ESD) that can damage sensitive electronic components. 

- Grounding: Ensure that all equipment and workstations are properly grounded to 

dissipate static charges. 

 2. Personal Protective Equipment (PPE) 

- Safety Glasses: Wear safety glasses to protect eyes from solder splashes or debris 

during assembly. 

- Gloves: Use gloves to minimize skin contact with components and prevent 

contamination. Consider using ESD-safe gloves when handling sensitive devices. 

3. Proper Handling of Components 

- Gentle Handling: Handle components carefully to avoid physical damage. Be 

cautious with fragile components like sensors and connectors. 

- Orientation Awareness: Always check the orientation of polarized components (e.g., 

electrolytic capacitors, diodes) to prevent incorrect mounting that could lead to 

failure. 

Practical Activity 2.2.2: Mounting IoT Components on Circuit Board 

 

Task: 
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4. Soldering Safety 

- Ventilation: Ensure adequate ventilation in the workspace to avoid inhaling fumes 

from solder and flux. Consider using fume extractors. 

- Soldering Iron Safety: Keep the soldering iron in a stand when not in use and avoid 

touching the tip to prevent burns. 

- Temperature Control: Use soldering stations with adjustable temperature settings 

to minimize heat exposure to components. 

5. Tool Safety 

- Proper Tools: Use appropriate tools for mounting and soldering, such as soldering 

irons, tweezers, and cutters, to reduce the risk of injury. 

- Tool Maintenance: Regularly inspect and maintain tools to ensure they are in good 

working condition, preventing accidents due to tool failure. 

6. Fire Safety 

- Fire Extinguisher: Keep a fire extinguisher rated for electrical fires nearby in case of 

emergencies. 

- No Flammable Materials: Avoid having flammable materials (like paper or solvents) 

near the work area where soldering is taking place. 

7. Thermal Management 

- Heat Sinks: Use heat sinks or thermal pads for components that generate significant 

heat to prevent overheating, which can lead to component failure or fire. 

- Temperature Monitoring: Monitor the temperature of components during 

operation, especially for high-power applications, to ensure they remain within safe 

limits. 

8. Quality Control and Testing 

- Inspection: Conduct thorough visual inspections of solder joints and component 

placement to catch errors before powering up the device. 

- Functional Testing: Perform functional tests to ensure that the assembled circuit 

board operates correctly and safely under expected conditions. 

II. Steps to effectively interpret a circuit board design: 

 

1. Gather Documentation: Start by collecting all relevant documentation, including 

schematic diagrams, design files, and datasheets for the components used in the 
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circuit board. 

2. Understand the Schematic Diagram:  

   - Review the schematic diagram, which provides a visual representation of the 

circuit and shows how components are connected. 

   - Identify key components such as microcontrollers, sensors, communication 

modules, and power supplies. 

3. Identify Component Symbols: Familiarize yourself with the symbols used in the 

schematic. Each component will have a specific symbol (e.g., resistors, capacitors, 

ICs) that represents its function. 

4. Trace Connections: Follow the traces in the schematic to understand how the 

components are interconnected. This will help you grasp the data flow and power 

distribution across the board. 

5. Review the PCB Layout: Examine the printed circuit board (PCB) layout, which 

shows the physical arrangement of components on the board. 

   - Look for the placement of components, the routing of traces, and the layers used 

in the PCB design. 

6. Check Power Distribution: Identify how power is supplied to the various 

components. Look for power input connections, voltage regulators, and decoupling 

capacitors that stabilize the power supply. 

7. Analyse Communication Interfaces: Determine how the components 

communicate with each other. Check for interfaces like UART, SPI, I2C, or wireless 

communication protocols, and understand how they are wired. 

8. Understand Component Specifications: Refer to the datasheets for each 

component to understand their specifications, pin configurations, and operational 

characteristics. This is vital for ensuring compatibility and functionality. 

9. Look for Design Considerations: Pay attention to design considerations such as 

grounding, signal integrity, and noise reduction techniques used in the layout. This 

can affect the performance of the IoT device. 

10. Simulate the Circuit (if applicable): If you have access to circuit simulation 

software, consider simulating the circuit to observe how it behaves under different 

conditions. This can provide insights into potential issues. 

11. Prototype Testing: If possible, build a prototype based on the design and conduct 

tests to validate the functionality. This hands-on experience can deepen your 
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understanding of the circuit. 

III. While mounting IoT components on the circuit board pass through the following 

steps: 

1.Selection of component 

Selecting components for mounting on an IoT circuit board is a critical step in the design 

process. The components chosen will directly impact the functionality, performance, 

and reliability of the IoT device. 

2. Component placement: The component placement on an IoT (Internet of Things) 

circuit board is a critical step in the manufacturing process. Proper placement ensures 

optimal performance, efficient routing of traces, and adherence to design 

specifications. 

3.Soldering is a process, which involves joining electronic components to the printed 

Circuit board (PCB) to create electrical connections. Soldering is a crucial process in the 

assembly of IoT (Internet of Things) circuit boards. The soldering process ensures a 

stable and reliable electrical and mechanical connection between the components 

and the PCB. 

4. Signal integrity: It refers to the ability of electrical signals to propagate through a 

circuit without distortion or degradation. Signal integrity (SI) is a critical aspect of 

electronic design, including the building of IoT (Internet of Things) circuit boards. 

5. Heat dissipation is a critical consideration during the design and building of an IoT 

circuit board, especially when dealing with electronic components that generate heat. 

Efficient heat dissipation is essential for maintaining the reliability and longevity of 

the components and preventing performance degradation or failure. 

6.Housing (Enclosure): the housing or enclosure refers to the protective casing that 

Surrounds and shields the electronic components of the circuit. The enclosure plays a 

Crucial role in protecting the circuit board from environmental factors, physical 

damage, and interference. 

Interpreting a circuit board design is crucial in IoT development as it helps you 

understand how the various components interact within the system.  

IV. While applying an enclosure on IoT circuit board, here are the steps on how to 
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effectively enclose your IoT circuit board: 

1. Select the Right Enclosure 

- Material: Choose materials based on the application. Common options include: 

- Plastic: Lightweight, cost-effective, and suitable for indoor applications. 

- Metal: Provides better shielding against electromagnetic interference (EMI) and is 

more durable, making it suitable for industrial or outdoor applications. 

- Size and Fit: Ensure the enclosure has enough space to accommodate the circuit 

board, connectors, and additional components (like antennas or batteries) while 

allowing for proper airflow. 

- Accessibility: Consider how users will interact with the device. Ensure that buttons, 

LEDs, and connectors are accessible from outside the enclosure. 

2. Design Considerations 

- Ventilation: If your circuit board generates heat, design the enclosure with 

ventilation holes or slots to allow for airflow and heat dissipation. 

- Mounting Options: Decide how the circuit board will be mounted inside the 

enclosure. Use standoffs, brackets, or adhesive pads to secure the board in place. 

- Cable Management: Plan for how cables will enter and exit the enclosure. Use 

grommets or cable entry points to prevent wear and maintain a clean appearance. 

3. Assembly Steps 

 a. Prepare the Enclosure 

- Clean the Enclosure: Ensure that the inside of the enclosure is clean and free from 

dust or debris. 

- Check Fit: Test fit the circuit board inside the enclosure to ensure it fits correctly and 

that all components are accessible. 

b. Mount the Circuit Board 

- Secure the Board: Use standoffs or screws to mount the circuit board securely inside 

the enclosure. This prevents movement and potential damage during operation. 

- Align Connectors: Ensure that any connectors on the board align properly with the 

openings in the enclosure. 

c. Install Additional Components 

- Antennas: If your IoT device uses wireless communication, consider how the 

antenna will be mounted. Some enclosures have dedicated antenna ports or 

openings. 
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- Power Supply: If using an external power supply, ensure that the power connector 

is accessible and securely mounted. 

4. Sealing and Protection 

- Gaskets and Seals: If the device will be exposed to moisture or dust, consider using 

rubber gaskets or seals around openings to provide an IP (Ingress Protection) rating. 

- Screw Closure: Use screws or clips to secure the enclosure. Ensure it is tightly closed 

to prevent ingress of dust and moisture. 

5. Testing and Quality Assurance 

- Functional Testing: After enclosing the circuit board, perform functional tests to 

ensure that all components are operational and that there are no issues with heat 

dissipation or signal interference. 

- Environmental Testing: If applicable, conduct environmental testing to ensure the 

enclosure provides adequate protection against temperature, humidity, and 

mechanical stress. 

6. Final Assembly 

- Labelling: Consider labelling the enclosure for easy identification of functions, 

especially if the device has multiple buttons or indicators. 

- Documentation: Keep documentation 

 

 

 When mounting IoT components on the circuit board, there are some essential 

safety measures are: 

✓ Component Selection and Handling 

✓ Circuit Board Preparation 

✓ Mounting Techniques 

✓ Soldering Practices 

✓ Electrical Safety 

 While mounting IoT components on the circuit board, these are the key safety 

measures to consider: 

✓ Static Electricity Control 

✓ Personal Protective Equipment (PPE) 

✓ Proper Handling of Components 

 Points to Remember 
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✓ Soldering Safety 

✓ Tool Safety 

✓ Fire Safety 

 Steps to effectively interpret a circuit board design: 

 

✓ Gather Documentation:  

✓ Understand the Schematic Diagram:  

✓ Identify Component Symbols 

✓ Trace Connections:  

✓ Review the PCB Layout:  

✓ Check Power Distribution:  

✓ Analyse Communication Interfaces:  

✓ Understand Component Specifications:  

✓ Look for Design Considerations:  

✓ Simulate the Circuit (if applicable):  

✓ Prototype Testing:  

 While mounting IoT components on the circuit board pass through the following 

steps: 

✓ Selection of component 

✓ Component placement:  

✓ Soldering  

✓ Signal integrity 

✓ Heat dissipation  

✓ Housing (Enclosure):  

 While applying an enclosure on IoT circuit board, here are the steps on how to 

effectively enclose your IoT circuit board: 

✓ Select the Right Enclosure 

✓ Design Considerations 

✓ Assembly Steps 

✓ Sealing and Protection 

✓ Testing and Quality Assurance 

✓ Final Assembly  
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XYZ Company wants to assemble a smart home sensor device that will monitor 

temperature, humidity and light levels in various room. This IoT device must 

communicate wirelessly with a central hub. You are requested to mount all required 

components on the circuit board to make this device. 

  

 Application of learning 2.2. 
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Indicative content 2.3: Develop IoT Firmware 

  

 
 

1: You are requested to answer the following questions related to development of IoT 

Firmware. 

i. What is the purpose of IoT firmware in IoT system? 

ii. List down the functions of IoT firmware in IoT system. 

iii. Identify the components of IoT firmware. 

iv. Provide the programming languages used in IoT firmware development 

v. What are the communication protocols in IoT firmware?  

2: Provide your answers to papers 

3:  Present the findings/answers to the whole class or trainer 

4: For more clarification, read the key readings 2.3.1 in addition, ask questions where 

necessary. 

Key readings 2.3.1.: Description of IoT communications protocols 

IoT firmware is a specialized type of software that is embedded in IoT devices to control 

their hardware and manage their operations. It serves as the bridge between the 

device's hardware and the higher-level applications that interact with it. Here’s a 

detailed description of IoT firmware, including its functions, and components: 

1. Definition and Purpose 

- Firmware: Firmware is low-level software that is programmed into the read-only 

memory (ROM) or flash memory of a device. It provides the necessary instructions for 

the device to perform its specific functions. 

- Purpose: In IoT devices, firmware is responsible for managing hardware components, 

processing data from sensors, enabling communication with other devices or 

networks, and executing application-level logic. 

2. Key Functions of IoT Firmware 

Duration: 15 hrs  

 
Theoretical Activity 2.3.1:  Description of Communications Protocols 

Tasks: 
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- Hardware Control: Firmware interacts directly with the device's hardware 

components, such as sensors, actuators, and communication modules, to control their 

operation. 

- Data Acquisition: It collects data from sensors, processes it, and prepares it for 

transmission to cloud services or other devices. 

- Communication: Firmware manages communication protocols (e.g., MQTT, HTTP, 

CoAP) to send and receive data over networks, whether local (e.g., Bluetooth, Zigbee) 

or wide-area (e.g., Wi-Fi, cellular). 

- Device Management: It handles device configuration, status monitoring, and 

updates, allowing for remote management of IoT devices. 

- Power Management: Firmware optimizes power consumption by managing sleep 

modes and wake-up conditions, which is especially important for battery-operated 

devices. 

- Security: It implements security measures, including data encryption, authentication, 

and secure boot processes, to protect the device and its data from unauthorized 

access. 

3. Components of IoT Firmware 

- Bootloader: The initial code that runs when the device powers on. It initializes 

hardware and loads the main firmware application. 

- Real-Time Operating System (RTOS): In more complex IoT devices, an RTOS may be 

used to manage multitasking and real-time operations. 

- Application Layer: The main code that implements the device's functionality, 

processes sensor data, and handles communication with external systems. 

- Communication Stack: Protocol stacks that enable the device to communicate over 

various networks, such as Wi-Fi, Bluetooth, or cellular. 

- Drivers: Software components that allow the firmware to interact with specific 

hardware peripherals, such as GPIOs, ADCs, or communication interfaces. 

4. Development and Deployment 

- Programming Languages: IoT firmware is typically written in languages like C, C++, or 

Python, depending on the hardware capabilities and complexity of the application. 

- Development Tools: Various Integrated Development Environments (IDEs) and 

toolchains are available for developing IoT firmware, such as Arduino IDE, PlatformIO, 

or vendor-specific tools (e.g., STM32CubeIDE). 
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- Testing and Validation: Rigorous testing is essential to ensure that the firmware 

operates correctly under various conditions, including stress testing, functional testing, 

and security assessments. 

- Over-the-Air (OTA) Updates: Many IoT devices support OTA firmware updates, 

allowing manufacturers to push updates remotely to fix bugs, enhance features, or 

improve security. 

Description of IoT communications protocols 

IoT devices communicate with each other and with the cloud using various protocols. 

These protocols define the rules and standards for data transmission, ensuring 

interoperability and efficient data exchange. 

 

Most common protocols 

Technologists can select from multiple communication protocols when building a 

network to serve their IoT ecosystem. The most common include the following. 

 

1. AMQP 

Short for Advanced Message Queuing Protocol, AMQP is an open standard protocol 

used for more message-oriented middleware. As such, it enables messaging 

interoperability between systems, regardless of the message brokers or platforms 

being used. It offers security and interoperability, as well as reliability, even at a 

distance or over poor networks. It supports communications, even when systems 

aren't simultaneously available. 

2. Bluetooth and BLE 

Bluetooth is a short-range wireless technology that uses short-wavelength, ultrahigh-

frequency radio waves. It had most commonly been used for audio streaming, but it 

has also become a significant enabler of wireless and connected devices. As a result, 

this low-power, low-range connectivity option is a go-to for both personal area 

networks and IoT deployments. 

Another option is Bluetooth Low Energy, known as either Bluetooth LE or BLE, which 

is a new version optimized for IoT connections. True to its name, BLE consumes less 

power than standard Bluetooth, which makes it particularly appealing in many use 

cases. 

 

3. Cellular 

Cellular is one of the most widely available and well-known options available for IoT 

applications, and it is one of the best options for deployments where 

communications range over longer distances. Although 2G and 3G legacy cellular 

standards are now being phased out, telecommunications companies are rapidly 

expanding the reach of newer high-speed standards -- namely, 4G/LTE and 5G. 

Cellular provides high bandwidth and reliable communication. It's capable of sending 

https://www.techtarget.com/iotagenda/definition/Bluetooth-Low-Energy-Bluetooth-LE


 

82 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

high quantities of data, which is an important capability for many IoT deployments. 

However, those features come at a price: higher cost and power consumption than 

other options. 

 

4. CoAP 

The Internet Engineering Task Force Constrained RESTful Environments Working 

Group in 2013 launched CoAP, for Constrained Application Protocol, having designed 

it to work with HTTP-based IoT systems. CoAP relies on User Datagram Protocol to 

establish secure communications and enable data transmission between multiple 

points. Often used for machine-to-machine (M2M) applications, CoAP enables 

constrained devices to join an IoT environment, even with the presence of low 

bandwidth, low availability and/or low-energy devices. 

 

5. DDS 

Object Management Group (OMG) developed Data Distribution Service for real-time 

systems. OMG describes DDS as "a middleware protocol and API standard for data-

centric connectivity," explaining that "it integrates the components of a system 

together, providing low-latency data connectivity, extreme reliability and a scalable 

architecture that business and mission-critical IoT applications need." This M2M 

standard enables high-performance and highly scalable real-time data exchange 

using a publish-subscribe pattern. 

6. LoRa and LoRaWAN 

LoRa, for long range, is a noncellular wireless technology that, as its name describes, 

offers long-range communication capabilities. It's low power with secure data 

transmission for M2M applications and IoT deployments.  

A proprietary technology, it's now part of Semtech's radio frequency platform. The 

LoRa Alliance, of which Semtech was a founding member, is now the governing body 

of LoRa technology. The LoRa Alliance also designed and now maintains LoRaWAN, 

an open cloud-based protocol that enables IoT devices to communicate LoRa. 

 

7. LWM2M 

OMA SpecWorks describes its Lightweight M2M (LWM2M) as "a device management 

protocol designed for sensor networks and the demands of an M2M environment." 

This communication protocol was designed specifically for remote device 

management and telemetry in IoT environments and other M2M applications; as 

such, it's a good option for low-power devices with limited processing and storage 

capabilities. 

 

8. MQTT 

https://www.techtarget.com/iotagenda/definition/machine-to-machine-M2M
https://www.techtarget.com/searchnetworking/answer/What-is-the-difference-between-LoRa-and-LoRaWAN
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Developed in 1999 and first known as Message Queuing Telemetry Transport, it's 

now just MQTT. There is no longer any message queueing in this protocol. MQTT 

uses a publish-subscribe architecture to enable M2M communication. Its simple 

messaging protocol works with constrained devices and enables communication 

between multiple devices. It was designed to work in low-bandwidth situations, such 

as for sensors and mobile devices on unreliable networks. That capability makes it a 

commonly preferred option for connecting devices with a small code footprint, as 

well as for wireless networks with varying levels of latency stemming from bandwidth 

constraints or unreliable connections. MQTT, which started as a proprietary protocol, 

is now the leading open-source protocol for connecting IoT and industrial IoT devices. 

 

9. Wi-Fi 

Given its pervasiveness in home, commercial and industrial buildings, Wi-Fi is a 

frequently used IoT protocol. It offers fast data transfer and is capable of processing 

large amounts of data. Wi-Fi is particularly well suited within LAN environments, with 

short- to medium-range distances. Moreover, Wi-Fi's multiple standards -- the most 

common in homes and some businesses being 802.11n -- give technologists options 

for deployment. 

 

 However, many Wi-Fi standards, including the one commonly used in homes, is too 

power-consuming for some IoT use cases, particularly low-power/battery-powered 

devices. That limits Wi-Fi as an option for some deployments. Additionally, Wi-Fi's 

low range and low scalability also limit its feasibility for use in many IoT deployments. 

 

10. XMPP 

Dating back to the early 2000s when the Jabber open-source community first 

designed its Extensible Messaging and Presence Protocol for real-time human-to-

human communication, XMPP is now used for M2M communication in lightweight 

middleware and for routing XML data. XMPP supports the real-time exchange of 

structured but extensible data between multiple entities on a network, and it's most 

often used for consumer-oriented IoT deployments, such as smart appliances. It's an 

open-source protocol supported by the XMPP Standards Foundation. 

11. Zigbee 

Zigbee is a mesh network protocol that was designed for building and home 

automation applications, and it's one of the most popular mesh protocols in IoT 

environments. A short-range and low-power protocol, Zigbee can be used to extend 

communication over multiple devices. It has a longer range than BLE, but it has a 

lower data rate than BLE. Overseen by the Zigbee Alliance, it offers a flexible, self-

organizing mesh, ultralow power and a library of applications. 

https://www.techtarget.com/iotagenda/definition/Industrial-Internet-of-Things-IIoT
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12. Z-Wave 

Another proprietary option, Z-Wave is a wireless mesh network communication 

protocol built on low-power radio frequency technology. Like Bluetooth and Wi-Fi, 

Z-Wave lets smart devices communicate with encryption, thereby providing a level 

of security to the IoT deployment.  

 

 

 

1: Read the key readings 2.3.1 and perform the following task:  

As IoT system Developer, you are requested to develop a firmware that will be uploaded 

in circuit board of PIR based DC motor control that contains a microcontroller (Arduino 

uno), a dc motor, NPN transistor, PIR sensor, and other circuitry elements.  

2: Present your findings to the trainer and whole the class 

3: Ask any clarification to the trainer. 

 

Key readings 2.3.1.: While developing IoT firmware, here are the steps to help you 

through the process: 

1. Define Requirements 

- Identify Use Cases: Clearly define the purpose of the IoT device and its functionalities. 

Understand the specific use cases it will address. 

- Gather Specifications: Collect hardware specifications, communication protocols, and 

performance requirements. Consider factors such as power consumption, data 

processing needs, and environmental conditions. 

2. Select Hardware Platform 

- Microcontroller/Processor: Choose a suitable microcontroller or processor based on 

the requirements. Consider factors such as processing power, memory, and peripheral 

support. 

- Development Board: If applicable, select a development board (e.g., Raspberry Pi, 

Arduino, ESP32) that allows for rapid prototyping and testing. 

Practical Activity 2.3.2: Developing IoT firmware 

 

Task: 
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- Sensors and Actuator: Identify the sensors and actuators that will be used, ensuring 

compatibility with the chosen hardware platform. 

3. Choose Development Tools and Environment 

- Integrated Development Environment (IDE: Select an IDE that supports the chosen 

hardware and programming language (e.g., Arduino IDE, Platform IO, Keil). 

- Toolchain: Set up the necessary toolchain for compiling and uploading firmware to 

the device. This may include compilers, debuggers, and flashing tools. 

4. Design the Firmware Architecture 

- Modular Design: Structure the firmware in a modular way to separate concerns, 

making it easier to maintain and update. Common modules include: 

- Sensor Management: Code that handles reading data from sensors. 

- Communication Module: Code for managing network connections and protocols. 

- Application Logic: The core functionality of the device. 

- Power Management: Code to manage power-saving modes. 

- State Machine: Consider using a state machine design pattern to manage different 

operational states of the device. 

5. Develop the Firmware 

- Programming: Write the firmware code according to the defined architecture. Use 

appropriate programming languages (typically C or C++). 

- Implement Communication Protocols: Integrate communication protocols (e.g., 

MQTT, HTTP, CoAP) for data transmission and receiving commands. 

- Error Handling: Implement robust error handling to manage unexpected conditions 

and ensure the device operates reliably. 

6. Testing and Debugging 

- Unit Testing: Test individual modules to ensure they function as expected. This can 

be done using simulators or on the actual hardware. 

- Integration Testing: Test the interaction between different modules to ensure they 

work together correctly. 

- Field Testing: Deploy the device in a real-world environment to assess its 

performance under actual conditions. Gather feedback and make necessary 

adjustments. 

- Debugging Tools: Utilize debugging tools and techniques, such as breakpoints and 

logging, to identify and fix issues during development. 
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7. Implement Security Measures 

- Data Encryption: Ensure that data transmitted over networks is encrypted to protect 

against eavesdropping and tampering. 

- Authentication: Implement secure authentication mechanisms to prevent 

unauthorized access to the device. 

- Firmware Integrity: Use techniques such as digital signatures to verify the integrity of 

the firmware. 

8. Prepare for Deployment 

- Over-the-Air (OTA) Updates: Implement a mechanism for OTA updates to allow for 

future firmware improvements and security patches without physical access to the 

device. 

- Documentation: Create thorough documentation for the firmware, including 

installation instructions, API references, and troubleshooting guides. 

9. Monitor and Maintain 

- Monitoring: Set up monitoring systems to track the performance and health of 

deployed devices. This can include logging data and sending alerts for anomalies. 

- Feedback Loop: Gather user feedback and performance data to inform future updates 

and improvements to the firmware. 

- Regular Updates: Plan for regular firmware updates to address security 

vulnerabilities, add features, or improve performance. 

1.Preparation of IoT development  

Preparing for IoT development involves several key steps to ensure a successful 

implementation. Here’s a structured approach to guide you through the process: 

1. Define Objectives and Requirements 

- Identify Use Case: Clearly define what you want to achieve with your IoT system (e.g., 

smart agriculture, environmental monitoring, home automation). 

- Gather Requirements: Determine functional and non-functional requirements, 

including performance, scalability, and security needs. 

 

 

2. Select Hardware Components 

- Choose Sensors and Actuators: Select appropriate sensors (temperature, humidity, 
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motion, etc.) and actuators (motors, relays) based on your use case. 

- Select Microcontrollers or Development Boards: Consider platforms like Arduino, 

Raspberry Pi, ESP8266, or ESP32 for prototyping and development. 

- Connectivity Options: Decide on connectivity methods (Wi-Fi, Bluetooth, Zigbee, 

LoRaWAN) based on range, power consumption, and data rate requirements. 

3. Design the System Architecture 

- Outline System Components: Create a high-level diagram showing how devices, 

gateways, cloud services, and user interfaces interact. 

- Data Flow Design: Define how data will be collected, transmitted, processed, and 

stored. 

4. Choose Software Platforms and Tools 

- Development Environment: Set up your development environment with the 

necessary IDEs (e.g., Arduino IDE, Visual Studio Code) and libraries. 

- Cloud Platform Selection: Choose a cloud service provider (like AWS IoT, Google Cloud 

IoT, or Microsoft Azure IoT) for data storage and processing. 

- Database Selection: Decide on a database solution (e.g., time-series databases like 

InfluxDB, NoSQL databases like MongoDB) for storing sensor data. 

5. Develop the IoT Application 

- Firmware Development: Write the firmware for your devices to handle sensor data 

collection, processing, and communication. 

- Backend Development: Create the backend services (APIs) to handle data from 

devices, user management, and data storage. 

- Frontend Development: If needed, develop a user interface (web or mobile app) for 

users to interact with the IoT system. 

6. Implement Communication Protocols 

- Select Communication Protocols: Choose protocols (MQTT, CoAP, HTTP) based on 

your application’s requirements for data transmission. 

- Set Up Communication: Implement the chosen protocols in your devices and backend 

services. 

2. Implementation of IoT firmware development 

1. Sensor Integration 
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Overview: Sensor integration involves connecting various sensors to collect data from 

the physical environment. This data serves as the foundation for your IoT system. 

Steps for Sensor Integration: 

- Identify Sensor Types: Determine which sensors are needed based on your 

application (e.g., temperature, humidity, light, motion, etc.). 

- Choose Communication Protocols: Decide how the sensors will communicate with 

the microcontroller or gateway. Common protocols include: 

  -Wired: I2C, SPI, UART 

  - Wireless: Wi-Fi, Bluetooth, Zigbee, LoRa 

- Connect Sensors: Physically connect the sensors to the microcontroller. Ensure 

proper wiring and power supply. 

- Develop Firmware: Write the firmware to initialize the sensors, read data, and handle 

communication. This may involve using libraries specific to the sensors or protocols. 

- Test Sensor Functionality: Verify that each sensor is functioning correctly and 

providing accurate readings. 

2. Data Processing 

Overview: Data processing involves collecting, analyzing, and interpreting the data 

received from the sensors. This step is crucial for deriving insights and making informed 

decisions. 

Steps for Data Processing: 

- Data Collection: Use a cloud platform or local server to collect data from the sensors. 

Ensure that the data is stored securely and efficiently. 

- Data Cleaning: Remove any noise or anomalies from the data. This may involve 

filtering out erroneous readings or averaging multiple readings for accuracy. 

 

- Data Storage: Choose a suitable database (SQL, NoSQL, time-series database) to store 

the processed data, allowing for easy retrieval and analysis. 

- Data Analysis: Analyze the data to extract meaningful insights. This could involve: 

  - Statistical analysis 

  - Machine learning algorithms for predictive analytics 

  - Real-time analytics for immediate insights 
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- Data Visualization: Create visual representations of the data using dashboards or 

graphs. This helps users understand trends and patterns at a glance. 

 3. Human-Machine Interface (HMI) 

Overview: The HMI is the point of interaction between users and the IoT system. A 

well-designed HMI enhances user experience and ensures effective communication of 

data. 

Steps for Developing HMI: 

- User Requirements Gathering: Understand the needs of the users. What data do they 

want to see? How do they want to interact with the system? 

- Design the Interface: Create wireframes or prototypes of the HMI. Focus on usability, 

ensuring that the interface is intuitive and easy to navigate. 

  - Web Applications: HTML, CSS, JavaScript frameworks (React, Angular, Vue) 

- Integrate with Backend: Connect the HMI to the data processing backend so users 

can view real-time data, receive alerts, and interact with the system. 

 3.A.Steps for Implementing Request Modes in IoT development 

1. Identify Data Requirements 

   - Determine what data needs to be sent or received (e.g., sensor readings, device 

status). 

   - Define the frequency and timing for data transfer. 

 

2. Choose the Appropriate Request Mode 

- Select the request mode based on the action needed: 

- GET: For retrieving data. 

- POST: For sending new data. 

- PUT: For updating existing data. 

- DELETE: For removing data. 

- PATCH: For partial updates. 

3. Design the Request Structure 

   - Define the structure of the request, including: 
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- URL or endpoint. 

- Headers (e.g., content type, authentication tokens). 

- Body (for POST, PUT, and PATCH requests). 

4. Implement the Request in Code 

- Use appropriate libraries or frameworks to implement the request in your IoT device 

or application. 

   - Ensure the code handles the request structure defined in the previous step. 

B. Steps for Implementing Response Modes in IoT development 

Define Expected Response Types 

- Identify the types of responses you expect from the external system (e.g., success, 

error). 

- Determine the structure of the expected responses. 

Implement Response Handling Logic 

- Write code to handle different response codes: 

- 2xx: Process successful responses (e.g., parse data). 

- 4xx: Handle client errors (e.g., log the error, notify the user). 

- 5xx: Handle server errors (e.g., retry logic, alert system administrators). 

Parse Response Data 

   - If the response includes data (e.g., in JSON format), implement parsing logic to 

extract relevant information. 

   - Ensure that the parsed data is stored or processed appropriately. 

Implement Error Handling and Logging 

   - Create mechanisms to log errors and unexpected responses for debugging 

purposes. 

   - Implement retry logic or fallback procedures for transient errors. 

Certainly! Here are detailed steps for each of the key areas you mentioned in the 

development of an IoT system: 

4.Security and efficient in IoT development  

1. Power Management 
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- Assess Power Requirements: Determine the power needs of your IoT device based 

on its components and expected usage. 

- Choose Energy-Efficient Components: Select low-power microcontrollers, sensors, 

and communication modules. 

- Implement Sleep Modes: Design the firmware to utilize sleep modes during inactivity 

to conserve energy. 

- Optimize Data Transmission: Use efficient communication protocols and reduce the 

frequency of data transmission to minimize power consumption. 

- Monitor Power Usage: Incorporate tools to measure power consumption in real-time 

and adjust strategies accordingly. 

2. Error Handling 

- Identify Potential Errors: Analyze the system to identify possible failure points (e.g., 

network issues, sensor failures). 

- Implement Try-Catch Mechanisms: Use programming constructs to catch exceptions 

and handle errors gracefully. 

 

- Design Fallback Procedures: Create alternative workflows that the system can follow 

if a primary function fails. 

- Log Errors: Implement logging to keep track of errors and system performance for 

future analysis. 

-Test Error Scenarios: Conduct tests to simulate errors and validate the system's 

response. 

3. Optimization 

- Profile the System: Use profiling tools to identify bottlenecks in performance. 

- Refine Algorithms: Optimize algorithms to improve efficiency, reducing 

computational load and response time. 

- Minimize Data Size: Compress data before transmission and choose efficient data 

formats (e.g., JSON). 

- Reduce Latency: Optimize network requests and minimize the number of hops in data 

transmission. 

- Regularly Review Performance: Continuously monitor performance metrics and 

refine the system as needed. 
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4. Firmware Updates (OTA) 

- Design Update Mechanism: Create a secure and reliable mechanism for OTA updates, 

including version control. 

- Implement Security Measures: Ensure that firmware updates are encrypted and 

authenticated to prevent unauthorized access. 

- Test Update Process: Simulate the update process in a controlled environment to 

identify potential issues. 

- Rollout Strategy: Plan a phased rollout of updates to manage risks and gather 

feedback. 

- Monitor Post-Update Performance: After an update, monitor the system for any 

issues or performance changes. 

5. Prototyping and Field Testing 

- Build Initial Prototypes: Create a basic version of the IoT device to test core 

functionalities. 

- Conduct Lab Testing: Perform initial tests in controlled environments to validate 

design and functionality. 

- Deploy in Real-World Scenarios: Test the prototype in actual user environments to 

gather data on performance and usability. 

- Iterate Based on Feedback: Use insights from field testing to refine the design and 

functionality of the device. 

6. Validation and User Testing 

- et Validation Criteria: Define clear criteria that the IoT system must meet to be 

considered successful. 

- Conduct Functional Testing: Verify that the system meets all specified requirements 

and functions as intended. 

- Gather User Feedback: Involve end-users in testing to gather qualitative feedback on 

usability and functionality. 

- Analyze Feedback: Review user feedback to identify common issues or areas for 

improvement. 
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 In IoT devices, firmware is responsible for managing hardware components, 

processing data from sensors, enabling communication with other devices or 

networks, and executing application-level logic. 

 Here are some key Functions of IoT Firmware: 

✓ Hardware Control 

✓ Data Acquisition 

✓ Communication 

✓ Device Management 

✓ Power Management 

✓ Security 

 An IoT Firmware is made of the following main components:  

✓ Bootloader 

✓ Real-Time Operating System (RTOS 

✓ Application Layer 

✓ Communication Stack 

✓ Drivers 

 For developing and deploying an IoT firmware, these are the required components: 

✓ Programming Languages 

✓ Development Tools 

✓ Testing and Validation 

✓ Over-the-Air (OTA) Updates 

 While developing IoT firmware, here are the steps to help you through the process: 

✓ Define Requirements 

✓ Select Hardware Platform 

✓ Choose Development Tools and Environment 

✓ Design the Firmware Architecture 

✓ Develop the Firmware 

✓ Testing and Debugging 

✓ Implement Security Measures 

✓ Prepare for Deployment 

✓ Monitor and Maintain 

 

 

 Points to Remember 

 Application of learning 2.3. 
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Home owners want a reliable security solution that provides real-time monitoring, 

alerts, and remote control of security devices (cameras, alarms, and locks). Develop 

an IoT firmware based smart home security system that allows homeowners to 

monitor their property remotely, receive alerts for unusual activities, and control 

security devices via a mobile app
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Indicative content 2.4: Upload Firmware Into Microcontroller 

 

 
1: Read the key readings 2.4.1 

2: Referring to the key readings 2.4.1, perform the following task: 

YZ compony needs to develop system that reads temperature data from a sensor and 

sends it to a cloud service for monitoring. as an IoT system developer, you are requested 

to upload the firmware in that IoT system. 

3: Present your findings to the trainer and whole the class 

4: Ask any clarification to the trainer. 

Key readings 2.4.1.: While uploading firmware into microcontroller, these are 

the   general Steps to follow: 

1. Set Up Your Development Environment 

- Install Required Software: Depending on the microcontroller, install the necessary 

IDE (Integrated Development Environment) or toolchain. Common options include: 

  - Arduino IDE for Arduino-compatible boards. 

  - PlatformIO for various embedded systems. 

  - Keil for ARM microcontrollers. 

  - Microchip MPLAB X for PIC microcontrollers. 

- Install Drivers: If required, install the USB drivers for your microcontroller to ensure 

your computer can communicate with it. 

2. Prepare the Hardware 

- Connect the Microcontroller: Use a USB cable or other appropriate connection 

method (like JTAG, UART, etc.) to connect or upload, the microcontroller to your 

computer. 

 

- Wiring (if needed): If your firmware interacts with external components (sensors, 

Duration: 20 hrs  

 

Practical Activity 2.4.1: Upload Firmware into microcontroller 

 

Task: 
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actuators, etc.), make sure they are wired correctly to the microcontroller. 

3. Write or Modify the Firmware 

- Create a New Project: In your IDE, create a new project or open an existing one. 

- Write the Code: Write the firmware code using the appropriate programming 

language (typically C or C++). Ensure that you include any necessary libraries and 

handle any specific hardware configurations. 

4. Compile the Firmware 

- Build the Project: Use the IDE to compile the code. This process checks for errors and 

converts the code into a binary format that the microcontroller can understand 

(usually a `.hex` or `.bin` file). 

- Check for Errors: Review any compilation errors or warnings and resolve them before 

proceeding. 

5. Select the Target Microcontroller 

- Set the Correct Board: In the IDE, select the correct microcontroller model or 

development board you are using to ensure compatibility. 

6. Upload the Firmware 

- Initiate Uploading: Use the IDE’s upload function to transfer the compiled firmware 

to the microcontroller. This may involve clicking a button labelled "Upload," "Flash," 

or similar. 

- Monitor the Process: Watch the output console for messages indicating the upload 

progress. The IDE should inform you whether the upload was successful or if there 

were any issues. 

7. Verify the Upload 

- Check Functionality: Once the upload is complete, reset the microcontroller if 

necessary. Test the functionality of the firmware to ensure it behaves as expected. 

- Debugging: If the firmware does not work as intended, use debugging tools available 

in the IDE to troubleshoot the code. 

8. Make Adjustment 

- Iterate as Needed: If there are issues, modify the firmware code, recompile, and re-

upload as necessary until the desired functionality is achieved. 

  

 
 Points to Remember 
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 While uploading firmware into microcontroller, these are the general Steps to follow: 

✓ Set Up Your Development Environment 

✓ Prepare the Hardware 

✓ Write or Modify the Firmware 

✓ Compile the Firmware 

✓ Select the Target Microcontroller 

✓ Upload the Firmware 

✓ Verify the Upload 

✓ Make adjustment 

 

NB is people who live in one of the city located in Rwanda, he wants to make his home 

smart by securing the entrance of his home. He wants to use a smart door lock code 

system that will be controlled via mobile phone application. As firmware developer, you 

are requested to upload a firmware in a microcontroller used in that system. 

  

 Application of learning 2.4. 
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Indicative content 2.5: Develop Human Machine Interface (HMI) 

  

 

1. You are requested to answer the following questions related to identification of IoT 

system requirements. 

i. What are the components of Human Machine Interface? 

ii. Identify the functions of Human Machine Interface? 

iii. List out the examples of human machine interface applications. 

iv. Explain the benefits of Human Machine Interface in IoT system 

2: Provide your answers to papers 

3:  present the findings/answers to the whole class or trainer 

4: for more clarification, read the key readings 2.5.1 in addition, ask questions where 

necessary. 

Key readings 2.5.1: Description of Human Machine Interface 

A Human-Machine Interface (HMI) is a system that allows interaction between 

humans and machines. It serves as the point of communication where users can 

control and monitor machines, equipment, or processes. HMIs are widely used in 

various industries, including manufacturing, automotive, healthcare, and consumer 

electronics.  

I. Components of HMI 

1. User Interface: 

   - Graphical User Interface (GUI): Most modern HMIs feature a graphical interface 

that displays information visually. This can include buttons, sliders, gauges, and icons 

that represent various functions and statuses of the machine. 

   - Touchscreens: Many HMIs utilize touchscreens, allowing users to interact directly 

with the display by tapping or swiping, making it intuitive and user-friendly. 

2. Input Devices: HMIs may include physical buttons, knobs, keyboards, or other 

input devices that allow users to provide commands or adjust settings. 

Duration: 15 hrs  

 
Theoretical Activity 2.5.1:  Description of Human Machine Interface 

Tasks: 
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3. Output Displays: HMIs provide feedback to users through visual displays, which 

may show data such as operational status, alerts, and performance metrics. This can 

be done through LEDs, LCDs, or other display technologies. 

4. Communication Interfaces: HMIs often communicate with machines and 

controllers using various protocols (e.g., Modbus, CAN, Ethernet) to send and receive 

data. This allows for real-time monitoring and control. 

II. Functions of HMI 

 Monitoring: HMIs allow users to monitor the status and performance of machines 

or processes in real-time. This includes viewing operational data, error messages, and 

alerts. 

 Control: Users can send commands to machines through the HMI, enabling them 

to start, stop, or adjust operations. This control can be manual or automated through 

predefined settings. 

 Data Visualization: HMIs present complex data in a simplified manner, often using 

charts, graphs, and gauges to help users quickly understand the status of the system. 

 User Feedback: HMIs provide feedback to users about their actions, such as 

confirmation messages when a command is executed or alerts when an issue arises. 

 Configuration and Settings: Users can access and modify machine settings or 

parameters through the HMI, allowing for customization based on specific 

operational needs. 

 

III. Benefits of HMI 

 Improved Usability: A well-designed HMI enhances user experience by making it 

easier to interact with machines and systems, reducing the learning curve for 

operators. 

 Increased Efficiency: By providing real-time data and control capabilities, HMIs 

help operators make informed decisions quickly, leading to improved operational 

efficiency. 

 Enhanced Safety: HMIs can display critical alerts and alarms, helping to prevent 

accidents and ensuring that operators are aware of any safety issues. 

 Remote Access: Many modern HMIs support remote monitoring and control, 

allowing users to access systems from different locations, which is particularly useful 

in industrial settings. 

IV. Applications of HMI 

- Industrial Automation: Used in manufacturing processes to control machinery and 

monitor production lines. 
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- Transportation: HMI systems in vehicles provide drivers with information about 

speed, fuel levels, and navigation. 

- Healthcare: Medical devices use HMIs for monitoring patient data and controlling 

equipment. 

- Consumer Electronics: Devices like smart appliances and home automation systems 

utilize HMIs for user interaction. 

 

 

1: Read the key readings 2.5.2 

2: Referring to the key readings 2.5.2, you are requested to developer a Human Machine 

Interface for IoT system security based made up with IP cameras and a smartphone as 

monitoring device. Explain the task and provide clear work instruction. 

3: Present your findings to the trainer and whole the class 

4: Ask any clarification to the trainer. 

Key readings 2.5.2.: Develop Human Machine Interface (HMI) 

Developing a Human-Machine Interface (HMI) for an Internet of Things (IoT) 

application involves several steps, from defining user requirements to implementing 

the interface and integrating it with IoT devices. Below is a comprehensive guide to 

creating an HMI for an IoT system. 

Steps to Develop an HMI for IoT 

1. Define the Purpose and Requirements 

- Identify User Needs: Understand who the users are and what they need from the 

HMI. This could include monitoring sensor data, controlling devices, or receiving alerts. 

- Determine Functional Requirements: List the functionalities the HMI should provide, 

such as: 

- Real-time data visualization (e.g., temperature, humidity). 

- Device control (e.g., turning devices on/off). 

Practical Activity 2.5.2: Develop Human Machine Interface (HMI) 

 

Task: 
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- Notifications and alerts. 

- Historical data tracking and analysis. 

2. Design the User Interface 

- Wireframing: Create wireframes to outline the layout of the HMI. This includes the 

placement of buttons, graphs, and data displays. 

- User Experience (UX) Design: Focus on making the interface intuitive. Consider how 

users will navigate through the system and access different features. 

- Visual Design: Choose a color scheme, typography, and graphical elements that align 

with the brand and are visually appealing. 

3. Select the Technology Stack 

   - Front-End Development: Choose a framework for building the HMI, such as: 

   - Web-Based: HTML, CSS, JavaScript with frameworks like React, Angular, or Vue.js. 

   - Mobile Apps: Use Flutter, React Native, or native development (Swift for iOS, Kotlin 

for Android). 

   - Back-End Development: Set up a server to handle requests from the HMI. Consider 

using: 

   - Node.js: For real-time applications. 

   - Python: With Flask or Django for a RESTful API. 

   - Database: Decide on a database (e.g., MongoDB, MySQL) to store historical data 

and user preferences. 

4. Integrate with IoT Devices 

   - Communication Protocols: Use protocols compatible with IoT devices, such as 

MQTT, HTTP, or WebSockets, to facilitate communication between the HMI and IoT 

devices. 

   - Device Management: Implement functionality to discover, register, and manage IoT 

devices. 

5. Implement Data Visualization 

   - Real-Time Data Display: Use libraries like Chart.js or D3.js for visualizing data in 

graphs and charts. 

   - Dashboard: Create a dashboard that aggregates data from various sensors and 

devices, providing users with a comprehensive view of their IoT environment. 



 

102 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

6. Develop Control Features 

   - Device Control: Implement buttons or sliders in the HMI that allow users to control 

IoT devices (e.g., turning lights on/off, adjusting thermostat settings). 

   - Feedback Mechanism: Ensure that the HMI provides feedback to users when 

commands are executed, such as confirmation messages or status updates. 

7. Implement Notifications and Alerts 

   - Real-Time Alerts: Set up a notification system to alert users about important events 

(e.g., temperature thresholds exceeded, device malfunctions). 

   - User Preferences: Allow users to customize their notification settings (e.g., email, 

SMS, app notifications). 

8. Testing and Validation 

   - User Testing: Conduct usability testing with real users to gather feedback on the 

HMI design and functionality. 

   - Performance Testing: Ensure the HMI performs well under different conditions, 

including varying network speeds and loads. 

9. Deployment 

   - Hosting: Deploy the HMI on a web server or app store, depending on whether it’s 

web-based or mobile. 

   - Continuous Integration: Set up a CI/CD pipeline for ongoing updates and 

improvements. 

10. Maintenance and Updates 

   - Monitor Performance: Continuously monitor the HMI for performance issues and 

user feedback. 

   - Regular Updates: Provide regular updates to add features, fix bugs, and improve 

security. 

 

 Design  

Designing a human-machine interface (HMI) for IoT development requires careful 

consideration of navigation, color and contrast, and resizable text and layout to ensure 

usability and accessibility. Here are the steps to effectively implement these elements: 

 

1. Power Connection 

- Step 1: Determine Power Requirements  
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   - Check the specifications of the IoT circuit board to identify its voltage and current 

requirements. Ensure that the power supply matches these specifications. 

- Step 2: Select the Power Source   

- Choose an appropriate power source (e.g., battery, wall adapter, USB power supply) 

that can provide the required voltage and current. 

- Step 3: Connect Power Supply  

- Connect the power supply to the designated power input on the IoT circuit board. 

Ensure correct polarity (positive and negative) to prevent damage. 

- Step 4: Verify Power Connection  

- Use a multimeter to measure the voltage at the power input of the circuit board to 

confirm proper power supply connection. 

 

2. Data Port Connection 

- Step 1: Identify Data Ports   

- Identify the data ports available on the IoT circuit board (e.g., UART, SPI, I2C, USB) 

and the corresponding ports on the HMI. 

- Step 2: Select Appropriate Cables   

 - Choose the right cables for data communication based on the data port type (e.g., 

USB cable for USB, jumper wires for UART). 

- Step 3: Connect Data Ports  

- Connect the data ports of the IoT circuit board to the corresponding ports on the HMI. 

Ensure proper alignment and secure connections. 

- Step 4: Check Connection Integrity   

- Inspect the connections to ensure they are secure and that there are no loose wires 

or improper connections. 

 

 3. Enable Data Communication 

  - Step 1: Configure Communication Protocol   

  - Determine the communication protocol to be used (e.g., MQTT, HTTP, WebSocket) 

based on the requirements of the application and the capabilities of the IoT circuit 

board and HMI. 

  - Step 2: Set Up Software Libraries   

  - Install and configure any necessary software libraries or frameworks on both the IoT 

circuit board and the HMI to facilitate data communication. 

  - Step 3: Write Communication Code  

  - Develop the necessary code for both the IoT circuit board and the HMI to establish data 

transmission. This may involve setting up event listeners, data handlers, and message 

formats. 

  - Step 4: Test Data Communication  

  - Conduct tests to verify that data is being transmitted correctly between the IoT 
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circuit board and the HMI. Use debugging tools or serial monitors to observe data flow. 

  - Step 5: Implement Error Handling 

  - Add error handling mechanisms in the code to manage potential communication 

issues, such as timeouts or data loss. 

4. Final Verification 

  - Step 1: Monitor Performance 

  - After integration, monitor the performance of the system to ensure that data 

communication is stable and reliable. 

  - Step 2: Make Adjustments as Needed   

  - Based on testing and monitoring, make any necessary adjustments to improve 

performance or address any issues that arise. 

 

 Sensor Modalities  

Here are detailed steps for developing each of the accessibility features—screen 

reader compatibility, text alternatives, captioning and transcripts, time constraints, 

sound alternatives, and error handling in sensor modalities—while creating a human-

machine interface (HMI) in IoT development: 

 

 1. Developing Screen Reader Compatibility 

  - Step 1: Use Semantic HTML   

  - Structure your HTML using semantic elements (e.g., `<header>`, `<nav>`, `<main>`, 

`<footer>`) to provide a clear hierarchy and meaning to the content. 

  - Step 2: Implement ARIA Roles and Attributes 

  - Use ARIA roles (e.g., `role="button"`, `role="dialog"`) and attributes (e.g., `aria-

label`, `aria-labelledby`) to enhance accessibility for dynamic content. 

  - Step 3: Test with Screen Readers   

  - Conduct usability testing with popular screen readers (e.g., JAWS, NVDA, VoiceOver) 

to ensure that all elements are navigable and that the information is conveyed 

correctly. 

  - Step 4: Manage Focus   

  - Ensure that focus shifts appropriately during interactions, especially after updates 

to the interface, so that users can easily navigate to the relevant elements. 

2. Developing Text Alternatives 

  - Step 1: Provide Alt Text for Images 

  - Write descriptive alternative text for all images, icons, and graphics that conveys the 

essential information or function. 

  

 - Step 2: Label All Interactive Elements 

  - Ensure that buttons, links, and form fields have clear and descriptive labels that can 
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be read by screen readers. 

  - Step 3: Use Descriptive Link Text 

  - Avoid generic phrases like "click here"; instead, use descriptive text that indicates 

the destination or action (e.g., "View IoT Device Settings"). 

3. Developing Captioning and Transcripts 

  - Step 1: Caption Video and Audio Content   

  - Create synchronized captions for all video and audio content, ensuring they 

accurately represent spoken dialogue and important sounds. 

  - Step 2: Provide Transcripts 

  - Develop written transcripts for all audio and video materials, making them 

accessible for users who prefer reading to listening. 

  - Step 3: Ensure Caption Accessibility  

  - Make sure captions are easy to read by using appropriate font size, color contrast, 

and placement on the screen. 

 4. Addressing Time Constraints 

  - Step 1: Allow Adjustable Time Limits   

  - For any time-sensitive tasks, provide users with the option to extend time limits or 

receive warnings before a timeout occurs. 

  - Step 2: Implement Pause and Resume Functionality  

  - Allow users to pause and resume tasks, enabling them to complete actions at their 

own pace without feeling rushed. 

  - Step 3: Clearly Communicate Time Constraints   

  - Inform users about any time limits at the start of the task, so they are aware of the 

constraints before proceeding. 

 5. Developing Sound Alternatives 

  - Step 1: Use Visual Indicators   

  - Provide visual alerts (e.g., pop-up notifications, color changes) in addition to audio 

cues to ensure that users with hearing impairments receive important information. 

  - Step 2: Allow Customization of Audio Settings  

  - Give users options to adjust sound settings, including volume control and the ability 

to mute audio notifications. 

  - Step 3: Implement Non-Audio Feedback  

  - Incorporate haptic feedback or visual signals (e.g., flashing lights) to convey alerts 

and notifications without relying solely on sound. 

6. Error Handling in Sensor Modalities 

  - Step 1: Create Clear Error Messages   

  - Develop user-friendly error messages that clearly explain the issue, what caused it, 

and how users can resolve it. 
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  - Step 2: Offer Fallback Mechanisms   

  - Design alternative input methods (e.g., touch or button controls) if a sensor fails, 

ensuring users can still interact with the system 

  - Step 3: Provide Real-Time Feedback  

  - Ensure that the HMI provides immediate feedback when an error occurs, allowing 

users to understand what went wrong and how to correct it. 

  - Step 4: Log Errors for Analysis   

  - Implement error logging to track sensor issues, which can help in diagnosing 

problems and improving the system over time. 

 Integration of IoT circuit board with HMI 

Integrating an IoT circuit board with a human-machine interface (HMI) involves several 

key steps, including establishing power connections, data port connections, and 

enabling data communication. Here’s a structured approach to guide you through this 

integration process: 

1. Power Connection 

  - Step 1: Determine Power Requirements 

  - Check the specifications of the IoT circuit board to identify its voltage and current 

requirements. Ensure that the power supply matches these specifications. 

  - Step 2: Select the Power Source   

  - Choose an appropriate power source (e.g., battery, wall adapter, USB power supply) 

that can provide the required voltage and current. 

  - Step 3: Connect Power Supply   

  - Connect the power supply to the designated power input on the IoT circuit board. 

Ensure correct polarity (positive and negative) to prevent damage. 

  - Step 4: Verify Power Connection   

  - Use a multimeter to measure the voltage at the power input of the circuit board to 

confirm proper power supply connection. 

2. Data Port Connection 

  - Step 1: Identify Data Ports   

  - Identify the data ports available on the IoT circuit board (e.g., UART, SPI, I2C, USB) 

and the corresponding ports on the HMI. 

  - Step 2: Select Appropriate Cables   

  - Choose the right cables for data communication based on the data port type (e.g., 

USB cable for USB, jumper wires for UART). 

  - Step 3: Connect Data Ports   

  - Connect the data ports of the IoT circuit board to the corresponding ports on the 

HMI. Ensure proper alignment and secure connections. 
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  - Step 4: Check Connection Integrity   

  - Inspect the connections to ensure they are secure and that there are no loose wires 

or improper connections. 

3. Enable Data Communication 

  - Step 1: Configure Communication Protocol 

  - Determine the communication protocol to be used (e.g., MQTT, HTTP, WebSocket) 

based on the requirements of the application and the capabilities of the IoT circuit 

board and HMI. 

  - Step 2: Set Up Software Libraries   

  - Install and configure any necessary software libraries or frameworks on both the IoT 

circuit board and the HMI to facilitate data communication. 

  - Step 3: Write Communication Code  

  - Develop the necessary code for both the IoT circuit board and the HMI to establish 

data transmission. This may involve setting up event listeners, data handlers, and 

message formats. 

  - Step 4: Test Data Communication   

  - Conduct tests to verify that data is being transmitted correctly between the IoT 

circuit board and the HMI. Use debugging tools or serial monitors to observe data flow. 

  - Step 5: Implement Error Handling 

  - Add error handling mechanisms in the code to manage potential communication 

issues, such as timeouts or data loss. 

4. Final Verification 

  - Step 1: Monitor Performance 

  - After integration, monitor the performance of the system to ensure that data 

communication is stable and reliable. 

  - Step 2: Make Adjustments as Needed 

  - Based on testing and monitoring, make any necessary adjustments to improve 

performance or address any issues that arise. 

 

 

 

 A Human-Machine Interface (HMI) is a system that allows interaction between 

humans and machines. 

 The components of human machine interface are: 

 User Interface 

 Input Devices 

 Points to Remember 
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 Output Displays 

 Communication Interfaces 

 Here are the functions of human machine interface: 

 Monitoring 

 Control 

 Data Visualization 

 User Feedback 

 Configuration and Settings 

 The benefits of human machine interface are: 

 Improved Usability 

 Increased Efficiency 

 Enhanced Safety 

 Remote Access 

 Human machine interface is generally applied in different sectors like: 

 Industrial Automation 

 Transportation 

 Healthcare 

 Consumer Electronics 

 Below is a comprehensive guide to creating an HMI for an IoT system 

 Define the Purpose and Requirements 

 Design the User Interface 

 Select the Technology Stack 

 Integrate with IoT Devices 

 Implement Data Visualization 

 Implement Notifications and Alerts 

 Testing and Validation 

 Deployment 

 Maintenance and Updates 
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CMC company would like to commission the design and development of a user-friendly 

Human-Machine Interface (HMI) for a smart car parking system with different sensor. 

You are requested to design to design an HMI should allow users to monitor the number 

of cars in parking. 

  

 Application of learning 2.5. 
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Indicative content 2.6: Test the IoT system 

  

 

1. You are requested to answer the following questions related to identification of IoT 

system requirements. 

i. Identify different types of functional testing in IoT system. 

ii. What are the IoT system testing types? 

2: Provide your answers to papers 

3:  present the findings/answers to the whole class or trainer 

4: for more clarification, read the key readings 2.3.1 in addition, ask questions where 

necessary. 

Key readings 2.6.1.: Identification of IoT system testing categories 

Identification of IoT system testing 

Identifying testing requirements for an Internet of Things (IoT) system is crucial to 

ensure reliability, security, and performance. IoT systems typically involve a 

combination of hardware, software, and network components, each of which 

requires specific testing approaches.  

Areas and types of testing to consider when identifying testing for an IoT system: 

1. Functional Testing 

   - Device Functionality: Verify that each IoT device performs its intended functions 

correctly (e.g., sensors reading data accurately, actuators responding to commands). 

   - User Interface Testing: Ensure that the HMI (Human-Machine Interface) is user-

friendly and that all features work as expected. 

   - Integration Testing: Test the interaction between devices, gateways, and the 

cloud/server to ensure seamless communication and data flow. 

 

2. Performance Testing 

Duration: 10 hrs  

 
Theoretical Activity 2.6.1.:  Identification of IoT system testing categories 

Tasks: 
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   - Load Testing: Assess how the system performs under various loads, such as 

multiple devices sending data simultaneously or many users accessing the HMI at 

once. 

   - Stress Testing: Determine the system's breaking point by pushing it beyond normal 

operational capacity. 

   - Latency Testing: Measure the time taken for data to travel from the device to the 

server and back, ensuring it meets acceptable thresholds. 

3. Security Testing 

   - Vulnerability Assessment: Identify security weaknesses in the devices, 

applications, and communication protocols. 

   - Penetration Testing: Simulate attacks to evaluate how well the system can 

withstand unauthorized access attempts. 

   - Data Protection Testing: Ensure that data encryption, storage, and transmission 

mechanisms are secure and comply with regulations. 

4. Interoperability Testing 

   - Protocol Compatibility: Verify that the IoT devices can communicate with each 

other and with different platforms using various communication protocols (e.g., 

MQTT, CoAP, HTTP). 

   - Device Compatibility: Test the system with different brands and models of devices 

to ensure they can work together seamlessly. 

5. Usability Testing 

   - User Experience (UX): Evaluate how intuitive and easy to use the HMI is for end-

users. Gather feedback from actual users to improve the interface. 

   - Accessibility Testing: Ensure that the HMI is accessible to users with disabilities, 

following best practices for accessibility. 

6. Reliability Testing 

   - Stability Testing: Assess how well the system operates over time without failures, 

including continuous operation for extended periods. 

   - Recovery Testing: Test the system's ability to recover from failures, such as power 

outages or network disconnections. 

 

7. Compliance Testing 
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   - Regulatory Compliance: Ensure that the IoT system complies with relevant 

industry standards and regulations (e.g., GDPR for data protection, FCC regulations 

for communication devices). 

   - Certification Testing: Verify that devices meet certification requirements for safety 

and performance (e.g., CE, UL). 

8. Field Testing 

   - Real-World Conditions: Deploy the IoT system in a real-world environment to test 

its performance under actual operating conditions. 

   - Environmental Testing: Assess how devices perform under various environmental 

conditions (e.g., temperature, humidity, vibration). 

9. End-to-End Testing 

   - Complete Workflow Verification: Test the entire system from end to end, 

including data collection from devices, transmission to the cloud, processing 

 

 

1: Read the key readings 2.6.2 and answer the following task: 

With a system designed for monitoring the room temperature using different sensors 

(temperature sensors). As an IoT system developer, you are requested to perform a 

testing of that system. 

2: Present your findings to the trainer and whole the class 

3: Ask any clarification to the trainer. 

 

Key readings 2.6.2: Test the IoT system 

Below are steps guiding on how to test an IoT system, including various testing types 

and methodologies. 

1. Define Testing Objectives 

   - Identify the goals of your testing process. This could include verifying functionality, 

performance, security, and user experience. 

Practical Activity 2.6.2: Test the IoT system 

 

Task: 
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2. Develop a Test Plan 

   - Scope: Outline the components to be tested, including devices, communication 

protocols, cloud services, and user interfaces. 

   - Resources: Determine the tools, equipment, and personnel needed for testing. 

   - Schedule: Create a timeline for testing activities. 

3. Set Up the Testing Environment 

   - Hardware Setup: Connect all IoT devices, gateways, and servers in a controlled 

environment that mimics real-world conditions. 

   - Network Configuration: Ensure the network setup supports the communication 

protocols used by the IoT devices. 

   - Test Data: Prepare any necessary test data or scenarios required for testing. 

4. Perform Functional Testing 

   - Device Functionality: Test each IoT device to ensure it performs its intended 

functions. For example: 

     - Verify that sensors accurately read environmental data (e.g., temperature, 

humidity). 

     - Test actuators to confirm they respond correctly to commands. 

   - Integration Testing: Check that devices communicate effectively with each other 

and with the cloud/server. 

5. Conduct Performance Testing 

   - Load Testing: Simulate multiple devices sending data simultaneously to assess the 

system's performance under load. 

   - Stress Testing: Push the system beyond normal operational limits to identify 

breaking points. 

   - Latency Testing: Measure the time taken for data to be transmitted from devices to 

the cloud and back, ensuring it meets acceptable thresholds. 

6. Execute Security Testing 

   - Vulnerability Assessment: Scan devices and applications for known vulnerabilities. 

   - Penetration Testing: Attempt to exploit weaknesses in the system to evaluate 

security measures. 

   - Data Protection Testing: Verify that data is encrypted during transmission and 

storage, and assess compliance with data protection regulations. 
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7. Perform Interoperability Testing 

   - Protocol Compatibility: Test the ability of devices to communicate using different 

protocols (e.g., MQTT, CoAP). 

   - Device Compatibility: Ensure that devices from different manufacturers can work 

together seamlessly. 

8. Conduct Usability Testing 

   - User Experience Evaluation: Gather feedback from actual users to assess the 

intuitiveness and ease of use of the HMI. 

   - Accessibility Testing: Ensure that the interface is accessible to users with disabilities, 

following best practices for accessibility. 

9. Execute Reliability Testing 

   - Stability Testing: Run the system continuously over extended periods to assess its 

reliability. 

   - Recovery Testing: Simulate failures (e.g., power outages, network disconnections) 

and evaluate the system's ability to recover. 

10. Perform Compliance Testing 

   - Regulatory Compliance: Verify that the system meets relevant industry standards 

and regulations (e.g., GDPR, FCC) 

  

 

 Types of testing to consider when identifying testing for an IoT system: 

 Functional Testing 

 Performance Testing 

 Security Testing 

 Interoperability Testing 

 Usability Testing 

 Reliability Testing 

 Compliance Testing 

 Field Testing 

 End-to-End Testing 

 Here are steps guiding on how to test an IoT system, including various testing types and 

methodologies. 

 Define Testing Objectives 

 Points to Remember 
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 Develop a Test Plan 

 Set Up the Testing Environment 

 Perform Functional Testing 

 Conduct Performance Testing 

 Execute Security Testing 

 Perform Interoperability Testing 

 Conduct Usability Testing 

 Execute Reliability Testing 

 Perform Compliance Testing 

 

CMC company would maintain the security system. As an IoT developer, you are 

requested to perform different testing techniques in order to check its functionality, 

performance, security and compatibility. Develop the testing report of the performed 

activity.  

 Application of learning 2.6. 
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Learning Outcome 2 End Assessment 

 

 

1. Which of the following is the first step in designing the schematic circuit for an IoT 

device?  

a) Selecting key components  

b) Defining requirements and specifications  

c) Laying out the PCB  

d) Choosing a microcontroller  

 

2. What does DRC stand for in the context of PCB design?  

a) Data Routing Check  

b) Direct Routing Control  

c) Design Rule Check  

d) Data Readout Code 

 

3. What is the primary function of a power plane in a PCB?  

a) To route data signals between components  

b) To provide a stable voltage reference for components  

c) To connect different layers of the PCB  

d) To dissipate heat generated by components 

 

4. When selecting components for mounting on an IoT circuit board, what is a crucial 

safety consideration?  

a) Using the correct color-coded resistors  

b) Ensuring compatibility with voltage and current ratings  

c) Matching the component footprint with the PCB design  

d) Choosing components with the highest operating temperature 

 

5. What type of communication protocol is commonly used for low-bandwidth, 

machine-to-machine communication in IoT applications?  

a) HTTP  

b) Bluetooth (d)  

c) LoRaWAN  

d) Ethernet 

 

6. What is the main purpose of a sensor driver in IoT firmware?  

a) To define the layout of the PCB  

b) To abstract the communication with sensors  

Theoretical assessment  

 

 



 

117 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

c) To convert sensor data into a visual format  

d) To encrypt data transmitted to the cloud 

 

7. What is a key step in data processing for IoT firmware that helps remove noise from 

sensor readings?  

a) Data encryption  

b) Data normalization  

c) Data filtering  

d) Data transmission 

 

8. When designing decision-making logic for IoT firmware, what approach involves pre-

defined rules for triggering actions?  

a) Machine learning  

b) Rule-based logic  

c) Edge analytics  

d) Real-time analysis 

 

9. Which security measure is essential for protecting data transmitted between an IoT 

device and the cloud?  

a) Data redundancy  

b) Data compression  

c) Data encryption  

d) Data validation 

 

10. What is the primary goal of power optimization in IoT firmware development?  

a) To improve the processing speed of the device  

b) To enhance the visual clarity of sensor data displays 

c) To extend the battery life of the device  

d) To increase the storage capacity of the device 

  

A homeowner wants to enhance the security of their residence by implementing an IoT-

based system that can remotely monitor and control various aspects of their home's 

security. As an IoT designer, you are requested to design and build an IoT-enabled smart 

home security system that incorporates cameras, sensors, window sensors, door locks, 

smartphone, and other notification devices.  

  

Practical assessment 
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Learning Outcome 3: Deploy IoT System  
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Indicative contents 

3.1 Install IoT System 

3.2 Test the IoT system 

3.3 Document IoT system 

Key Competencies for Learning Outcome 3: Deploy IoT system 

Knowledge  Skills  Attitudes  

● Description of IoT 

system 

● Description of 

hardware and 

network setup 

 

● Installing of IoT 

System 

● Setting up the 

network 

infrastructure  

● Setting up the IoT 

devices and 

sensors. 

● Installing the 

gateway 

● Choosing a cloud 

platform. 

● Testing the IoT 

system 

● Documenting the 

IoT System 

● Being Practical 

oriented 

● Have 

Communication 

Skills 

● Have critical 

thinking 

●  Have Team work 

spirit  

● Being Problem 

solver 
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Duration: 25hrs  

Learning outcome 3 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Identify properly the installation of IoT system requirements based on user needs 

2. Describe properly the Hardware and network Infrastructure according to the user 

needs 

3. Install and configure clearly the Gateway  

4. Test correctly the IoT system based on designed system 

5. Identify Cleary the IoT system testing type according to the usability of system 

6. Document and Analyse Cleary the IoT system requirements based on user manual, 

testing report and bill of quantity 

Resources 

Equipment   Tools  Materials   

● Microcontroller 

● Digital 

Multimeter 

● Power Supply 

(e.g., batteries 

or solar panels) 

● Enclosure  

● Prototyping 

Materials 

● Oscilloscope  

● Computer  

● Screwdrivers 

● Bread Board 

● Arduino IDE 

● IoT Web 

Application API 

● Soldering Iron 

● Calibration Tools  

● Manuals 

● Mounting Tool  

● Cutting tools 

● Glue Gun 

● Internet  

● Sensors  

● USB Cable  

● Soldering Tin 

● Electricity 

● Glue sticks 

● Connectors  

● wires 
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Indicative content 3.1: Install IoT System 

  

 
1: You are requested to answer the following questions related to the hardware and 

network setup in installation of IoT system: 

i. Describe the key component of IoT system 

ii. Define the following term: 

 Sensor 

 Cloud services  

iii. Explain the functionality of an IoT system. 

2: Provide the answer for the asked questions and write them on papers. 

3: Present the findings/answers to the whole class  

4:  For more clarification, read the key readings 3.1.1. In addition, ask questions where 

necessary 

Key readings 3.1.1.: Description of IoT system 

Components of IoT system: 

1. Devices and Sensors: 

 IoT Devices: These are the physical objects equipped with sensors, actuators, 

and communication capabilities. Examples include smart thermostats, 

wearable health monitors, smart appliances, and industrial sensors. 

 Sensors: These components collect data from the environment, such as 

temperature, humidity, motion, light, and more. 

2. Connectivity: 

 IoT devices connect to the internet using various communication protocols 

such as Wi-Fi, Bluetooth, Zigbee, LoRaWAN, or cellular networks.  

This connectivity enables devices to send and receive data to and from other devices or 

cloud services. 

Duration: 12 hrs  

 
Theoretical Activity 3.1.1: Description of IoT System  

Tasks: 
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3. Data Processing: 

 Data collected from IoT devices can be processed locally (on the device or a 

nearby edge device) or sent to the cloud for more extensive processing. This 

processing can involve filtering, aggregation, analysis, and decision-making 

based on the data received. 

4. Cloud Services: 

 Cloud platforms provide storage, processing power, and advanced analytics 

capabilities. They enable users to access and manage data from IoT devices 

remotely. Popular cloud services for IoT include AWS IoT, Microsoft Azure IoT, 

and Google Cloud IoT. 

5. User Interfaces: 

 Users interact with the IoT system through various interfaces, such as mobile 

apps, web dashboards, or voice assistants. These interfaces allow users to 

monitor device status, view data insights, and control devices remotely. 

6. Data Security and Privacy: 

 Security measures are crucial in IoT systems to protect data integrity, privacy, 

and device functionality. This includes encryption, authentication, and secure 

communication protocols to safeguard against unauthorized access and cyber 

threats. 

Functionality of an IoT System: 

 Data Collection: IoT systems continuously collect data from sensors and 

devices, providing real-time insights into various processes or environments. 

 Automation and Control: IoT enables automation of tasks and processes. For 

example, smart home systems can automatically adjust lighting and heating 

based on user preferences or environmental conditions. 

 Remote Monitoring: Users can monitor devices and systems from anywhere 

using internet connectivity, allowing for timely responses to issues or changes 

in status. 

 Predictive Analytics: IoT systems can analyze historical data to identify 

patterns and trends, enabling predictive maintenance and proactive 

decision-making. 
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 Integration with Other Systems: IoT systems can be integrated with 

other technologies, such as artificial intelligence (AI) and machine 

learning, to enhance their capabilities and provide more valuable 

insights. 

 

 

 
 

1: Read the key readings 3.1.2 and answer the following question: 

As IoT system developer, you are asked to go to the computer lab to perform 

Hardware and network setup and the Configuration of setup. 

2: Present your findings to the trainer and whole the class 

3: Ask any clarification to the trainer. 

 

Key readings 3.1.2: Installing IoT System 

 

Steps to install the IoT system 

 

 Installation of an IoT system 

This involves several key steps, from hardware setup to software configuration and 

testing. Here's a general overview: 

 Hardware Setup 

 Device selection: Choose the appropriate IoT devices (sensors, actuators, 

gateways) based on your project requirements. 

 Power supply: Ensure adequate power sources for each device. Consider 

using batteries, solar power, or AC adapters. 

 Mounting: Securely mount devices in their intended locations. Pay 

attention to factors like environmental conditions and accessibility. 

Practical Activity 3.1.2: Installing IoT System 

Task: 
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 Network Connectivity 

 Network infrastructure: Determine the network topology (e.g., mesh, 

star) and choose the suitable communication protocol (e.g., Wi-Fi, 

Bluetooth, LoRaWAN, cellular). 

 Gateway setup: Configure the gateway device to connect to your local 

network or cellular network. 

 Device pairing: Pair or associate individual devices with the gateway. 

 Software Configuration 

 IoT platform: Choose an appropriate IoT platform (e.g., AWS IoT, Azure 

IoT, Google Cloud IoT) to manage devices, data, and applications. 

 Device registration: Register your devices with the chosen IoT platform. 

 Data streams: Configure data streams to define how data will be 

collected, processed, and stored. 

 Application Development 

 Create applications: Develop applications (e.g., mobile apps, web 

dashboards) to interact with the IoT system and visualize data. 

 Integrate with platform: Integrate your applications with the IoT platform 

to access device data and control devices. 

  Hardware and Network Setup 

 Interpret System Requirements Document 

 Review Requirements: Begin by thoroughly reviewing the System 

Requirements Document (SRD). This document outlines the objectives, 

functionalities, performance criteria, and constraints of the IoT system. 

 Identify Key Components: Identify the types of IoT devices, sensors, 

communication protocols, and data management solutions needed based 

on the requirements. 

 Understand User Needs: Pay attention to the needs of end-users, 

including how they will interact with the system and any specific features 

they require. 

 Assess Scalability: Consider future expansion needs, such as adding more 

devices or increasing data storage capacity. 

 Set Up Network Infrastructure 

 Choose Network Topology: Decide on the most suitable network 

topology for your IoT system (e.g., star, mesh). This will determine how 

devices will connect and communicate with each other and the internet. 

 

 Select Communication Protocols: Choose the appropriate 
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communication protocols (e.g., MQTT, HTTP, CoAP) based on the 

requirements and the types of devices used. 

 Install Network Equipment: Set up routers, switches, and access points to 

establish a stable and secure network. Ensure that the network can handle 

the expected data traffic from all connected devices. 

 Configure Security Measures: Implement security protocols, such as 

WPA3 for Wi-Fi networks, to protect against unauthorized access. 

Consider using Virtual Private Networks (VPNs) for additional security. 

 Setup IoT Devices and Sensors 

 Install Devices: Physically install IoT devices and sensors in their 

designated locations. Ensure they are positioned to collect accurate data 

and are within range of the network. 

 Connect Devices: Connect each device to the network, either through 

wired connections (Ethernet) or wireless connections (Wi-Fi, Zigbee, etc.). 

Follow the manufacturer's guidelines for setup. 

 Configure Device Settings: Program the devices with the necessary 

firmware or software. This may involve configuring settings such as data 

transmission intervals, thresholds for alerts, and communication 

protocols. 

 Test Device Connectivity: Verify that each device can communicate with 

the network and send data to the designated server or cloud platform. 

 Setup Uninterruptable Power Source 

 Select UPS Units: Choose appropriate Uninterruptible Power Supply (UPS) 

units to ensure continuous power for critical IoT devices and network 

equipment during power outages. 

 Install UPS: Physically install the UPS units near the devices they will 

support. Ensure they are properly connected to the devices and network 

infrastructure. 

 Configure Monitoring: If possible, configure the UPS to provide alerts or 

notifications regarding power status and battery life. This can help in 

managing maintenance and ensuring reliability. 

 Plan for Data Storage 

 Determine Data Storage Needs: Assess the amount of data generated by 

the IoT devices and the frequency of data collection. This will help in 

selecting the right storage solution. 

 

 Configuration and Setup 
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 Install Gateway 

 Select the Right Gateway: Choose an IoT gateway that supports the 

communication protocols and devices in your system. The gateway will act as 

the bridge between IoT devices and the cloud or central server. 

 Physically Install the Gateway: Place the gateway in a central location where it 

can communicate effectively with all connected devices. Ensure it is within range 

of the devices it will manage. 

 Connect to Power and Network: Plug the gateway into a power source and 

connect it to your network (either via Ethernet or Wi-Fi). Ensure that it has 

internet connectivity. 

 Configure Gateway Settings: Access the gateway's configuration interface 

(usually via a web browser) and set up network settings, communication 

protocols, and security features.  

This may involve: 

o Setting up IP addresses (static or dynamic). 

o Configuring firewall settings to allow necessary traffic. 

o Enabling data encryption and authentication methods. 

 Choose a Cloud Platform 

 Evaluate Cloud Providers: Research and evaluate various cloud platforms that 

offer IoT services, such as AWS IoT, Microsoft Azure IoT, Google Cloud IoT, or 

IBM Watson IoT. Consider factors like scalability, ease of integration, data 

analytics capabilities, and pricing. 

 Check Compatibility: Ensure that the chosen cloud platform is compatible with 

your IoT devices and the communication protocols you plan to use. 

 Consider Data Management Features: Look for features such as data storage, 

real-time analytics, machine learning capabilities, and dashboards for 

monitoring device performance. 

 Create a Cloud Account and Set Up Services 

 Sign Up for an Account: Create an account on the chosen cloud platform. This 

usually involves providing basic information and verifying your email address. 

 Set Up IoT Services: Once logged in, navigate to the IoT services section of the 

cloud platform. Set up the necessary services, which may include: 

 Device Management: Register your IoT devices with the cloud service. This 

often involves creating device profiles and assigning unique identifiers. 

 Data Ingestion: Configure data ingestion settings to allow the gateway to send 

data from IoT devices to the cloud. This may involve setting up data streams or 
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MQTT topics. 

 Storage Solutions: Choose where the data will be stored (e.g., databases, data 

lakes) and configure retention policies if needed. 

 Analytics and Monitoring Tools: Enable any analytics or monitoring services 

provided by the cloud platform that you plan to use for data visualization and 

insights. 

 Test Installed System 

 Initial Device Connectivity Test: 

o Verify that all IoT devices are correctly connected to the gateway. Check if 

the devices can communicate with the gateway and if the gateway can 

relay data to the cloud platform. 

o Use diagnostic tools or the gateway's interface to confirm that each device 

is recognized and reporting data. 

 Data Transmission Test: 

o Perform tests to ensure that data from the IoT devices is being transmitted 

to the cloud correctly. This may involve: 

 Sending test data from each device and confirming receipt in the 

cloud. 

 Monitoring data streams for consistency and accuracy. 

o Check for any latency issues or data loss during transmission. 

 Functionality Testing: 

o Test the functionality of the entire system by simulating real-world 

scenarios. For example: 

 If using environmental sensors, change the conditions (e.g., 

temperature or humidity) and observe if the data reflects those 

changes accurately in the cloud. 

 For actuators, trigger actions (like turning on a light or a motor) and 

confirm that they respond as expected. 

 User Interface Testing: 

o If you have developed a user interface (such as a mobile app or web 

dashboard), test its functionality by: 

 Ensuring that it displays real-time data accurately. 

 Verifying that users can control devices remotely and that commands 

are executed properly. 

 Checking for user experience issues, such as navigation or 

responsiveness. 

 Security Testing: 

o Conduct security tests to ensure that the system is protected against 

unauthorized access. This can include: 

 Testing authentication mechanisms for devices and user accounts. 
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 Checking data encryption during transmission and storage. 

 Conducting vulnerability assessments to identify potential security 

risks. 

 

There are key components of an IoT system which are: Devices and Sensors, Data 

Processing, Connectivity, Data Processing, Data Processing, Cloud Services, User 

Interfaces, Data Security and Privacy 

Functionality of an IoT System are: Data Collection, Automation and Control, Remote 

Monitoring, Predictive Analytics, Integration with Other Systems 

Steps to install the IoT system 

1. Define Objectives and Requirements 

2. Select Hardware Components 

3. Plan the Network Architecture 

4. Set Up Hardware 

5. Configure Communication 

6. Install and Configure Software 

7. Implement Data Management 

8. Create User Interfaces 

9. Testing and Validation 

10. Deployment 

11. Maintenance and Updates 

  

 Points to Remember 



 

130 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

 

XYZ Company wants to establish the system will use sensors to gather real-time data 

and actuators to control devices all connected to central cloud platform for monitoring 

and management, you are requested to install an IoT system that automates 

environment controls in an office including lighting, heating, ventilation, air 

conditioning (HVAC) of the company. 

  

Application of learning 3.1. 
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Indicative content 3.2: Test the IoT system 

  

 

1: You are asked to answer the following questions: 

i. What do you understand by the term testing? 

ii.  Provide a description: 

a) Functional testing 

b) Performance testing  

c) Security testing 

2: Write answers provided on paper. 

 3: Discuss the provided answer and choose correct answers. 

 4: Read the key readings 3.2.1 in the trainee manual. 

Key readings 3.2.1.: Description of Test the IoT system 
 

Testing is a crucial aspect of ensuring the reliability, performance, security, and 

usability of an IoT system. Here's a brief explanation of each type of testing: 

 

1. Functional Testing: To verify that the IoT system functions as expected and 
meets the specified requirements. 

 Functional Testing Techniques 

 Black-box testing: Focuses on testing the system's functionality without 
examining the internal code. 
 White-box testing: Involves testing the system's internal structure and code to 
identify potential issues. 
 Gray-box testing: Combines elements of black-box and white-box testing, using 
knowledge of the system's internal structure to design effective test cases. 

Testing Tools 

Duration: 8 hrs  

 
Theoretical Activity 3.2.1: Description of IoT system Testing 

Tasks: 
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 Automation tools: Selenium, Appium, Cypress can be used to automate 
repetitive test cases. 
 IoT testing platforms: Specific platforms (e.g., IoTivity, AllSeen Alliance) provide 
tools and frameworks for testing IoT systems. 

Example Test Case 

Test Case: Verify that the system can turn on a specific light. 

Testing Steps: 

1. Open the smart home app. 
2. Navigate to the "Lights" section. 
3. Select the desired light. 
4. Tap the "On" button. 
5. Verify that the light turns on. 

Expected Result: The light should turn on immediately after the "On" button is 
tapped. 

Objective: Verify that the IoT system operates according to the specified 

requirements and performs all intended functions. 

Testing Steps: 

Device Functionality: Test each IoT device to ensure it accurately collects data and 

responds to commands. For example, check if temperature sensors report correct 

readings and if actuators perform their tasks (like turning on/off devices). 

Data Transmission: Confirm that data is correctly transmitted from devices to the 

gateway and then to the cloud. Ensure that data formats are consistent and that 

there are no data losses. 

User Interface Functionality: Test the user interface (mobile app or web 

dashboard) to ensure all features work as intended. This includes checking 

buttons, sliders, and data visualizations. 

Error Handling: Simulate error conditions (e.g., device disconnection) to ensure 

the system handles errors gracefully and provides appropriate notifications to 

users. 

Performance Testing: To evaluate the performance and scalability of the IoT 
system under various conditions. Assess the system's response time, throughput, 
and resource utilization under normal and peak loads.  

Conduct stress testing and load testing to determine system capacity and 
limitations. 
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o Load Testing: Simulate multiple devices sending data simultaneously to 

evaluate how the system handles increased traffic. Monitor response times 

and data processing capabilities. 

o Stress Testing: Push the system beyond its expected limits (e.g., by adding 

more devices than planned) to identify breaking points and measure how 

the system recovers from overload. 

o Latency Measurement: Measure the time it takes for data to travel from the 

device to the cloud and back. Ensure that latency remains within acceptable 

limits for real-time applications. 

o Scalability Testing: Test how well the system scales when new devices are 

added. Assess whether performance remains stable as the network grows. 

Security Testing: To assess the security measures implemented in the IoT system 
and identify vulnerabilities. Conduct penetration testing to simulate attacks and 
exploit potential weaknesses. Review authentication, encryption, and access 
control mechanisms to ensure data protection. Identification and remediation of 
security vulnerabilities to mitigate risks. 

o Vulnerability Scanning: Conduct vulnerability assessments using automated 

tools to identify potential security weaknesses in devices, gateways, and 

cloud services. Address any discovered vulnerabilities promptly. 

o Penetration Testing: Simulate attacks on the IoT system to evaluate its 

defences against unauthorized access, data tampering, and denial-of-

service attacks. This helps identify weaknesses that could be exploited by 

malicious actors. 

o Access Control Testing: Verify that access controls are correctly 

implemented. Ensure that users have appropriate permissions based on 

their roles and that sensitive functions are restricted to authorized 

personnel only. 

o Audit Logging: Check that the system logs security-related events and that 

logs are secure and tamper-proof. Ensure that logs are regularly reviewed 

for unusual activities. 

 

Reliability and User Acceptance 

Reliability and Stability Testing: To evaluate the reliability, stability, and 
availability of the IoT system over time. Test system stability under prolonged 
usage, analyse failure rates, and assess system   recovery mechanisms. Identification 
of reliability issues and improvements to ensure uninterrupted operation. 

o Failure Recovery: Simulate failures (e.g., network outages or device 

malfunctions) and observe how the system responds.  
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Test the recovery mechanisms to ensure that the system can restore normal 

operation without data loss. 

o Environmental Testing: Evaluate how the system performs in different 

environmental conditions (e.g., temperature, humidity) to ensure that 

devices remain functional and reliable. 

User Acceptance Testing (UAT) 

Objective: Validate that the IoT system meets user requirements and is 

acceptable for end-users. 

Testing Steps: 

o User Scenarios: Create real-world scenarios that users would typically 

encounter while using the system. Have users execute these scenarios to 

confirm that the system meets their needs. 

o Feedback Collection: Gather feedback from users regarding their 

experiences with the system. This can include surveys, interviews, or focus 

groups to understand their satisfaction and any issues they face. 

o Iterative Improvements: Based on user feedback, make necessary 

adjustments to improve the system before final deployment. 

Usability Testing 

Objective: Ensure that the user interface is intuitive and easy to use. 

Testing Steps: 

o User Interaction: Observe users as they interact with the system to identify 

any usability issues. Take note of areas where users struggle or become 

confused. 

o Task Completion: Test how easily users can complete common tasks, such 

as adding a new device, viewing data, or setting alerts. Measure the time 

taken and the number of errors made. 

o Design Evaluation: Assess the design and layout of the user interface for 

clarity, accessibility, and visual appeal. 
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1: Read the key readings 3.2.2 and perform the following task: 

As a software IoT system developer, you are asked to go to the installed IoT system to 

apply the testing Techniques. 

3: Present your findings to the trainer and whole the class 

4: Ask any clarification to the trainer. 

Key readings 3.2.2 Testing IoT system 

 

The steps to pass through wile testing the IoT system 

1.Define Testing Objectives 

Clearly outline the goals of the testing process. What do you want to achieve? This 

could include validating functionality, performance, security, and user acceptance. 

2.Create a Testing Plan 

Develop a comprehensive testing plan that includes: 

Testing scope (what will be tested) 

Testing types (functional, performance, security, etc.) 

Resources needed (hardware, software, personnel) 

Timeline for testing activities 

3. Set Up the Testing Environment 

Prepare a controlled environment that mimics real-world conditions. This includes: 

Installing all necessary hardware (IoT devices, gateways, servers). 

Configuring the network infrastructure. 

Setting up the cloud platform and any required services. 

 4. Conduct Functional Testing 

Verify that all components of the IoT system work as intended: 

Practical Activity 3.2.2: Testing the IoT system 

 

Task: 
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Test the functionality of each IoT device and sensor. 

Ensure data transmission is accurate and reliable. 

Validate user interface features and interactions. 

5. Perform Performance Testing 

Evaluate how the system performs under various conditions: 

Conduct load and stress testing to assess system behavior under high usage. 

Measure latency and response times for data transmission. 

Test scalability by adding more devices and monitoring performance. 

6.Execute Security Testing 

Assess the security posture of the IoT system: 

Conduct vulnerability assessments and penetration testing. 

Verify authentication and access control mechanisms. 

Ensure data encryption and secure communication channels. 

7.Conduct Reliability and Stability Testing 

Test the system for long-term reliability: 

Run the system continuously to identify potential issues over time. 

Simulate failures and assess recovery mechanisms. 

Evaluate performance under varying environmental conditions. 

8. Perform User Acceptance Testing (UAT) 

Involve end-users in testing to validate the system meets their needs: 

Create user scenarios for real-world testing. 

Collect feedback on usability and functionality. 

Make iterative improvements based on user input. 

 

 

9.Conduct Usability Testing 

Ensure the user interface is intuitive and user-friendly: 
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Observe users interacting with the system to identify usability issues. 

Measure task completion times and error rates. 

Assess design elements for clarity and accessibility. 

10. Perform Interoperability Testing 

Verify that the IoT system can work with other systems and devices: 

Test communication between different devices and platforms. 

Ensure compatibility with third-party services and APIs. 

11.Document Testing Results 

Record all findings from the testing process: 

Document successful tests, issues encountered, and any fixes applied. 

Create reports summarizing the testing outcomes and recommendations. 

12. Review and Analyze Results 

Analyze the documented results to identify trends, weaknesses, and areas for 

improvement. 

Discuss findings with the development team and stakeholders to prioritize fixes and 

enhancements. 

13.Deploy the System 

Once testing is complete and all issues are resolved: 

Deploy the IoT system to the production environment. 

Monitor the system during the initial operational period to ensure stability and 

performance. 
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 Testing is a crucial aspect of ensuring the reliability, performance, security, and 

usability of an IoT system. 

 There is the different types of Testing: functional testing, performance testing, 

security testing, and Reliability testing and user acceptance testing. 

 The steps to pass through wile testing the IoT system 

 1. Define Testing Objectives 

2. Create a Testing Plan 

3. Set up the Testing Environment 

4. Conduct Functional Testing 

5. Perform Performance Testing 

6. Execute Security Testing 

7. Conduct Reliability and Stability Testing 

8. Perform User Acceptance Testing (UAT) 

9. Conduct Usability Testing 

10. Perform Interoperability Testing 

11. Document Testing Results 

12. Review and Analyze Results 

 

A farmer has installed a smart agriculture irrigation system to monitor and control 

various crop conditions, including temperature, humidity, soil moisture, and irrigation. 

The system is designed to provide real-time data and alerts to optimize crop 

management. The farmer now needs an IoT system developer to assist with testing the 

installed system on the farm.you are requested to perform the above activity of IoT 

Testing. 

  

 Points to Remember 

 Application of learning 3.2. 



 

139 | I o T  S y s t e m  D e v e l o p m e n t  –  T r a i n e e  M a n u a l  

Indicative content 3.3: Document IoT system 

  

 
1: You are requested to answer the following questions related to document IoT system 

  Discuss on the user manual document, testing report document, bill of quantity 

document 

2: Provide the answer for the asked questions and write them on papers. 

3: Present the findings/answers to the whole class 

 4: For more clarification, read the key readings 3.3.1. In addition, ask questions where 

necessary.  

Key readings 3.3.1.: Description of IoT System document. 

 

 User Manual: To provide comprehensive guidance and instructions for end users 

on how to use the IoT system effectively. 

 Testing Report: To document the results of testing activities conducted on the IoT 

system to assess its functionality, performance, security, and reliability. 

Content 

 Introduction: Overview of the testing objectives, scope, and methodology. 

 Test Cases: Description of test cases designed to evaluate different aspects of 

the IoT system. 

 Test Results: Detailed findings and outcomes of each test, including identified 

issues, defects, and performance metrics. 

 Recommendations: Suggestions for improvements or enhancements based 

on the testing results. 

 Conclusion: Summary of key findings and conclusions drawn from the testing 

process. 

 Bill of Quantities: To itemize and quantify the materials, components, 

and resources required for the development, deployment, and 

maintenance of the IoT system 

Duration: 5hrs  

 
Theoretical Activity 3.3.1:  Description of IoT system Document 

Tasks: 
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1: Referring to the previous theoretical activities (3.3.1), As an IoT system developer, 

you are asked to go to the computer lab to document the installed IoT System 

2: Apply safety precautions. 

3: Present out the steps of documenting IoT system  

5: Present your work to the trainer and whole class 

6: Read key reading 3.3.2 and ask clarification where necessary 

7: Perform the task provided in application of learning 3.3 

Key readings 3.3.2 Documenting IoT system 

User Manual: A comprehensive guide for users to understand, operate, and 

troubleshoot the IoT system. 

Practical Implementation 

 Clear and concise language: Use simple and easy-to-understand terms. 

 Step-by-step instructions: Provide clear instructions for setting up, configuring, 

and using the system. 

 Visual aids: Include diagrams, screenshots, and flowcharts to enhance 

understanding. 

 Troubleshooting guide: Offer solutions to common problems and errors. 

 Contact information: Provide contact details for support or customer service. 

Testing Report: A document that summarizes the testing activities, results, and 

conclusions. 

Practical Implementation 

 Test cases: Clearly define the test cases used to evaluate the system's 

functionality. 

 Test results: Record the outcomes of each test case, including any failures or 

anomalies. 

 Analysis: Analyze the test results and identify areas for improvement. 

 Conclusions: Summarize the overall performance of the system based on the 

Practical Activity 3.3.2: Documenting the IoT system 

 

Task: 
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testing results. 

 Recommendations: Provide recommendations for future testing or 

improvements. 

Bill of Quantity (BoQ): A detailed list of quantities and specifications of materials, 

equipment, and services required for the IoT project. 

Practical Implementation 

 Item description: Clearly describe each item, including its specifications and 

quantity. 

 Unit of measure: Specify the unit of measure for each item (e.g., meters, pieces). 

 Quantity: Indicate the required quantity of each item. 

 Rate or price: Determine the cost per unit or total cost for each item. 

 Total cost: Calculate the total cost of the project based on the BoQ. 

To document the IoT system you must document by making all documenting steps: 

1.Define Documentation Objectives 

2.Identify Target Audience 

 Understand who will be using the documentation. Tailor the content to meet the 

needs of different audiences, such as technical users (developers, engineers) and 

non-technical users (end-users, stakeholders). 

3. Gather Information 

 Collect all relevant information about the IoT system, including: 

o System architecture and design 

o Hardware specifications (IoT devices, gateways, servers) 

o Software components (firmware, applications, cloud services) 

o Communication protocols and data formats 

o Security measures and configurations 

4. Create System Architecture Documentation 

 Develop diagrams and descriptions that outline the system architecture: 

o Include a high-level overview of the system components and their 

interactions 

o Use flowcharts, block diagrams, or network diagrams to visualize the 
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architecture 

5. Document Functional Specifications 

 Provide detailed descriptions of the system's functionalities: 

o Outline the features of each IoT device and their roles in the system 

o Describe how data is collected, transmitted, and processed 

o Include user interface specifications, detailing how users will interact with 

the system 

6. Develop User Documentation 

 Create guides and manuals for end-users: 

o User manuals should include setup instructions, usage guidelines, and 

troubleshooting tips 

o Include FAQs and common issues to assist users in navigating the system. 

7. Create Technical Documentation 

 Provide in-depth technical details for developers and engineers: 

o Document the API specifications, including endpoints, request/response 

formats, and authentication methods 

o Include code snippets or examples to illustrate how to interact with the 

system programmatically 

o Provide details on system configuration, installation procedures, and 

maintenance practices 

8. Outline Security Documentation 

 Document security measures and protocols: 

o Describe authentication and authorization mechanisms 

o Outline data encryption methods and secure communication protocols 

o Include guidelines for maintaining security and responding to potential 

threats 

9. Include Testing Documentation 

 Document the testing process and results: 
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o Include information on testing methodologies, scenarios, and outcomes 

o Summarize any identified issues, fixes, and improvements made during 

testing 

10. Version Control and Change Management 

 Implement a version control system to track changes in documentation: 

o Clearly label document versions and maintain a change log 

o Ensure that updates are made consistently and that obsolete 

documentation is archived 

11. Review and Edit Documentation 

 Conduct thorough reviews of all documentation: 

o Ensure clarity, accuracy, and completeness of the content 

o Involve stakeholders in the review process to gather feedback and make 

necessary revisions 

12. Publish and Distribute Documentation 

 Make the documentation accessible to the intended audience: 

o Publish it in a user-friendly format (PDF, online wiki, etc.) for easy access 

o Ensure that users know where to find the documentation and how to use 

it 

13. Maintain Documentation 

 Regularly update documentation to reflect changes in the system, updates, or 

improvements. 

 
The key steps to effectively document an IoT system: 

 Define Documentation Objectives 

 Identify Target Audience 

 Gather Information 

 Create System Architecture Documentation 

 Document Functional Specifications 

 Points to Remember 
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 Develop User Documentation 

 Create Technical Documentation 

 Outline Security Documentation 

 Include Testing Documentation 

 Version Control and Change Management 

 Review and Edit Documentation 

 Publish and Distribute Documentation 

 Maintain Documentation 

 

 

A small-scale farmer in Rwanda is struggling to maintain crop yields due to 

unpredictable weather conditions and pests. The farmer implement an IoT-based 

system to monitor crop health, soil moisture, and weather patterns, as IoT system 

developer Implement documentation on farmer IoT system. 

  

 Application of learning 3.3. 
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Learning Outcome 3 End Assessment 

 

 

1. Which of the following is NOT a crucial component of IoT system hardware and 

network setup? 

A) IoT devices and sensors 

B) Cloud servers 

C) Network infrastructure 

D) UPS devices 

2. When choosing a cloud platform for an IoT system, which factor should be considered 

the most important? 

A) Cost 

B) Scalability 

C) Location 

D) Security 

3. Functional testing of an IoT system primarily focuses on: 

A) Evaluating system performance under heavy loads 

B) Assessing system security vulnerabilities 

C) Verifying that the system meets specified requirements 

D) Ensuring system reliability over time 

4. The purpose of a Bill of Quantities in an IoT project is to: 

A) Document the testing results 

B) Provide a detailed list of materials and costs 

Theoretical assessment  
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C) Create a user manual 

D) Configure IoT devices 

Answer by True or False: 

Questions Answer 

1. The first step in deploying an IoT system is interpreting the system 

requirements document.    
 

2. Network infrastructure setup is optional when deploying an IoT system.  

3. IoT devices and sensors must be set up after the network infrastructure is 

configured. 
 

4. An uninterruptable power source ensures continuous operation during 

power failures. 
 

5. Hardware installation includes connecting devices to the power source and 

network. 
 

6. IoT deployment does not require specialized hardware or sensors.  

7. Understanding the system requirements document helps ensure proper IoT 

deployment. 
 

8. Setting up the network infrastructure involves configuring IP addresses and 

routers. 
 

9. Sensors in an IoT system do not require calibration during setup.  

10. An uninterruptable power source is only necessary in industrial IoT 

deployments. 
 

Matching Questions 

Question Answer 

1. Choosing suitable communication protocols 
for devices. 

a. Interpret System Requirements 
Document 

2. Installing devices in specific locations. b. Set Up Network Infrastructure 

3. Ensuring continuous power supply for critical 
devices. 

c. Setup IoT Devices and Sensors 

4. Analyzing the system objectives and 
requirements. 

d. Setup Uninterruptable Power 
Source 

5. Selecting routers, switches, and access points. e. Hardware and Network Setup 
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A local agricultural farm is looking to improve its crop monitoring and management 

system through IoT technology. The goal is to deploy a Smart Farming IoT System that 

helps in real-time monitoring of soil moisture levels, temperature, humidity, and crop 

health. This system will enable the farm to automate irrigation, reduce water waste, 

and optimize crop yield. The system should also provide analytics and reporting, 

allowing farm managers to access data remotely via a cloud platform. 

You have been hired as an IoT systems integrator to install, test and document this 

Smart Farming IoT solution. The project includes setting up IoT sensors, network 

infrastructure, cloud integration, and data storage solutions. 

 END 

  

Practical assessment 
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