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INTRODUCTION

This trainee's manual includes all the knowledge and skills required in Networking and
Internet Technologies specifically for the module of "Windows Server Administration."
Trainees enrolled in this module will engage in practical activities designed to develop and
enhance their competencies. The development of this training manual followed the
Competency-Based Training and Assessment (CBT/A) approach, offering ample practical
opportunities that mirror real-life situations.

The trainee's manual is organized into Learning Outcomes, which is broken down into
indicative content that includes both theoretical and practical activities. It provides detailed
information on the key competencies required for each learning outcome, along with the
objectives to be achieved.

As a trainee, you will start by addressing questions related to the activities, which are
designed to foster critical thinking and guide you towards practical applications in the labor
market. The manual also provides essential information, including learning hours, required
materials, and key tasks to complete throughout the learning process.

All activities included in this training manual are designed to facilitate both individual and
group work. After completing the activities, you will conduct a formative assessment,
referred to as the end learning outcome assessment. Ensure that you thoroughly review the

key readings and the 'Points to Remember' section.
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Learning Outcome 1: Prepare server environment.
Learning Outcome 2: Deploy active directory services.
Learning Outcome 3: Deploy DHCP services.

Learning Outcome 4: Deploy DNS service.

Learning Outcome 5: Deploy web services.

Learning Outcome 6: Deploy FTP services.

Learning Outcome 7: Perform load balancing.
Learning Outcome 8: Perform server maintenance.

2|Windows Server Administration — Trainee Manual



|

Clent1 Client 5

|

«
5

- P—- y ¥
Cliont 2
ach . Cliont 4
‘- . K

3|Windows Server Administration — Trainee Manual




Indicative contents
1.1 Selection of Windows Server
1.2 Identification of Server Tools and Equipment
1.3 Installation of Windows Server.

Key Competencies for Learning Outcome 1: Prepare Server Environment

Knowledge Skills Attitudes
Description of Installing Having
windows server virtualization Adaptability
concepts software Having
Description of Selecting  server Teamwork
virtualization based on criteria. Have self-
concepts. Prepare motivation
Description of Installation Media Being analytical
types of OS Selecting thinker and
Identification of Installation type details oriented
server tools and Configuring Having Time
equipment network adapter management
Description of Updating server ability
hardware  server drivers and
requirement services

Description of
windows server
requirements
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Duration: 15 hrs

9

Learning outcome 1 objectives:
By the end of the learning outcome, the trainees will be able to:

1. Describe clearly windows server concepts as used in server administration.
Describe clearly virtualization concepts used in server administration.
Install properly virtualization software based on server requirements.
Describe clearly the types of OS as used in server administration.

Select properly Server based on server criteria
Identify correctly server tools and equipment as used in server

No v bkwnN

administration.
administration.
requirements

10. Configure correctly network adapter in server based on Microsoft standards
11. Update properly Server drivers and services based on Microsoft standards

Describe clearly hardware server requirements as used in windows server

8. Describe clearly windows server requirements as used in windows server

9. Install properly windows server OS in virtual machine based on hardware

T‘ﬁ.ﬁ'
Resources

Equipment Tools Materials
e Projector e VMWare workstation e Electricity
e Computer e VMWare ESXI e Data Cables
e UPS e Oracle VirtualBox ® Internet
e Rack e VMWare V-Sphere

e Windows Server OS
bootable image

® Browser

e Flash disk

e CD/DVD Drive
e Rufus

e PowerlSO
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—

 Indicative content 1.1: Selection of Windows Server

\/ Duration: 5 hrs

@ ~
0@ Theoretical Activity 1.1.1: Description of Windows Server concepts
R

-
Things to Do
; w Tasks:

1: Answer the following questions:

i.  What do you understand by the following terms as used in windows server?
a) Windows server
b) Client-side
c) Server-side
d) Server core
e) Server manager
f) Hyper-V
ii.  Whatis the different Version of Windows Server?
iii.  Explain Window server editions
iv.  Explain the benefits of server core
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 1.1.1 in their manuals.

RS
" Key readings 1.1.1: Description of Windows Server concepts

e Windows Server concepts

1. Introduction to windows server
Windows Server is a group of server operating systems developed by
Microsoft that supports enterprise-level management, data storage,
applications, and communications. It is designed to handle various server roles
such as web hosting, file sharing, and application hosting.

2. Key concepts of windows server

2.1 Client-side: Refers to the components and services that run on the user's
devices, allowing them to access server resources.

2.2 Client: The client is a device or application that requests services or resources
from the server. It initiates communication with the server and processes the
results returned by the server.

2.3 Server-side: Involves the backend services and processes that manage
requests from client devices, including data processing and storage.

2.4 Server: The server is a powerful machine or application that provides services
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or resources to clients. It processes client requests, performs the necessary

2.5 Hyper-V: is a Microsoft virtualization technology that enables users to create
and manage virtual machines (VMs) on a physical server.

2.6 Server Manager: is a central administrative tool for managing multiple roles
and features in a Windows Server environment.

2.7 Server Core: is a minimal installation option for Windows Server that was first
introduced with Windows Server 2008.

3. Windows Server Versions

e Windows Server 2003 or 2003 R2 - Introduced features like improved
security and support for 64-bit computing.

e Windows Server 2008 - Added Server Core, Hyper-V virtualization, and
enhanced management tools.

e Windows Server 2008 R2 - Introduced support for more memory, improved
virtualization, and the Direct Access feature.

e Windows Server 2012 - Brought a new interface, improved virtualization with
Hyper-V 3.0, and enhanced cloud integration.

e Windows Server 2012 R2 - Included updates to virtualization, storage, and
cloud capabilities.

e Windows Server 2016 - Featured containers, Nano Server, and improved
security with Shielded VMs.

e Windows Server 2019 - Focused on hybrid cloud features, security
improvements, and Windows Admin Center.

e Windows Server 2022 - Emphasized security enhancements, hybrid cloud
support, and improved performance.

4. Editions of Windows Server

e Essentials: Designed for small businesses with up to 25 users and 50 devices. It
offers simplified management and essential features.

e Standard: Suitable for physical or minimally virtualized environments,
supporting two Operating System Environments (OSEs) per license.

e Datacenter: Intended for highly virtualized data centers and cloud
environments, allowing unlimited OSEs.

5. Benefits of a Server Core

e Minimal Installation: Server Core has a stripped-down version of Windows
Server, which includes only essential components and services.

e Reduced Attack Surface: Fewer installed features mean fewer vulnerabilities,
enhancing security.

e Lower Resource Consumption: Server Core uses less disk space, memory, and
CPU resources compared to a full GUl installation.

e Improved Performance: Without the overhead of a graphical interface, Server
Core can deliver better performance for certain server roles.
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e Command-Line Management: Administration is primarily done through
Windows PowerShell or command-line tools, which can be more efficient for
experienced administrators.

e Remote Management: Server Core can be managed remotely using tools like
PowerShell Remoting and Windows Admin Center, allowing for greater

flexibility.

@ I~
0@ Theoretical Activity 1.1.2: Description of virtualization concepts.
AR

-
Things 1o Do
2 ‘\ Tasks:

1: Answer the following questions related to virtualization concepts:

i.  What is virtualization?
ii.  What are the benefits of virtualization?
iii.  Whatis virtual machine?
iv.  Explain the types of Hypervisors?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 1.1.2 in their manuals.

g
&' Key readings 1.1.2.: Description of virtualization concepts

e Virtualization concepts.

1. Key Components of Virtualization

1.1 Virtualization is a technology that allows multiple virtual environments to run
on a single physical hardware platform.

1.2 Hypervisor: A software layer that enables virtualization by managing and
allocating hardware resources to virtual machines (VMs).

1.2.1 There are two main types of hypervisors:

e Type 1 (Bare-metal): Runs directly on the hardware (e.g., VMware ESXi,
Microsoft Hyper-V).

e Type 2 (Hosted): Runs on top of an existing operating system (e.g., VMware
Workstation, Oracle VirtualBox).

1.3 Virtual Machines (VMs): is a software-based emulation of a physical
computer. It consists of virtualized hardware components such as CPUs,
memory, and storage, allowing it to run its own operating system and
applications independently from other VMs on the same host.
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1.3.1 Types of Virtualizations

e Server Virtualization: This is the most common form, allowing multiple server
environments to run on a single physical server.

e Desktop Virtualization: Centralizes desktop management by hosting user
desktops on a server.

e Network Virtualization: Creates virtual networks that replicate physical
network functions (like switches and routers) within software.

e Storage Virtualization: Combines multiple physical storage devices into a
single virtual storage pool, simplifying management and improving resource
allocation across different applications.

1.4 Benefits of Virtualization

e Resource Efficiency: Multiple VMs can share the same hardware resources,
leading to better utilization rates compared to traditional setups.

e Cost Reduction: Decreases the need for physical servers, reducing capital
expenditure on hardware as well as ongoing costs for power and cooling.

e Flexibility and Scalability: Organizations can quickly provision new VMs or
adjust existing ones based on demand without needing additional physical
infrastructure.

e Disaster Recovery: Features like snapshots allow for quick restoration of VMs
to previous states, facilitating effective disaster recovery strategies

@ ~i
o@ Theoretical Activity 1.1.3: Description of types of OS
R

__ar
Things to Do
: Q\ Tasks:

1: Answer the following questions related to the types of OS:

i.  Differentiate standalone from network operating system?
ii.  List the four examples of network operating system

2: Write your answers on papers or flipchart.

3: Present your findings/answers to the whole class

4: Ask for clarification where necessary

5: Read the key readings 1.1.3 in their manuals.

N g
& Key readings 1.1.3.: Description of types of OS
e Types of OS
1. Standalone Operating System
e Runs on a single computer or device (e.g. desktop, laptop, mobile device)
e Manages resources for a single user at a time
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e Examples: Windows 10, macOS, Android, iOS

e Provides basic networking capabilities but is not primarily designed for
networked environments

2. Network Operating System

e Runs on a server to manage resources and services for multiple connected
devices

e Enables sharing of files, printers, applications across a network

o Examples: Windows Server, Linux, Unix, Novell NetWare

e Provides advanced networking features like user authentication, access
control, centralized management

o Allows remote access to shared resources

e Requires more technical maintenance and has higher setup costs compared to
standalone OS

&
\! Practical Activity 1.1.4: Selecting windows server

Thi "fo
Tmm j ‘\ Task:

1: Referring to the key reading 1.1.4, perform the following task:
As networking and internet technology trainee, you are asked to go to the computer
lab to select windows server operating system.

2: Present the procedures of all step performed during selection

3: Present your work to the trainer and whole class.

4: for more information read key reading 1.1.4 and ask clarification where necessary

5: Perform the task provided in application of learning 1.1

g

& Key readings 1.1.4: Selecting windows server

e Windows server

1.Server selection criteria
When selecting a Windows Server, there are several criteria to consider
ensuring that the server meets your organization's technical requirements
and business objectives. Below are the key selection criteria:

1.1. Assess Your Business or Technical Requirements

o Determine Workload: Identify the type of workloads your server will handle
(e.g., database management, file storage, web hosting, virtualization).

o Estimate Performance Needs: Understand the performance you require in
terms of CPU, memory (RAM), storage, and network bandwidth.

e Determine the Number of Users/Devices: Identify the number of users or
devices that will connect to the server
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1. 2. Server Edition
Windows Server offers multiple editions, each designed for different use cases:

e Windows Server Standard: Suitable for small to medium-sized businesses
that need basic virtualization and storage features. It supports two virtual
machines and Hyper-V containers.

e Windows Server Datacenter: Ideal for highly virtualized or cloud
environments, offering unlimited virtualization rights and advanced features
like Software-Defined Networking (SDN).

e Windows Server Essentials: Targeted at small businesses with up to 25 users
and 50 devices. It offers simpler administration but fewer advanced
features.

e Windows Server Hyper-V: A free, standalone edition focused entirely on
providing a virtualization platform.1

1.3. Hardware Requirement
Ensure that your hardware meets the minimum and recommended requirements
for running Windows Server efficiently:

e Processor: A compatible 64-bit processor with a minimum of 1.4 GHz, with
support for x64 architecture.

e Memory (RAM): At least 512 MB, though 2 GB or more is recommended for
better performance, depending on workload.

e Storage: A minimum of 32 GB of storage space, but additional space is
recommended for installation, updates, and storage of user data.

e Network Adapter: A gigabit Ethernet adapter is recommended for fast and
reliable network performance.

1.4. Virtualization Needs
Virtualization is a key feature of Windows Server. Consider the following aspects:

e Hyper-V: The built-in virtualization platform. Determine whether you need
to run multiple virtual machines (VMs) on a single physical server.

e Containers: Windows Server supports both Windows and Linux containers. If
you plan to use containers for application deployment, ensure your server
edition supports this feature.

e Licensing for VMs: The Standard edition allows up to two virtual machines,
while the Datacenter edition offers unlimited virtualization rights.

1.5. Storage Solutions
Evaluate the storage options provided by Windows Server:
e Storage Spaces Direct (52D): A feature in Datacenter edition that allows you
to create highly available, scalable software-defined storage.
e ReFS (Resilient File System): Optimized for handling large datasets, reducing
data corruption, and providing better performance for modern workloads.
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e Data Deduplication: Saves storage space by removing duplicate copies of
data.
1. 6. Integration with Existing Infrastructure
Consider how Windows Server will integrate with your existing IT
infrastructure:

e Active Directory (AD): Windows Server can manage users, devices, and
resources through AD. Ensure that your choice of server will support or
integrate with your existing AD environment.

e Group Policy Management: For organizations that need to apply settings
and policies to multiple users or devices, Group Policy management is a
critical feature.

e DNS, DHCP, and File Services: Ensure compatibility with existing network
services like DNS and DHCP, especially if migrating from another server
environment.

1.7. Cloud Integration and Hybrid Capabilities
Modern versions of Windows Server offer better cloud integration:

e Azure Hybrid Benefit: Allows you to use existing on-premises licenses for
workloads in Azure, offering cost savings for businesses that use a hybrid
cloud model.

e Azure Integration: Direct integration with Microsoft Azure services like
Azure Backup, Azure Site Recovery, and Azure AD for cloud-based identity
management.

e Windows Admin Center: A modern, browser-based interface that simplifies
managing both on-premises and cloud-hosted servers.

.
i P

e While selecting windows server, take into consideration the following criteria:
1. Assess Business/Technical Needs

Select the Appropriate Edition

Evaluate Hardware Requirements

Consider Virtualization Needs

Check Storage Options

Focus on Security

Consider Cloud Integration

© No bk wnN

Ensure Infrastructure Compatibility
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Our school needs to implement server based on windows server as a trainee in networking

Application of learning 1.1.

and Internet Technology you are required for selecting windows sever operating system.
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o Indicative content 1.2: Identification of Server Tools and Equipment
\/ Duration: 2 hrs

@
O@ Theoretical Activity 1.2.1: Identification hardware requirement

,,,,io
Things to Do
:g w Tasks:

1: Answer the following questions:

i.  Which of the following is the minimum processor requirement for installing
Windows Server 2022?
1.4 GHz 64-bit processor
2.0 GHz 32-bit processor
1.3 GHz 64-bit processor
2.5 GHz 64-bit processor
ii. What is the minimum RAM requirement for Windows Server 2022
installation?
512MB
1GB
2GB
D. 4GB
2: Write your answers on papers or flipchart.

oo w >

O w >

3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 1.2.1 in their manuals.

A

* Key readings 1.2.1: Identification hardware requirement

1.Hardware Requirements

The hardware requirements for Windows Server vary depending on the specific
version and the workloads you intend to run. Below are the general minimum
and recommended hardware requirements for Windows Server 2022, which is
the latest version as of 2024. These requirements will help ensure that the
server operates efficiently and meets your performance expectations.

1.1. Processor (CPU)

> Minimum Requirements:

eProcessor architecture: x64-compatible processor with a minimum of 1.4 GHz.
eProcessor support: The processor must support the following:

oNX (No Execute) bit.

eDEP (Data Execution Prevention).

oPAE (Physical Address Extension).
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oSSE2 (Streaming SIMD Extensions 2).

eCMPXCHG16b (CompareExchangel6b).

> Recommended Requirements:

eProcessor architecture: 3.1 GHz or higher, multi-core processor (dual-core or
better).

eHyper-V support: If you plan to use Hyper-V for virtualization, ensure the CPU
supports SLAT (Second Level Address Translation).

1.2. Memory (RAM)

> Minimum Requirements:

eStandard system: 512 MB of RAM.

eServer with desktop experience: 2 GB of RAM.

Note: If you are using a system with less than 800 MB of memory, the
installation might fail or be inefficient.

> Recommended Requirements:

eGeneral workloads: 4 GB or more.

eVirtualization/Heavy workloads: 16 GB or higher, depending on the number of
virtual machines (VMs) or intensive applications.

1.3. Storage (Hard Drive)

> Minimum Requirements:

- Disk space: 32 GB for the installation. Keep in mind that systems with the
Server with Desktop Experience installation option may require more disk space
(approximately 40 GB or more). For servers with minimal memory, more storage
is required for paging, hibernation, and dump files.
> Recommended Requirements:
eSystem partition: 64 GB or more to account for future updates, applications,
and system logs.
oSSD: Solid-State Drives (SSD) are recommended for faster boot times and
better overall performance, especially for applications with high 1/0O needs
(databases, file servers)

1.4. Rack Enclosures

Ensure that the rack enclosures are compatible with the hardware form factors
being used (e.g., standard 19-inch racks). Consider the number of units (U)
required based on the size and number of servers.

1.5. Uninterruptible Power Supply (UPS)

A UPS is critical for maintaining power during outages and ensuring hardware
safety. The capacity should be chosen based on total wattage of all connected
devices, typically providing at least 10-20% extra capacity.

1.6. Form Factor and Rack Space

Common server form factors include:

e1U: Compact servers suitable for high-density environments.
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o2U or larger: Offer more space for additional components like drives and
cooling systems. Ensure that the total rack space required fits within the
available rack dimensions while allowing for adequate airflow and maintenance
access.

By carefully considering these hardware requirements, you can ensure that your
setup will meet both current and future needs effectively.

P
i

e About CPUMinimum Requirement is 1.4 GHz x64 processor with required
extensions and Recommended Requirement are 3.1 GHz or higher multi-core
processor. Memory (RAM): minimum Requirement are 512 MB (2 GB for desktop
experience), Recommended requirement are 4 GB for general, 16+ GB for heavy
workloads.

e Storage: 32 GB minimum (40+ GB for desktop experience) and 4 GB for general,
16+ GB for heavy workloads is recommended.

e By carefully considering these hardware requirements, you can ensure that your
setup will meet both current and future needs effectively.

2 [=
(ﬁ,rﬁl Theoretical Activity 1.2.2: Identification software requirement
R

&
Things to Do
J w Tasks:

1: Answer the following questions:

i.  What s the role of Microsoft Management Console (MMC) in server management?
ii. Can you explain the importance of the .NET Framework in server management
applications?
iii.  Identify some popular virtualization platforms?
2: write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 1.2.2 in their manuals.

g
p Key readings 1.2.2: Identification hardware requirement
1.Software Requirements
1.1. Server Management Software
Server management software enables administrators to monitor, control, and
maintain server infrastructure. Here are some popular options:
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e Microsoft Windows Admin Center: A browser-based management tool that allows
for centralized management of Windows Server, Hyper-V, and clusters.

e System Center: A suite of tools for data center management, including
Configuration Manager (SCCM), Virtual Machine Manager (SCVMM), and
Operations Manager (SCOM).

» SolarWinds Server & Application Monitor: Monitors server health, performance,
and applications.

e ManageEngine OpManager: Provides real-time server performance monitoring
and network device management.

e Puppet/Chef/Ansible: Automates configuration management, allowing for
infrastructure as code (laC).

e Nagios: An open-source monitoring solution to keep track of server uptime, disk
usage, and services.

1.2. Virtualization Software
Virtualization software allows multiple operating systems and applications to run
on a single server, improving resource utilization and management flexibility.
Popular Virtualization Platforms:

e Microsoft Hyper-V: A built-in Windows Server feature offering hardware
virtualization for multiple VMs (virtual machines).

e VMware vSphere (ESXi): One of the most popular enterprise-grade hypervisors
for running multiple VMs with advanced management capabilities.

e Oracle VM VirtualBox: A free, open-source option for both personal and
commercial use.

e Citrix Hypervisor (formerly XenServer): Provides robust server virtualization,
including support for both Windows and Linux VMs.

e Proxmox VE: A free, open-source server virtualization management solution
based on KVM and LXC.

P
%

e Choosing the right server management and virtualization software is essential for
optimizing your Windows Server environment. Built-in tools like Server Manager
and Windows Admin Center offer robust capabilities. Ensure that your hardware
meets the requirements for both management and virtualization software to
achieve optimal performance.

e Windows Admin Center: A modern, browser-based tool that provides
comprehensive management capabilities for Windows Server environments. Can
be deployed locally without Azure or integrated into the Azure portal. Supports
single-server deployments and hyper-converged clusters.

1. popular virtualization platforms:
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Microsoft Hyper-V:

VMware vSphere (ESXi).

Oracle VM VirtualBox

Citrix Hypervisor (formerly XenServer)

o vk wnN

Proxmox VE
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J;Indicative content 1.3: Installation of Windows Server

\/ Duration: 8 hrs

@2
‘! Practical Activity 1.3.1: Selecting windows server
_ P

:rhlnq;s to bn
; w Task:

1: Referring to the key reading 1.2.2 As networking and internet technology trainee, you are

asked to go to the computer lab to prepare windows server installation media.
2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 1.3.1 and ask clarification where necessary

5: Perform the task provided in application of learning 1.3 in their manuals.

&
>
Key readings 1.3.1.: Preparing the Installation Media

Prepare Installation Media

> Download the Windows Server ISO Image: Visit the Microsoft Volume

Licensing Service Center or the Microsoft Store to download the desired Windows

Server ISO image. Ensure you have the correct product key for the edition you've

purchased.

> Create a Bootable Installation Media:

> SB Drive

Use a tool like Rufus or the Windows Media Creation Tool to create a bootable

USB drive.

Steps to Create Bootable Installation Media with Rufus

Step 1:Download and Launch Rufus: Visit the Rufus download page and download the

latest version. Double-click the downloaded file (e.g., Rufus-x.xx.exe) to launch
the application.

Step 2:Prepare Your USB Drive: Insert your USB flash drive into your computer. In Rufus,
under the Device section, select your USB drive from the dropdown menu.

Step 3:Select Boot Selection: Under the Boot selection section, click on
the Select button. Choose your existing Windows ISO file from your computer or
select Download to fetch a Windows image directly from Microsoft servers.

Step 4:Configure Image Options: If you are using an existing I1SO, ensure you
select Standard Windows installation from the Image option dropdown menu.

Step 5:Choose the appropriate partition scheme: MBR for BIOS or UEFI (non-CSM) or
GPT for UEFI (recommended for modern systems).
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Step 6:Click on the Start button to begin creating the bootable USB drive. You may
receive a warning that all data on the USB drive will be destroyed; confirm to
proceed.

Step 7:0nce Rufus has finished creating the bootable USB drive, you will see a message
indicating that it is ready. Safely eject your USB drive.
> DVD
Burn the I1SO image to a DVD using a DVD burning software.

Step 1: Download and Install BurnAware: Visit the BurnAware website and

download the free version of the software. Install it by following the on-screen
instructions.

Step 2:Open the BurnAware application after installation.

Step 3:Insert a blank DVD into your DVD writer. Ensure that it is compatible (DVD-R,
DVD+R, etc.).

Step 4:In BurnAware, select"Burn ISO" from the main menu. Click on
the "Browse" button to locate and select the ISO file you want to burn.

Step 5:Ensure that your DVD drive is selected under the "Destination" dropdown. You
can adjust settings such as burning speed if needed, although the default settings
usually work well.

Step 6:Click on the "Burn" button to start the burning process. A progress bar will show
you how much of the process is complete.

Step 7:7. the burning is finished; you will receive a confirmation message. Safely eject
your DVD from the drive.

.
é P

e While prepare installation media, performs the following key steps:
1. Download the Windows Server ISO Image meet with your server requirements. If
you haven’t.
Download and Launch Rufus:
Prepare Your USB Drive
Select Boot Selection
Configure Image Options
Choose the appropriate partition scheme
Click on the Start button to begin creating the bootable USB drive.
Completion

© N o Uk wN
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@2}
SI Practical Activity 1.3.2: Installing windows server

P

%h| ;mDo
;M ‘] Task:

1: Referring to the key reading 1.3.1 As networking and internet technology trainee, you are

asked to go to the computer lab to lab to installing windows server.

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 1.3.2 and ask clarification where necessary

5: Perform the task provided in application of learning 1.3

A

& Key readings 1.3.2: Installing windows server

1.Physical machine

Ensure that your physical machine meets the minimum system requirements for
the Windows Server edition you want to install. This typically includes a
compatible processor, sufficient RAM, and storage. Connect the necessary
peripherals, such as a keyboard, mouse, and monitor. If you have existing data
on the machine, consider backing it up before proceeding with the installation.
The installation type you choose when installing Windows Server determines
how the operating system will be installed on your physical machine. Here are
the two main options:

1.1. Clean Installation:

This option erases all existing data on the selected partition or drive. It is
recommended for new installations or if you want to start with a fresh system. If
you choose a clean installation, you will need to back up any important data
before proceeding.

1.2. Upgrade:

This option keeps your existing data and settings while installing Windows Server
over the previous operating system. It is suitable for upgrading from an earlier
version of Windows Server or another compatible operating system. However,
some applications or drivers may not be compatible with the new version of
Windows Server, so you may need to reinstall them after the upgrade.

> Steps for Installing Windows Server 2012 R2

Step 1: Insert a DVD of Windows Server 2012 R2 into your system and start it.
Once you get a message

"Press any key to boot from CD or DVD..", press an Enter key
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ress any key to boot from CD or DUD..

method and click next.

am Windows Server2012 R2

Language to install: |

Time and currency format: English (United States) v

Enter your language and other preferences and click "Next" to continue.

2 2013 Microsoft Corporation. All ights reserved.

Step 3: Click Install now

Bl Windows Server2012R2

Install now

Repair your computer

® 20135 Microsoh Corporstion. All nghts reserved

Step 4: Choose the operating system you want to install and click Next

Step 2: Choose the language, time and currency format, keyboard or input
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gelect the operating system you want to install

Operating system | Architecture | Date modified |
Windows Server 2012 R2 Standard (Server Core Installation) x6d 11/22/2014
Windows Server 2012 R2 Standard (Server with a GUI)

Windows Server 2012 R2 Datacenter (Server Core Installation)  x04 11/22/2014
Windows Server 2012 R2 Datacenter (Server with a GUI) x64 11/22/2014
Deseription:

This option is useful when a GUI s required-—for example, to provice backward compatibility for an
application that cannot be run on a Server Core Installation, All server roles and features are

supported, You coan switch to a different installation option later, See "Windows Server Instsllation
Optiony,”

| Nea |
Step 5: Click Custom: Install Windows only (advanced)

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved te Windows with this option. This opticn s only
available when a supperted version of Windeows is already running on the computer,

Custom: Install Windows only (advanced)

Thefiles, settings, and lications aren't moved to Windows with this option, If you want to
make changes to pa and drives, start the computer using the installation disc, We
recommend backin files before you centinue,

Help me decide
Step 6: Click new to partition the hard disk and provide size in MB for this drive,
delete for delete exiting partition and click format to format partition. When

done, click Apply
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Where do you want to install Windows?

Free space | Type
250 GB

while Installation takes a moment

Where do you want to install Windows?

| Name Total size |
£ ,__V Drive 0 Unallocated Space 25.0GB
¥4 Refresh f Delete & Format
£* Load driver :?1 Extend Size: I 10000

[ Name ' Total 5|‘ch
“ Drive O Partition | 9.0 GH
5 Drve 0 Unallocated Space 1542 GH
t» Refresh ,‘.[](ln:l-: \/[mnul
L% Loned driver "'J“ I'xtend

&
j MB [ Apphy J | Cancel J

Next

Step 7: Choose the drive other than Primary and click Next. Sit back and relax

Free space " Type

Q8GR Primary

152 68

= Ngw

| Net |

Step 8: Upon reboot, provide an administrative password and click Finish

24| Windows Server Administration — Trainee Manual




Settings

Typa a password Tor the Built-in administratorn accaunt that you Can usae 1o sigh in to this computer.

User name

Passwaord _

Reenter password

| Finish I

Step 9: Login with your current password and start enjoying Windows Server
2012 R2 by press Alt+Ctr+Del

Administrator

= Windows Server2012R2

> Virtual machine

When installing Windows Server on a virtual machine, you typically perform a
clean installation. This is because you are creating a new virtual hard disk (VHD)
file to contain the Windows Server installation, and there is usually no existing
data or operating system to upgrade from.

However, if you are cloning an existing virtual machine that already has Windows
Server installed, you may have the option to upgrade the operating system
within the cloned machine. In this case, you would be upgrading from an existing
installation to a newer version of Windows Server.

> Installing Windows Server 2016 on VMware

Stepl. Open VMware and click on the Create a New Virtual Machine(Ctrl+N)
icon. If you don’t have VMware installed on your computer, click here to
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download one.

(@ vMware Workstation - [m} X
File Edit View VM Tabs Help e =
Liby X
e @ Home
Q Type here to search -
[ Wy Computer
£ Shared UMs I¥ Your evaluation period ends in 27 days. 1. Get a license key 2. Enter a license key
Create a New Open a Virtual Connect to a Connect to
Virtual Machine Machine Remote Server VMware vCloud Air

Step2. Now select Custom (Advanced) option to specify the virtual machine with
advance options. If you want you can create virtual with less options, click on

Typical option. When you are finished here, click on Next button.
Mew Virtual Machine Wizard 4

Welcome to the New Virtual
Machine Wizard

VMWARE What type of configuration do you want?

WORKSTATION:
PRO

) Typical {recommended)

Create a Workstation 12.0 virtual machine
in a few easy steps.

I (@) Custom {advanced) I

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with

older vMwage products.

Help < Back Cancel

Step 3. Leave the Virtual Machine Hardware Compatibility settings as default. If
you want you can select your VMware version. Then click Next button.
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Mew Virtual Machine Wizard ot

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware compatibility:} | workstation 12.0 e
Compatible with: ESX Server
Compatible products: Limitations:
Fusion 8.0 54 GE memory
Workstation 12.0 16 processors
10 network adapters
& TE disk size

Help < Back Cancel

Step 4. Here you should add an installer image into the virtual machine. Select
the Installer disc image file (ISO) option and click on the Browse button. Specify
.iso file path and import it. Then click on Next button.
Note: Make sure that you are using an ISO image file, otherwise unzipped file
won’t boot.
Mew Virtual Machine Wizard >

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

(®) Installer disc image file {so):

| E:\Windows Server 2016\10586.0. 151029-1700. TH2_ V| I Browse... I

i". Could not detect which operating system is in this disc image.
You will need to specfy which operating system will be installed.

(31 will install the operating system later.
The virtual machine will be ceated with a blank disk.

Help = Back Mext = Cancel

Step 5. Specify which operating system type you want to install on the virtual
machine. Select Windows Server 2016 version from the dropdown menu and

27| Windows Server Administration — Trainee Manual



click on Next button.
Mew Virtual Machine Wizard -

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

I@ Microsoft Windows I
) Linux

() Movell MetWare

) Solaris

() WMware ESX

() Other

Wersion

Windows Server 2016 b

Help < Back Cancel

Step 6. Enter a name for the virtual machine and browse a place where you want
to store the installation files. For the purpose click on Browse button and specify
the place. When finished, click on Next button.

Mew Yirtual Machine Wizard ot

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

tactig-dc02 |

Location:
IE:'n,I-'F‘N Storage'dc0? I || Browse. .. I

The default location can be changed at Edit > Preferences.

< Back Mext = Cancel

Step 7. On the Processor Configuration specify then number of processors your
server need to use and click on Next button. Also notice that it refers to your
virtual machine speed that how much speed the server should be.
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Mew Yirtual Machine Wizard o

Processor Configuration
Specify the number of processors for this virtual machine.

Processars
Mumber of processors: Z o
Mumber of cores per processor: 1 w
Total processor cores: 2
Help = Back Cancel

Step 8. Specify the amount of the memory for the virtual machine (based on MB)
and click on Next button.
Mew Yirtual Machine Wizard e

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Spedfy the amount of memaory allocated to this virtual machine, The memaory size
must be a multiple of 4 MB.

&4 GB Memory for this virtual machine: | 1660 = MB
32 GB
16 GB
ig: < @ Maximum recommended memaory:
3 GE - < 5134 MB
1GE <]
£13 ME [H Recommended memory:
355 ME 2048 MB
128 MB
&4 ME [ Guest 05 recommended minimum:
32 ME 1024 MB
16 ME
B MBE
4 MB

Help < Back Cancel

Step 9. Select Use Network Address Translation (NAT) or
use bridged networking to directly connect and use internet, as a network type.
Then hit Next.
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Mew Virtual Machine Wizard

Network Type
What type of network do you want to add?

Metwork connection

(i Use bridged networking

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IF address on the external network.

| i(®) Use network address translation (MAT) |

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-anly networking

Connect the guest operating system to a private virtual network on the host
computer.

D Do not use a network connection

< Back Mext = Cancel

Step 10. Let the I/O Controller types by default because you don’t have the
option to change the SCSI type. just hit Next.
Mew Virtual Machine Wizard

Select 1/0 Controller Types
Which SCSI contraoller type would you like to use?

IfQ controller types
SCSI Controller:

BuslLogic (Mot available for 64-bit guests)
L5I Logic (Mot supported by Windaws Server 2018)
F@j LSI Logic 545 (Recommended) |

< Back Mext = Cancel

Step 11. Now to create new virtual disk, select create a new virtual disk for the
virtual machine.
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Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Disk

E@l Create a new virtual disk I
A virtual disk is composed of one or more files on the hast file system, which

will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

i) U=e an existing virtual disk
Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

< Back Mext = Cancel

Step 12. Specify the disk amount by typing the disk size (Recommended 60 GB)
and click on Next button.

Mew Virtual Machine Wizard

specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GEB): 60.0 5

Recommended size for Windows Server 2016: 60 GB

[] allocate all disk space now.

Allocating the full capadity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file

(®) split virtual disk into multiple files

Splitting the disk makes it easier to move the vi | machine to another
computer but may reduce performance with very§arge disks.

< Back Next > Cancel
Step 13. At this point, just check out the settings you’ve done or you can

customize if you want and click Next.
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Mew Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2016,

The wirtual machine will be created with the follawing settings:

Mame: Windows Server 2016 ]
Location: C:Wsers\Mahdi\DocumentsWirtual Machines\Window. ..
Version: Warkstation 12.0

Operating System: Windows Server 2016

Hard Disk: &0 GB, Split

Memory: 2048 MB

Metwork Adapters  MAT

Other Devices: CD/DVD, USE Contraller, Printer, Sound Card W

Customize Hardware. ..

<oac G

2.2. Install Windows Server 2016
Now it’s time to boot up and start the virtual machine, just click on Power on
this virtual machine then wait until it boots.

1. Open VMware Workstation on your host computer. Click on Power on this
virtual machine in top left.

D TestLabO1 - Vhware Workstation - O >

File Edit View WM Tabs Help - ] £ Ol = IT

71 TestLabo1 ]

1] Testlabo1

| > Power on this virtual machine |
52 Edit virtual machine settings

- Devices
W Memory 2GB
[ Processors 1
i Hard Disk (SCSI} 60 GB
©J CD/DVD (SATA}  Using file EN143..
F= Network Adapter  NAT
USE Centroller Present

&) Sound Card Auto detect
= Printer Present
| Display Auto detect

= Description

Type here to enter a description of this
irtual machine.

- Virtual Machine Details
State: Powered off
Configuration file: EA\VPM Storage\TestLab01\TestLab01.wmx
Hardware compatibility: Workstation 12.0 virtual machine

2

2. When the virtual machine powered on, specify the language, time
zone and keyboard then click Next.
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4 Windows Setup E' = @

== Windows Server: 2016

Language te install: [English (United States) -

QL R AR LR English (United States)

Keyboard or input method: |{ii3

Enter your language and other preferences and click "Next" to continue.

. All rights resenved.

3. Install now to install the windows server 2016 on virtual machine.
4 Windows Setup IEI = @

==__.Window5 Server- 2016

Install now

Repair your computer

Corporation. All rights reserved.

4. Select one the Windows Server editions you’'ve decided and click
on Next button.
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&, él Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified

Windows Server 2016 Standard Evaluation x4 7/16/2016
Windows Server 2016 Standard Evaluation (Desktop Experien...  x54 7/16/2016
016

Windows Server 2016 Datacenter Evaluation 54

7/16/2
Windows Server 2016 Datacenter Evaluation (Desktop Experie...  xb4 16,2

2016

Description:
This cption is useful when a GUI is required—for example, to provide backward compatibility for an

application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

5. Put a mark in the box next tol accept the license terms, then click on

the Next button.
@ él Windows Setup

CX

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the gquality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the "Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device guality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the operating system and applications.

£

|I¥ 1accept the license terms |

6. Go on and click on the Custom: Install Windows only (Advanced) option for

installing the server custom.
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@ él Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applicaticns are moved to Windows with this eption. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this optien. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

7. Select the disk, you want to install the widows on and select the disk, click
on New, then specify the amount (based on MB) and click on Apply button then
click on Next button.

@ é Windows Setup
Where do you want to install Windows?
Mame Total size Free space | Type
] Drive 0 Unallocated Space 600 GB 60.0 GB
+4 Refresh 'K Delete JEDrmat Mew
&% Load driver :j Extend

8. Now the server copies all the files to the disk, amount the files from the
windows image, install features, updates, so it will take time and when finished it
will reboot.
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£E Windows Setup

Installing Windows

Status

4 Cepying Windows files
Getting files ready for installation (6%)
Installing features
Installing updates
Finishing up

4

9. After the reboot, type a complex password composed of (uppercase,
lowercase, symbols and numbers) and click on Finish button.

Press Ctrl+Alt+Delet

121

10. When the customization finished, now you’ll need to sign in, but first click on
the button that is composed of three buttons (ctrl+alt+del) shown in image
below or simply press Ctrl+Alt+Del and sign in to Windows Server.
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And that’s it, after you have signed in, your windows server installation is
completed like the shot below.
F = (@ File Edit View VM Tabs Help | || 3| iy = EI (5 Windows Server 2016

Administra...

Windows Server

Most used =

gE
R sniooing Tool % > o
Windows Windows
B - Server Manager  PowerShell PowerShell ISE
ain

s
&« & =
R search Windows
Administrativ..  TaskManager  Control Panel
 —

Ly settings

w

Event Viewer  Fle Explorer
B Windows Accessories

B Windows Administrative Tools
B Windows Ease of Access
B Windows Powershel

B Windows system

Points to Remember

e Windows server installation methods:

On Physical Machine, Clean Installation completely erases all existing data from the selected
partition or drive, deal for new installations or when you want to start with a fresh system
and Requires backing up any critical data before proceeding.
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1. Clean installation: The most common option for virtual machines, as it creates a
fresh installation of Windows Server on a new VHD file.
2. Upgrade: Only available if you are cloning an existing virtual machine with Windows
Server installed.
3. Consider your specific needs: Determine whether you need a clean installation or an
upgrade based on your goals and the existing configuration of your virtual machines.
e Steps of installing windows server in physical machine:
1. Insert a DVD or USB of Windows Server 2012 R2 into your system and start it.
2. Choose the language, time and currency format, keyboard or input method.
3. Click Install now
4 Choose the operating system you want to install
5. Click Custom : Install Windows only (advanced)
6. Create a new partition
7. Choose the drive other than Primary.
8. Upon reboot, provide an administrative password and click Finish
9: Login with your current password and start enjoying Windows Server 2012 R2 by press
Alt+Ctr+Del

&
‘! Practical Activity 1.3.3: performing network adapter configuration

-
ngs o Do
i w Task:

1: Referring to the key reading 1.3.2 As networking and internet technology trainee, you are
asked to go to the computer lab to lab to configure server network adapter.

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 1.3.3 and ask clarification where necessary

5: Perform the task provided in application of learning 1.3

Al

& Key readings 1.3.3: performing network adapter configuration

1. Physical Connection:

> Ethernet Cable: Ensure a secure connection between the server's
network port and a network switch or router.

> Fiber Optic Cable: Use a fiber optic cable for longer distances or higher
bandwidth requirements.

2. Access Network Settings:

e Method 1: Control Panel

oOpen the Control Panel.

0Go to Network and Internet.
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oClick Network and Sharing Center.

oClick Change adapter settings.

e Method 2: Settings App

oOpen the Settings app.

oGo to Network & Internet.

oClick Ethernet or Wi-Fi (depending on your connection).

How to configure network settings in Windows Server 2016

Configuring network settings is one of the first steps you will need to take on
Windows Server 2016. Whether you are using the GUI or Core version, changing
the IP address, Subnet Mask, Default Gateway, and DNS Servers can be done in
different ways depending on the case.

In today’s article, you will see how to change the basic IPv4 network settings for
your machine’s adapters using the GUI, PowerShell, SConfig, and command
prompt.

Configure network settings using the graphical user interface

Ok, the process is more than simple, but | mention it to make the article more
complete.

Right-click the network icon in the notification area, and then click Open Network

and Sharing Center.

Windows Server 2016 Datacenter Evaluation

Troubleshoot problems

Open Network and Sharing Center
| y uSE '

In the window that opens, click Change adapter settings to display the available

network adapters of the machine.

:;7_: Metwork and Sharing Center — [} =

4 5E <« MNetwork and In... » MNetwork and Sharing Center w | D Search Control Panel e

View your basic network information and set up connections
Control Panel Home

View your active networks

I Change adapter settings I

Change advanced sharing MNetwork Access type: Internet
settings Public network Connections: [ Ethernet0

L

Change your networking settings
diZ& Set up a new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access
point.

[==7 Troubleshoot problems

Diagnose and repair netwark problems, or get troubleshooting information.

Internet Opticons

Windows Firewall

Right-click the adapter you are about to change the IP settings and then
click Properties.

39| Windows Server Administration — Trainee Manual




i-’ Network Connections — O >=<

4 & <« Net... > Network... ~ & Search Network Connections

E - ™ @

b

aa

Organize Disable this network device >

: has EthernetD
e — Network

W |ntel(R) 82574L Gigd

¥ Disable
Status

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

¢e¢ @

Properties lk

1 item 1 item selected

Click Internet Protocol Version 4 (TCP / IPv4) and then the Properties button.

U EthernetD Properties x

Metworking

Connect using:

I? Intel(R) 825741 Gigabit Metwork Connection

This connection uses the following items:

&3 Client for Microsoft Networks A
":]? File and Printer Sharing for Microsoft Networls

3005 Packet Scheduler

il Intemet Protocol Version 4 (TCP/1Pwd)

2 Micrasoft LLDP Protocol Dri
4 Intemet Protocol Version & (TCP

N RE O R R R E

Install... Lninstall Properties

Description

Transmigsion Control Protocol/Intemet Protocal. The default
wide area networlk protocol that provides communication
across diverse interconnected networks.

QK Cancel

Here, enable Use the following IP address and enter the static IP addresses for the
server, subnet mask, default gateway and DNS servers.
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Internet Protocol Wersion 4 (TCP/1Pwd) Properties =
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IP address: [ 192 .18 . 1 . 100 |
Subnet mask: | 255 . 255 .255 . o0 |
Default gateway: [192.168 . 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DMNS server addresses:

Preferred DMS server: [ 192 .188. 1 . 10 |

Alternate DMNS server: | . . . |

[ validate settings upon exit P

Cancel

3. Network sharing and Discovery

Windows Server handles a protocol called Network Discovery. In fact, as its name
indicates, it allows you to see or find other computers and network devices.
Additionally, it allows other computers on the network to see the server.
However, the system may fail to detect other computers on the network. This
circumstance is burdensome since it can affect the normal development of the
system. Consequently, let’s see how to activate network discovery in Windows
Server 2019/2016

How to enable network detection in Windows Server 2019/2016.

Network discovery has three basic levels of configuration:

e Enable: This option allows the server to view other computers and devices on
the network. In addition, let others see the active server

o Disable: This option prevents both seeing other devices on the network and
others from seeing our server.

e Customized: With this option, we can adjust the settings associated with
network discovery in order to allow only some of them.

we will enable definitively the network detection in Windows Server 2019/2016.
Well, if you’ve come this far, it's because when you go to the file browser, the
network detection has generated an error. But don’t worry, let’s see how we can
fix this problem. First, it is necessary to enter the network settingsWindows
Server handles a protocol called Network Discovery. In fact, as its name indicates,
it allows you to see or find other computers and network devices. Additionally, it
allows other computers on the network to see the server. However, the system
may fail to detect other computers on the network. This circumstance is
burdensome since it can affect the normal development of the system.
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Consequently, let’'s see how to activate network discovery in Windows Server
2019/2016

How to enable network detection in Windows Server 2019/2016.

Network discovery has three basic levels of configuration:

e Enable: This option allows the server to view other computers and devices on
the network. In addition, let others see the active server

e Disable: This option prevents both seeing other devices on the network and
others from seeing our server.

e Customized: With this option, we can adjust the settings associated with
network discovery in order to allow only some of them.

In this opportunity, we will enable definitively the network detection in Windows
Server 2019/2016. Well, if you’ve come this far, it's because when you go to the
file browser, the network detection has generated an error. But don’t worry, let’s
see how we can fix this problem. First, it is necessary to enter the network
settings. With this in mind, follow the next path: Control Panel>Network and
Internet>Network and Sharing Center. Once there, please click on Change
advanced sharing settings.

5 Metwork and Sharing Center - a
4 % 5 Control Panel » Metwork and Intemet > Network and Sharing Center

View your basic network information and set up connections

View your active networks

osradar.com Accesstype  Intenet

Domain network Connections: | Ethe

Change your networking settings
<
Set up & broadband, dial-up, or VPN connection; or set up a router or access point

H

Disgnose snd repair network problems, o get troubleshooting information

Go to network settings
In the next window, display the Domain section. Once there, check the Enable
network detection box. Then click on Save changes.
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*4 Advanced sharing settings - =] X

? *& > Control Panel » Network and Intemet » Network and Sharing Center » Advanced sharing settings

Change sharing options for different network profiles

etwork profile for esch network you use. You can choose specific options for
Private
Guest or Public

Domain (current profile)

Network discovery
When network discovery is on, this computer can see other network computers and devices and is 1
2 visible to other network computers.
® Turn on network discovery
O Turm off network discovery

File and printer sharing

All Networks

) Save changes Cancel

Please turn on the network discovery.
Now, go to the file browser and verify that devices are detected on the network.

[ = | Network =] x

[ [ °

T > Network

Computer (2)
v # Quickaccess GmpUTe

I Desktop [a OSRADAR *a VBOXSVR
4 Downloads 3 .
Documents
&= Pictures
B This PC
v o Network
[ OSRADAR
B vBOXSVR

2items

Activate services to improve network detection.

It is our intention, that your Windows Server works in an optimal mode. Therefore,
we will give you some tips to ensure the optimal functioning of network discovery.
With that intention, it is necessary to activate some services. For them, from the
Dashboard go to Tools and from there select Services.
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T Server Manages

Miage  Took

|

board

§ Local Server
i All Servers
AD DS

& DNs

WELCOME TO SERVER MANAGER

QUICK START

W§ File and Storage Services b

WHAT'S NEW

ROLES AND SERVER GROUPS

[

Events

Services

=
[

Events

Services

lanageability

Events

Services

Active Directary Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADS! Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management

SCS! Initiator

Local Security Policy

Microsaft Azure Services

ODEC Data Sources (32-bit)
ODBC Data Sources {64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

Svstem Confiquration

Go to Services

Now locate a service called Function Discovery Resource Publication

4 Services

File Action View

|
Services (Local)

- o
Help
»muwn
. Services (Local)
Function Discovery Resource Name Description  Status  StartupType  Log On As
Publication € Diagnostic Service Host The Diagno. Manual Local Service
s iiee £ Diagnostic System Host The Diagno.. Running  Manual Local Sy
&) Distributed Link Tracking CL.. Mainta Manual Local Syste...
& Distributed Transaction Coo... Coordinates.. Running Automatic (D... Network ..
& DNS Client The DNS Cli. Running  Automatic (T.. Network S.
Descriptions £ DNS Server EnablesDN.. Running Automatic  Local Syste..
Publishes this computer and " 9 s
resources attached to this computer Gk Downloaded Maps Manager  Windows se... Automatic (D... Network S...
50 they can be discovered overthe (DS Role Server This service Manual Local Syste...
"“"“"’:' ¥this soen ‘I“’W*ds £ Embedded Mode The Embed... Manual (Trig... Local Syste...
ZS'JT.?» edand theywillnotbe . ‘ChEncrypting File System (EFS) ~ Provides th.. Manual (Trig... Loeal Syste..
discovered by other computers on ) Enterprise App Managemen... Enables ent. Manusl Local Syste...
the network. &) Bxtensible Authentication P...  The Extensi. Manual Local Syste...
€4 File Replication Synchronize. Disabled Local Syste..
Function Discovery Provide... The FDPHO.. Manual Local Service
Geolocation Service This service Menual (Trig.  Local Syste...
GraphicsPerfSve Graphics pe... Manual (Trig.. Local Syste...
€3 Group Policy Client Thesenice.. Running Automatic (T.. Local Syste..
L) Human Interface Device Ser... Activates an... Manual (Trig...  Local Syste...
Gl HV Host Service Provides an .. Manual (Trig..  Local Syste...
& Hyper-V Data Exchange Ser... Providesa . Manual (Trig...  Local Syste..
4 Hyper-V Guest Service Inter... Provides an . Manual (Trig. Local Syste
£ Hyper-V Guest Shutdown S... Provides a . Manusl (Trig... Local Syste...

Extended /[ Standard /

Hyper-V Heartbeat Service

Monitors th..

Manual

Trig...

Local Syste...

Then double-click on the service. Now
Finally, click on OK.

in the Startup Type, set it to Automatic.
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Function Discovery Resource Publication Properties (Local Comput.. X

General LogOn Recovery Dependencies

1 Service name: FOResPub
| Display name: Function Discovery Resource Publication
Description: Publishes this computer and resources attachedto s
his computer so they can be discovered overthe w
stuwimrds K this sarmdima is obemmad metusrds
1

Path to executable:
C:\Windows system 32 svchost exe 4 LocalServiceAndMolmpersonation p

| Startup type: Automatic o

Service status:  Running —
Start Stop Pause Fesume

fou can specify the start parameters that apply when you start the service
from here.

Start pararneters:

2 '* Carcd_| [ Poty

Sets the startup type to Automatic
Now locate a service called SSDP Discovery.

Services = =}

File Action View Help

o mBEcz Bml »enn

Services(Local) | |1 Services (Local)
SSDP Discovery Name Description  Status Startup Type  Log On As
£ Routing and Remote Access  Offers routi.. Disabled Local Syste...
&i‘;ﬂ::ﬂwmh ddeicessnd  ChRPC Endpoint Mapper ResohesRP.. Running Automatic  NetworkS..
services that use the SSOP discovery Gk Secondary Logon Enables star... Manual Local Syste...
protocol, such as UPnP devices. Also & Secure Socket Tunneling Pr... Providessu.. Running Manual Local Service
announces SSOP devices and sevices ) Security Accounts Manager  Thestartup .. Running  Automatic Local Syste...
funning on the local computer, Kthis g c.p. o oty Service Delivers dat.. Manual (Trig-.  Local Syste..
senvice is stopped, SSOP-based
devices will not be discovered. Ifthis "4 Sensor Monitoring Service  Monitors va... Manual (Trig...  Local Service
service is disabled, any services that (£, Sensor Service A senvice fo.. Manual (Trig...  Local Syste...
explicitly depend on it will failto start. (&) caryer Supportsfil. Running Automatic (T... Local Syste..
), Shared PC Account Manager Manages pr... Disabled Local Syste...
G Shell Hordware Detection ~ Providesno..  Running  Automatic  Local Syste...
£ Smart Card Manages ac... Manual (Trig... Local Service
Gl Smart Card Device Enumera... Creates soft... Manual (Trig. Local Syste...
£ Smart Card Removal Policy  Allows the s.. Manusl Local Syste...
£ SNMP Trap Receives tra... Manual Local Service
G Software Protection Enables the ... Automatic (D... Network S.
£l Special Administration Con... Allows ad... Manual Local Syste...
& Spot Verifier Verifies pote... Manual (Tng...  Local Syste...
-—4 #Y550P Discovery Disabled Local Service
£ State Repository Service  Providesre.. Running Manual Local Syste...
Gl Stll Image Acquisition Events Launches a... Manual Local Syste...
) Storage Senvice Provides en.. Running Manusl (Trig-. Local Syste..
£) Storage Tiers Management  Optimizest... Manual Local Syste...
& sysMain Maintains a.. Running Automatic Local Syste

Extended / Standard /

Next double-click on the service. Now in the Startup Type, set it to Automatic.
Finally, click on OK.
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550P Discovery Properties (Local Computer) et

General LogOn  Recovery Dependencies

Service name: SS5DPSRY
Display name: S50F Discovery

Descrintion: Discovers networked devices and services that use s
escription he 550F discovery protocol, such as LUPnP

cvsimae  Alon armmoncas SEMNP Aavicae and

W

Path to executable:
C:\Windows system 32 svchost exe 4 Local ServiceAndMolmpersonation

Startup type: Automatic e

Service status:  Stopped
Start Stop Pause Fesume

ou can specify the start parameters that apply when you start the service
from here.

Ctart parameters:

o | [ ot

Sets the startup type to Automatic

Then locate a service called UPnP Device Host.

Services - =] x
File Action View Help
= m ad= Hml »=numwp
Services (Local) | [T21 Services (Local
UPnP Device Host Name Description  Status Startup Type  Log On As

this computer, I this service is This service . Running  Automatic (D... Local Syste.
stopped, any hosted UPnP devices
will stop functioning and no
sdditionsl hosted devices can be

£), Update Orchestrator Service  Manages W... Running _ Automatic (D... Local Syste
Description: a e
Allows UPnP devices to be hosted on 4

Provides ap. Manual Local Syste.
Handles sto... Manual Local Syste...
e Experience Virtualizatio... Provides su Disabled Local Syste...
ser Manager UserManag... Running  Automatic (T... Local Syste...

added. If this service is disabled, any
services that explicitly depend on it

will il to start User Profile Service This service .. Running  Automatic Local Syste...
Virtual Disk Provides m. Manual Local Syste...

£ VirtualBox Guest Additions .. Manages V... Running  Automatic Local Syste

&k Volume Shadow Copy Manages an. Manual Local Syste.
&) WalletService Hosts objec... Manual Local Syste...
Ch Warp)TSve Provides a I Manual (Trig...  Local Service
£l Web Account Manager This senvice .. Running Local Syste...
Windows Audio Manages su. Local Service
Windows Audio Endpoint B... Manages au. Local Syste...
Windows Biometric Service  The Windo... Manual (Trig..  Local Syste...
Windows Camera Frame Se... Enables mul.. Manual (Trig.  Local Service

indows Connection Mana... Makes auto... Running  Automatic (T... Local Service
Windows Defender Advanc... Windows D. Manual Local Syste

Windows Defender Antiviru... Helps guard.. Running  Manual Local Service
Windows Defender Antiviru... Helps prote... Running  Automatic Local Syste...
indows Defender Firewall ~ Windows D.. Running  Automatic Local Service

&} Windows Encryption Provid... Windows E... Manual (Trig...  Local Service

Extended [ Standard

Next double-click on the service. Now in the Startup Type, set it to Automatic.
Finally, click on OK.
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UPnP Device Host Properties (Local Computer) et

General |ogOn Recovery Dependencies

Service name: upnphost

Display name: UPnP Device Host

Descrintion: Alows LIPRP devices to be hosted on this computer.
escription if this service is stopped, any hosted UPRP devices

will et Fometiamina and mn adddicnsl haotad

Path to executable:
C:\Windows system 32 svchost exe 4 Local ServiceAndMolmpersonation p

W

Startup type: Automatic i

Service status: Stopped
Start Stop Pause Fesume

fou can specify the start parameters that apply when you start the service
from here.

Cancel Apply

Internet>Network and Sharing Center. Once there, please click on Change
advanced sharing settings.

5 Metwork and Sharing Center

4 % » ControlPanel » Metwork and Internet » Metwerk and Sharing Center

- View your basic network information and set up connections
Control Panel Home !

View your active networks
Change adapter settings

Change advanced sharing csradat.com Accesstype Intemet

settings Domain network Connections: § Ethemet
Change your networking settings
il Set up a new connection or net
=

Set up 8 braadband, dial-up, or VPN connection; or set up & router or aceess point

Diagnose and repair netwerk problems, or get troubleshooting information.

ntermet Options

Windows Defender Firewall

Go to network settings

In the next window, display the Domain section. Once there, check the Enable
network detection box. Then click on Save changes.
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*4 Advanced sharing settings

? *& > ControlPanel » Network and Intemet » Network and Sharing Center » Advanced sharing settings

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile
Private

Guest or Public

Domain (current profile)

Network discovery
When network discovery is on, this computer can see other network computers and devices and is 1
isible to other computers.

2 i v rk
@ Turn on network discovery

Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can

be accessed by people on the network

5 Save changes Cancel

® Tum on file and printer sharing
Turn off file and printer sharing

All Networks

Please turn on the network discovery. Now, go to the file browser and verify that
devices are detected on the network.

o = | Network - a0 X

U]
+ ¥+ Network g

Computer (2)
v Quickaccess '

I Desktop Q OSRADAR [_\a VBOXSVR
& Downloads 3 4
Documents
&) Pictures
9 This PC
v o Network
[ O3RADAR
[ veOXsvR

2items

Activate services to improve network detection.
It is our intention, that your Windows Server works in an optimal mode. Therefore,
we will give you some tips to ensure the optimal functioning of network discovery.

With that intention, it is necessary to activate some services. For them, from the
Dashboard go to Tools and from there select Services.
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i Server Manages

| I' Me.age Took View  Help

Active Directory Administrative Center

Retive Directory Domains snd Trusts

Active Directory Module for Windows PowerShell
Aetive Directory Sites and Servieas

WELCOME TO SERVER MANAGER

I Local Server

Active Directary Users and Computers
ADSI Edit

i A servers
iil a0Ds

& DNs QUICK START Component Services

Camputer Management

B} File and Storage Services b Defragment and Optimize Drives

Disk Cleanup
DHS

Create a server group Event Viewer

WHAT'S NEW

Group Policy Management
3 LOonnect this Server 1o cloua services 1SCS Initiatar
Lacal Security Policy
LEARN MORE Microsaft Azure Services
ODBC Data Sources (32-bif)
2 (ODBC Data Sources [fd-bit)

ROLES AND SERVER GROUPS
S— Performance Monitor

Print Management
Recovery Drive
Registry Editor

[4)

-}
. Manageability . Manageability Manageability

Events Events Events |

Resource Monitor

Services
) System Confiquration
Services Services Services v

Go to Services
Now locate a service called Function Discovery Resource Publication

4 Senvices - 0 X
File Action View Help

émBez Bmronn

J Services (Local) |« Senices (Local)
Function Discovery Resource Name . Descripion ~ Status ~ Statup Type  LogOnAs

Publcation L Diagnostic Service Host The Diagno... Manual Local Service
4 Diagnostic System Host The Diagno.. Running  Manual Local Syste..

Stop the senvice

the service & Ontnbuted Link Tracking Cl... Maintains k.. Manual Local Syste...
£ Distributed Transaction Coo.. Coordinates.. Running  Automatic (0. Network ..
L4 ONS Client TheDNSCli.. Running  Automatic (T.. NetworkS..
Description: .
Publishes this computer and ) DNS Server EnsblesDN.. Running Automatic  Local Syste..
resources attached to this computer s Downloaded Maps Manager  Windows se.. Automatic (0., Network S..,
50 they can be discovered overthe (G 0S Role Server This service .. Manual Local Syste..
network, Ifthissenvice is stopped, & erheded Mode The Embed.. Manual (Trig.. Local Syste..
network resources will no longerbe .
published and they wilnot be L) Encrypting File System (EFS)  Provides th... Manual (Trig...  Local Syste..
discovered by other computers on G Enterprise App Managemen.., Enables ent.. Manual Local Syste..
the network. &) Bxtensible Authentication P... The Extensi.. Manual Local Syste.,
LiFile Replication Synchronize... Disabled Local Syste..
£ Function Discovery Provide... The FOPHO.. Manual Local Service

3 Function Dis

Publishes th... Running  Manual (Trg...

G Geolocation Senvice This service .. Manual (Trig... - Local Syste..
& GraphicsPerfSve Graphics pe.. Manual (Trig... ~ Local Syste..
£ Group Policy Client Theservice.. Running  Automatic (T.. Local Syste...
£ Human Interface Device Ser... Activates an... Manual (Trig... ~ Local Syste..
G HV Host Service Provides an .. Manual (Trig... Local Syste...
& Hyper-V Data Exchange Ser.. Providesa . Manual (Trig... - Local Syste..
{4 Hyper-V Guest Service Inter... Provides an .. Manual (Trig., Local Syste..
& Hyper-V Guest Shutdown 5... Provides a .. Manual (Trig.. ~ Local Syste..
Gk Hyper-V Heartbeat Service  Monitors th.. Manual (Trig... Local Syste...

Extended /Standard / i

Then double-click on the service. Now in the Startup Type, set it to Automatic.
Finally, click on OK.
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Function Discovery Resource Publication Properties (Local Comput... X

General logOn Recovery Dependencies

Service name: FDResPub
| Display name: Function Discovery Resource Publication
Description: Publishes this computer and resources attachedto &
his computer so they can be discovered aver the
sty K thic cardira i obrnmad  metusrds
!

Path to executable:
CWindows'system 32 avchost exe 4 LocalServiceAndMolmpersonation

| Startup type: Automatic ~

1—

Service status:  Running —

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

2 '* Cancel Aosly

Sets the startup type to Automatic

Now locate a service called SSDP Discovery.

Services - o X
File Action View Help
anlm g 3 mireup

Services (Local) | <1 Services (Local)

SSDP Discovery Name Description  Status Startup Type  Log On As A
{hRouting and Remote Access  Offers routi. Dissbled  Local Syte..

gi‘;m:ﬁwom ddeicesnd  CHRPC Endpoint Mapper ResobvesRP.. Running Automatic  NetworkS..

senicesthatuse the SOP discovery G Secondary Logon Enablesstar. Manual LocalSyste..

protocol,such as UPnP devices, Alio i Secure Socket Tunneling P Provides su.. Runing  Manual Local Service

anncunces SSDP devices and services

&) Secuity Accounts Manager  Thestatup .. Running  Automatic  Local Syste..
running on the local computer f this

service s stopped, SS0P-based ) Sensor Data Senvice Delivers dat. Manusl (Trig..  Local Syste...
devices will not be discovered. If this 4k Sensor Monitoring Service  Monitors va. Manual (Trig...  Local Service
senvice is disabled, any servicesthat (€, Sensor Service Asenicefo Manual (Trig...  Local Syste...
explicity depend on R wil failto stat. (8} Gurver Supportsfil.. Running  Automatic (T... Local Syste...
) Shared PC Account Manager Manages pr.. Disabled Local Syste..
G Shell Hardware Detection  Provides no... Running  Automatic Local Syste...
) Smart Card Manages ac.. Manual (Trig... - Local Sesvice
G Smat Card Device Enumena... Creates soft. Manual (Trig...  Local Syste...
G Smart Card Removal Policy ~ Allows the s.. Manual Local Syste...
&l SNMP Trap Receives tra., Manual Local Service
&l Software Protection Enables the Automatic (D... Network .
Gl Special Administration Con... Allows adm. Manual Local Syste...
£ Spot Verdies Verifies pote.. Manual (Trig...  Local Syste...
4 1SS0P Discovery Discovers n. Local Service
£ State Repository Service  Providesre.. Running  Manual Local Syste
G Still Image Acquisition Events Launches .. Manual Local Syste..
) Storage Service Providesen.. Running  Manusl (Trig-. ~Locsl Syste..
&) Storage Tiers Management  Optimizes . Manual Local Syste..
& sysMain Maintainsa.. Running Automatic  Local Syste. il

Extended /, Standard

Next double-click on the service. Now in the Startup Type, set it to Automatic.
Finally, click on OK.
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550P Discovery Properties (Local Computer) et

General LogOn  Recovery Dependencies

Service name: SS5DPSRY
Display name: S50F Discovery

Descrintion: Discovers networked devices and services that use s
escription he 550F discovery protocol, such as LUPnP

cvsimae  Alon armmoncas SEMNP Aavicae and

W

Path to executable:
C:\Windows system 32 svchost exe 4 Local ServiceAndMolmpersonation

Startup type: Automatic e

Service status:  Stopped
Start Stop Pause Fesume

ou can specify the start parameters that apply when you start the service
from here.

Ctart parameters:

o | [ ot

Sets the startup type to Automatic
Then locate a service called UPnP Device Host.

Senvices = 8 X
File Action View Help
e m dxEm »ennp

Senvices (local) | 101" Gervices Local)

UPnP Device Host Name Description ~ Status ~ StatupType  Log OnAs A
) Update Orchestrator Service  Manages W.. Running  Automatic (D... Local Syste..
gﬁ:i"‘s“s::“mmmemmn #1U0np Device Host Allows UPn Disabled Local Senvice
this computer ths service s G User Access Logging Service  This service .. Running  Automatic (0... Local Syste...
stopped, any hosted UPnP devices & User Data Access 38271 Provides ap.. Manual Local Syste.
will stop functioning and no & User Data Storage 3827 Handles sto. Manual Local Syste...
:::::';,‘::;’::‘::;‘::;;:‘W ) Use Experience Vitualizato... Provides su.. Dissbled  Local Syste..
senvices that explictly depend onit. 4 User Manager UserManag.. Running  Automatic (T.. Local Syste..
will fail to start. & User Profile Senvice This service . Running ~ Automatic Local Syste..
{4 Vitual Disk Provides m. Manual Local Syste...
G VitualBox Guest Additions .. ManagesV.. Running  Automatic Local Syste...
G Volume Shadow Copy Manages an Manual Local Syste...
G Walletservice Hosts objec.. Manual Local Syste...
Gy WarpITsve Provides a . Manual (Trig...  Local Service
) Web Account Manager This service .. Running  Manual Local Syste...
Windows Audio Manages su Manual Local Service
& Windows Audio Endpoint B... Manages au. Manual Local Syste
G Windows Biometric Senvice  The Windo. Manual (Tig... Local Syste..
& Windows Camera Frame Se... Enables mul. Manual (Trig...  Local Sesvice
& Windows Connection Mana... Makes auto... Running  Automatic (T... Local Service
G Windows Defender Advanc... WindowsD. Manual Local Syste...
G Windows Defender Antiviru.. Helps guard... Running  Manual Local Sesvice
£l Windows Defender Antiviru.. Helps prote.. Running  Automatic  Local Syste
Gl Windows Defender Firewall  Windows D Running  Automatic  Local Service

{ Windows Encryption Provid... Windows £ Manual (Tig... Local Service

Extended /\ Standard

Next double-click on the service. Now in the Startup Type, set it to Automatic.
Finally, click on OK.
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UPNnP Device Host Properties (Local Computer) =

General Log On Recovery Dependencies

Service name: upnphost
Display name: LUPNFP Device Host
D intion - Wllows LIPNFP devices to be hosted on this computer.
=scnption If this service is stopped, arny hosted UPRP devices -
hasill et F1amtimmine amd me add#ian sl hackad

Path to executable:
CoWindowshsystem 32 swchost .exe + Local ServiceAnd Molmpersonation

Startup type: Automatic et
Service status: Stopped

You can specify the start parameters that apply when you start the service

fram here.

Cancel Apply

4. Assign an IP Address:

> Static IP Address (DHCP):

e Right-click on the network adapter and select Properties.

¢ Double-click on Internet Protocol Version 4 (TCP/IPv4).

e Select Use the following IP address.

e Enter the IP address, subnet mask, default gateway, and preferred DNS server
addresses.

e Click OK.

> Dynamic IP Address (DHCP):

e Right-click on the network adapter and select Properties.

e Double-click on Internet Protocol Version 4 (TCP/IPv4).

e Select Obtain an IP address automatically and Obtain DNS server address
automatically.

o Click OK.

5.Firewall and Security

Prerequisites

e Deploy a Windows Server 2019 Instance on Vultr

e A Remote Desktop Connection App

Establish a connection to your server by logging in through any remote desktop
app or click the console on your Vultr dashboard to access your server. After you
connect, you can start configuring your Windows server 2019 firewall rules.

Turn Windows Firewall ON

By default, Windows Defender Firewall is turned on, but in any case, you should
confirm the current status and turn on firewall. To do this, click the tools node
under server manager and select Windows Defender Firewall with Advanced
Security from the drop down list.
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P

Component Services

-|

rer

ige

Computer Management
Defragment and Optimize Drives

Disk Cleanup

Event Viewer

Internet Information Services (1IS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

D i with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

1d services
1 B Local Server 1 HE An Si‘
@ Manageability @ Mani
Events Even|
Services Servi|
Performance Perfq
BPA results

From the

BPA results

open group policy management window, check the current status of

Windows Firewall profiles if it is set to ON; otherwise, click the Windows Defender

Firewall properties option and turn the service on per profile.

0 Windows Defender Firewall with Advanced Security
File Action View Help

<= |m HE

3 Inbound Rules
&3 Outbound Rules

¥4 Connection Security Rules
%, Monitoring

- AUV E R AR Windows Defender Firewall with Advanced Security on Local Computer

ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows computers. &

Actions

A~ | Windows Defender Firewall with Advance... &
%] Import Policy...

4| Export Policy...

Overview
Domain Profile

& Windows Defender Firewall is on

© Inbound connections that do not match a ule are blocked
@ Outbound connections that do not match a rule are allowed.

Private Profile

& Windows Defender Firewall is on

© Inbound connections that do not match a rule are blocked.
@ outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Defender Firewall is on

© Inbound connections that do not match a rule are blocked.
@ outbound connections that do not match a rule are allowed.

3 Windows Defender Firewall Properties |

Restore Default Policy
Diagnose / Repair
View 4
G| Refresh
Properties

Help

Getting Started

Auth = o B

protected by using Intemet Protocol securty (IPsec).

B3 Connection Security Rules

View and create firewall rules

blocks them.

Create connection security rules to specify how and when connections between computers are authenticated and

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection
it is authenticated. or if it comes from an authorized user. group. or computer. By default. inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule

v
>

firewall Rules

Windows Firewall rules allow you to either permit or block specific incoming and

outgoing network packets on your server. You can choose multiple parameters for

each inbound or outbound rule. A rule can consist of a TCP or UDP port, program

name, service, or a protocol to filter for every server profile.

Windows server profiles are

grouped

into, Domain, Private and

Public. Domain represents your server's connection to a corporate domain

53| Windows Server Administration — Trainee Manual




network, Private applies to your home or workplace network connection,
and Public represents non-secure public network locations.

Open an Inbound Port (Incoming connections)

Launch windows defender firewall from the tools sub-menu under server
manager. Then, select Inbound Rules on the left panel of the Firewall console.

A list of current rules will be displayed. Now, on the left Inbound Rules sub-menu
under actions, click New Rule.

Define your TCP or UDP port rule.

& New Inbound Rule Wizard >

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

(@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

e Allow the connection will allow incoming connections to the specified server
port

e Allow the connection if it is secure will authenticate with IP security and either
deny or allow the connection. For example, https connections will be allowed
and http blocked.

® Block the connection will block all incoming connections to your server through
the specified port

In this case, choose Allow the connection to open the port.

Click Next to assign the new rule to one or more profiles. You can select between
Domain, Private, and Public, or choose all to apply the firewall rule on multiple
profiles.

Next, give your new firewall rule a custom name and description for easy
identification. Then, Click finish to enable the new rule. Your new Inbound
(Incoming) port rule will be enabled, and all connections to the server that match
the port will be accepted.

Open an Outbound Port (Outgoing connection)

From the Windows Defender Firewall console, click Outbound Rules on the left
pane, and a list of available outgoing connection rules will be displayed.
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Now, click New Rule on the right pane under the outbound rules node.
In the new outbound rule wizard, select Port as the rule type and click Next.

P

4
File Action View Help
== = HE
>
# Windows Defender Firewall wit| [l narr L Actions
Inb: d Ruls ™ =
E3 Inbound Rules Name Group Profile  Enabled A ~ || Outbound Rules -
% Outbound Rules
B Conneon Security Rules || @ Allloyn Router (TCP-Out) AllJoyn Router Domai... Ves A &% NewRule..
% Monitding € Alloyn Router (UDP-Out) AllJoyn Router Domai... Yes Al W Filter by Profile >
BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... All No A
»
@ New Outbound Rule Wizard <
»
>

Rule Type
Select the type of firewall rule to create

Steps:
@ Rule Type What type of rule would you like to create?
@ Program
@ Action
@ Profile Rule that controls connections for a program.
@ Name O Port
Rule that controls connections for a TCP or UDP port.
/ O Predefined:

Alldoyn Router
Rule that controls connections for a Windows experience. |

O Custom

Custom rule.

Cancel

<

New Rule...

Now, let's choose whether the new rule applies to a TCP or UDP port. Then,
select specific remote ports and enter the target server port number; you can
enter a range of ports, a single port, or multiple different ports you intend to

open.
P New Outbound Rule Wizard >

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
> Fhide- Type Does this rule apply to TCP or UDP?
» Protocol and Ports @® TCP

@ Action O uDP

@ Profile

@ Name

Does this rule apply to all remote ports or specific remote ports?

O All remote ports
@ Specific remote ports: |5s71
Example: 80. 443, 5000-5010

<8k Caneei

Next, on the Action page, select Allow the connection, then click next to select the
server profile on which the rule should be enabled.

Give the new outbound rule a name and description that uniquely describes it.
Then, click Finish to enable the outbound rule for the target port to be open on all
selected server profiles.
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# Windows Defender Firewall with Advanced Security - [m] X

File Action View Help

M Inbovnd Fule Name Group . Profile  Enabled  ~ || Outbound Rules -
3 Outbound Rules
By Connection Security Rules || & ElTIN ISR All Yes &8 NewRule...
%, Monitoring & Aloyn Router (TCP-Out) Alloyn Router Domai... Yes T Filter by Profile »
€ Allloyn Router (UDP-Out) Allloyn Router Domai... Yes
BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... All No W Filter by State 14
BranchCache Hosted Cache Client (HTT... BranchCache - Hosted Cach... All No Y Filter by Group 4
BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... All No View »
BranchCache Peer Discovery (WSD-Out)  BranchCache - Peer Discove... All No B ean
| € Captive Portal Flow Captive Portal Flow All Yes o
& Captive Portal Flow Captive Portal Flow All Yes = ExportList...
€ Cast to Device functionality (qWave-TCP... Cast to Device functionality ~ Private.. Yes Help
@ Cast to Device functionality (qWave-UDP... Castto Device functionality ~ Private... VYes
€ Cast to Device streaming server (RTP-Stre... Cast to Device functionality =~ Domain  Yes Enable SMTP Connections A
€ Cast to Device streaming server (RTP-Stre... Cast to Device functionality ~ Private  Yes & Disable Rule
@ Cast to Device streaming server (RTP-Stre... Cast to Device functionality ~ Public  Yes ¥ cut
@ Core Networking - DNS (UDP-Out) Core Networking Al Yes “
€ Core Networking - Dynamic Host Config... Core Networking All Yes 5 (Copy
& Core Networking - Dynamic Host Config... Core Networking All Yes K Delete
€ Core Networking - Group Policy (LSASS-... Core Networking Domain  Yes B Properties
@ Core Networking - Group Policy (NP-Out) Core Networking Domain  Yes B Hep
€ Core Networking - Group Policy (TCP-Out) Core Networking Domain  Yes
@ Core Networking - Internet Group Mana... Core Networking All Yes
@ Core Networking - IPHTTPS (TCP-Out) Core Networking All Yes
@ Core Networking - IPv6 (IPv6-Out) Core Networking All Yes
| # Core Networking - Multicast Listener Do... Core Networking All Yes
& Core Networking - Multicast Listener Qu... Core Networking All Yes
€ Core Networking - Multicast Listener Rep... Core Networking All Yes
& Core Networking - Multicast Listener Rep... Core Networking All Yes
€ Core Networking - Neighbor Discovery A... Core Networking All Yes
@ Core Networking - Neighbor Discovery S... Core Networking All Yes
@ Core Networking - Packet Too Big (ICMP... Core Networking All Yes
@ Core Networking - Parameter Problem (l... Core Networking All Yes
®B oo Nabainckinn - Rosdar Advarticamant  Cara Mahans Line An Ver ¥
< > ‘ < >

6. Test Network Connectivity:

¢ Ping Test: Open a command prompt. Type ping IP address (replace IP address)
with the IP address of a device on the network).

e Web Browser: Open a web browser and try to access websites.

o Remote Desktop: Use Remote Desktop to connect to the server remotely.

Points to Remember

e Network discovery has three basic levels of configuration:
o Enable
o Disable
o Customized
e Assign an IP Address to server:
» Static IP Address (DHCP):
e Right-click on the network adapter and select Properties.
e Double-click on Internet Protocol Version 4 (TCP/IPv4).
e Select Use the following IP address.
e Enter the IP address, subnet mask, default gateway, and preferred DNS server
addresses.
e Click OK.
» Dynamic IP Address (DHCP):
e Right-click on the network adapter and select Properties.
e Double-click on Internet Protocol Version 4 (TCP/IPv4).
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e Select Obtain an IP address automatically and Obtain DNS server address
automatically.
e Click OK.

@2
‘! Practical Activity 1.3.4: Updating Server drivers and services

= ,ﬂfo
?W 1 Task:

1: Referring to the key reading 1.3.3 As networking and internet technology trainee, you are
asked to go to the computer lab to lab update server drivers and services.

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 1.3.4 and ask clarification where necessary

5: Perform the task provided in application of learning 1.3 in their manuals.

Al

& Key readings 1.3.4: Updating Server drivers and services

1. Get the drivers installed

Methods for Updating Server Drivers

1.1 Using Windows Update

This is the simplest method and ensures that you receive the latest drivers
automatically.

oPress the Windows key + | to open Settings.

oClick on Update & Security.

oSelect Windows Update from the sidebar.

oClick on Check for updates. If any driver updates are available, they will be
downloaded and installed automatically.

1.2. Manually Updating via Device Manager

For more control over which drivers to update, use Device Manager.

Steps:

oOpen Device Manager by right-clicking the Start button and selecting it.

oExpand the category of the device you want to update.

oRight-click on the specific device and select Update driver.

oChoose Search automatically for updated driver software. Follow the prompts if
newer drivers are found.

1.3. Downloading from Manufacturer’s Websites

This method ensures you get the most specific and up-to-date drivers directly from
the source.

Identify the model number of your hardware component.

oVisit the manufacturer’s official support page.
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oLook for a section titled “Drivers” or “Downloads”.

oDownload the appropriate driver for your operating system version and
hardware model.

oRun the installer, checking release notes for improvements or fixes.

1.4. Using Automatic Driver Update Tools

These tools can simplify the process by scanning your system for outdated drivers
and providing one-click solutions to update them.

1. Installation of services

To install services in Windows Server using the graphical user interface (GUI),
follow these steps:

Steps to Install Services via GUI in Windows Server

Step 1:Open Server Manager>>Click on the Start menu. Select Server Manager from the
list of applications.

Step 2:Access the Add Roles and Features Wizard: In the Server Manager dashboard,
click on Manage in the top right corner. Select Add Roles and Features from the
dropdown menu.

Step 3:Navigate Through the Wizard: On the Before you begin page, read any
prerequisites and click Next.

Step 4:Select Installation Type: Choose Role-based or feature-based installation to
install roles or features on a local server. Click Next.

Step 5:Select Destination Server: Choose the server from the server pool where you
want to install the service. Click Next.

Step 6:Select Server Roles: On the Select server roles page, check the box next to the
roles you want to install. Click Next.

Step 7:Select Features: On the Select features page, you can choose additional features
that may be required for your service. Click Next.

Step 8:Confirm Installation Selections: Review your selections on the confirmation page.
Click on Install to begin the installation process.

Step 9:Installation Progress, Monitor the installation progress. Once completed, you will
see a confirmation message.

Step 10: 10. Verify Installation, after installation, you can verify that your service is
installed by going back to the Server Manager dashboard.

P
i
- oints to Remember

e Steps to Install Services via GUI in Windows Server
a. Open Server Manager
b. Select Add Roles and Features from the dropdown menu.
c. Onthe Before you begin page, read any prerequisites and click Next.
d. Select Installation Type
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Select Destination Server
Select Server Roles
Select Features if is needed

> @ S~ oo

Confirm Installation Selections
i. Installation Progress
j- Verify Installation

e While you are performing manually update via device manager consider the
following steps:
1. Open Device Manager by right clicking the Start button and selecting it.
2. Expand the category of the device you want to update.
3. Right-click on the specific device and select Update driver.
4. Choose Search automatically for updated driver software. Follow the prompts if
newer drivers are found.
e

Suppose that your school needs to implement server based on windows server as a trainee

Application of learning 1.3.

in networking and Internet Technology you are required for installing windows sever
operating system and perform network adapter configuration.
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= . N V o
ﬂ g==1_Learning outcome 1 end assessment
)

Written assessment

Multiple choice questions: Circle the letter corresponding to the correct answer:
I.  Which of the following is NOT a type of virtualization?
a) Storage Virtualization
b) Network Virtualization
c) Application Virtualization
d) Directory Virtualization
II.  Whatis the role of a guest operating system in virtualization?
a) To act as the primary server OS
b) To run independently of any virtual environment
c) To run on top of a virtual machine managed by the hypervisor
d) To replace the physical machine’s hardware
[Il.  Which of the following is an advantage of virtualization?
a) Reducing the number of physical servers
b) Slower resource allocation
c) Increased power consumption
d) Increased hardware dependency
IV.  Which of the following is a client-side operating system?
a) Hyper-V
b) Network OS
c) Standalone
V.  Whatis Hyper-V used for?
b) Network management
c) Virtualization
d) File storage
e) Web hosting

Practical assessment

Suppose that your school needs to implement server based on windows server as a trainee
in networking and Internet Technology you are required for selecting, installing windows
sever operating system and perform network adapter configuration.
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Indicative contents

2.1 Installation of Active Directory Domain Services
2.2 Configuration of Active Directory

2.3 Joining client Computer to the domain

2.4 Management of GPO

2.5 Deployment of Mail Exchange Server

Key Competencies for Learning Outcome 2: Deploy Active Directory Services

Knowledge Skills Attitudes
e Describe active e Installing Active e Having self-
directory concepts Directory Domain motivation

e Description of
Group policy
object

Services (AD DS)

Promoting th
Server to
Domain
Controller

Post-Installation
Configuration

e
a

e Being analytical
and details
oriented
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Duration: 20 hrs

9

Learning outcome 2 objectives:
By the end of the learning outcome, the trainees will be able to:

1. Install properly Active Directory Domain Services as used in windows server
Configure correctly Active Directory Domain Services based on windows server
Manage properly GPO settings in server machine based on windows server
Deploy properly of Mail Exchange Server used in windows server

e W

Join properly client to the domain as used in windows server

T"_.ﬁ"
Resources

Equipment Tools Materials
e Projector Modem e Electricity
e Computer Router e Data Cables
e UPS VMware e Internet

Workstation

e Windows server
2016 OS

e Windows client OS

e Bootable device

software
e DVD
e USB
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@ Indicative content 2.1: Installation of Active Directory Domain Services
\/ Duration: 5 hrs

e e
O@ Theoretical Activity 2.1.1: Definition of active directory concepts
R

__aP
Things to Do
. w Tasks:

1: Answer the following questions:

I.  What do you understand by the following terms as used in windows server?

a) Active Directory(AD)

b) Domain Controller (DC)

¢) Organizational Unit (OU)

d) Global Catalog (GC)

e) Group Policy Object(GPO)

f) Active Directory Domain Service(ADDS)
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 2.1.1 in their manuals.

@
>
Key readings 2.1.1.: Definition of active directory concepts

1.Definition

1.1. Active Directory (AD)

. A directory service developed by Microsoft for Windows domain
networks.

. It acts as a central database that stores information about network

resources, users, and computers.

. AD provides authentication, authorization, and management of network
resources.

1.2. Domain Controller (DC)

. A server running Active Directory Domain Services (AD DS).

. DCs are responsible for authenticating and authorizing users and
computers within a domain.

. They store and replicate the Active Directory database.

1.3. Organizational Unit (OU)

. A container within Active Directory used to organize objects like users,

computers, and other OUs.
. OUs help manage and delegate administrative control over groups of
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objects.

. They can be nested within each other to create a hierarchical structure.
1.4. Global Catalog (GC)

. A special type of domain controller that stores a partial copy of every
object in the Active Directory Forest.

. GCs enable users to search for objects across multiple domains.

. They are essential for large-scale Active Directory deployments.

1.5. Group Policy Object (GPO)

. A collection of settings that can be applied to user accounts and

computers within Active Directory.

. GPOs are used to enforce security policies, configure software settings,

and manage user preferences.

. They provide a centralized way to manage user and computer

configurations.
1.6. Active Directory Domain Services (AD DS)

. The core service that provides the directory service functionality of Active
Directory.

. AD DS is responsible for storing and managing information about objects
in the Active Directory database.

. It enables authentication, authorization, and other directory-based
services.

@ I~
Gﬁlrﬁ Theoretical Activity 2.1.2: Description of active directory concepts

AR
-

Things 1o Do
: Tasks:

———

1: Answer the following questions related to active directory concepts:
i. Define the following terms as used in windows server:
a) Domain
b) Forest
c) Tree
d) Trust Relationship
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 2.1.2
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& Key readings 2.1.2.: Description of active directory concepts
1.Definition
1.1. Domain

e A logical grouping of users, computers, and other objects that share a common
database and security policies.

e Each domain has its own security boundary and is managed independently.

e Domains are the fundamental building blocks of Active Directory.
1.2. Domain Controller (DC)

e A server that runs the Active Directory Domain Services (AD DS) role.

e DCs store, replicate, and manage the domain's database.

e They authenticate user and computer accounts, enforce security policies, and
provide other directory services.
1.3.Forest

e A collection of one or more domains that share a common schema, global
catalog, and forest-wide configuration settings.

e Forests provide a way to organize multiple domains hierarchically and manage
them as a single administrative unit.
1.4.Tree

e A contiguous set of domains in a forest that share a common root domain.

e Trees are used to organize domains within a forest and establish trust
relationships between them.
1.5.0rganizational Units (OUs)

e Containers within a domain that are used to organize objects like users,
computers, and other OUs.

e OUs can be used to delegate administrative permissions, apply security policies,
and simplify management of large domains.
1.6.Global Catalog (GC)

e A partial replica of the entire directory database that contains a subset of
information about all objects in the forest.

e GCs enable users to search for objects across multiple domains and locate
resources regardless of their physical location.
1.7.Trust Relationship

e A security association between two domains that allows users in one domain to
access resources in another domain.

e Trust relationships can be transitive, meaning that trust can be extended to

other domains within the same forest or to domains in different forests.

1.8.Group Policy (GPO)

A collection of settings that define the configuration of operating systems,
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applications, and user settings within a domain or OU.

e GPOs can be used to enforce security policies, deploy software, and manage user
preferences.
1.9.User Accounts

e Represent individual users who are authorized to access network resources.

e User accounts store information such as user name, password, email address,
and security permissions.
1.10.Computer Accounts

e Represent computers that are part of the domain.

e Computer accounts store information about the computer's hardware, operating
system, and security settings.
1.11.Security Groups and Distribution Groups:

e Security groups are used to assign permissions to multiple users or computers at
once.

e Distribution groups are used to send email messages to a group of users.
1.12.Schema:

e The underlying structure of the Active Directory database, defining the types of
objects that can be stored and their attributes.

e The schema can be extended to add new object types or modify existing ones.

‘{C}}:} g Practical Activity 2.1.3: Performing ADDC installation process

o
Tmm i w Task:

1: Read the following task:

Go to computer lab to install Active Directory Domain Services.

2: Present the procedures for all step performed during installation.
3: Present your work to the trainer and whole class.

4: Read key reading 2.1.3 and ask clarification where necessary

5: Perform the task provided in application of learning 2.1

®
Key readings 2.1.3: Performing ADDC installation process

Installation of Active Directory Domain Services (ADDS)
Active Directory Domain Services (AD DS) is a directory service that provides
centralized management and security for networks. It's a core component of
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Windows Server and is used to manage users, computers, and other resources in a
domain environment.

Prerequisites for AD DS Installation

Before you begin the installation process, ensure that your server meets the
following requirements:

e Operating System: Windows Server 2012 R2 or later

o Hardware: Sufficient CPU, memory, and disk space

o Network: A stable network connection with a static IP address

o DNS Server: A functioning DNS server to resolve domain names

o Domain Name: A unique domain name for your organization

Follow the steps to install Active Directory Domain Services (AD DS) on Windows
Server.

Start Server Manager. Go to Dashboard > Manage > Add Roles and Features.

T Server Manager

Server Manager * Dashboard @1 F omge oo

Add Roles and Features

e Remove Rales and Features

2 Dashboard ROLES AND SERVER GROUPS

= Roles: 1 1| Servers total: 1 Add Servers

B ocalsnvey . Create Server Group

i AllServers ifg File and Storage 4
Services

Local Server 1 | T Server Manager Properties

W% File and Storage Services b
® Manageability (® Manageability (@ Manageability

Events Events Events
Performance Services Services
BPA results Performance Performance

BPA results BPA results

Click Next.
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& Add Roles and Features Wizard — O >

DESTINATIOM SERVER

Before you begin oco1-2019

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completad:

* The Administrator account has a strong password
* MNetwork settings, such as static IP addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Cancel

Select Role-based or feature-based installation. Click Next.

[ Add Roles and Features Wizard — O e
Select installation type T s

Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation o

Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous I Next > I nsta

Select the server from the pool. Click on Next.

In  our example, it's Windows Server DC01-2019 with a fixed IP
address 192.168.1.51.
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Fﬁ Add Roles and Features Wizard

Before You Begin

Installation T

Server Selection

Server Roles

Features

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

) Select a server from the server pool Io
() Select a virtual hard disk

Server Pool

- O X

DESTINATION SERVER
DCo1-2019

Filter: |

Name IP Address

DC01-2019 192.168.1.51

Operating System

Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.

< Previous I MNext > I

Cancel

Install

Check the checkbox Active Directory Domain Services.

Fﬁ'. Add Roles and Features Wizard

Before You Begin

Installation T

Server Szlection

Server Roles

Features

Select server roles

Select one or more roles to install on the selected server.

e Directory Domain Services
|| Active Directory Federation Services
[1 Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
[] DNS Server
[] Fax Server
[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[1 Hyper-v
[1 Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
[ Web Server (lIS)
[] Windows Deployment Services
[] Windows Server Update Services

- O X

DESTINATION SERVER
DCo1-2019

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

| < Previous | | Next > | Install

Domain Services. Click Add Features.

A window will show that it will add features that are required for Active Directory
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= Add Reoles and Features Wizard >

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directorny Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Adrministration Tools
A AR DS and AD LDS Tools
Active Directory module for Windows PowerShell
- AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

— 1 Add Features Cancel
Click Next.
[ Add Roles and Features Wizard — O e
S DESTINATION SERVER
elect server roles ocor-2018

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
SeRvErselachon [] Active Directory Certificate Services - Active Directory Domain Services
Server Roles Active Directory Domain Service: {A[_) D5) stores information about
Foatures [] Active Directory Federation Services Ob_JE.CtS o th.e netwgrk and makes
T [1 Active Directory Lightweight Directory Services this information a?.ra_|lab|e foluzers
ADDS [1 Active Directory Rights Management Services and network administrators, fg‘D Ds
_ N ] Device Health Attestation uses domain controllers to give
Confirmaticn ] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
[ Fax Server through a single logon process.

[ File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

] Web Server (lIS)

[1 Windows Deployment Services

[] Windows Server Update Services

< Previous | I Next > I Install

You don’t need to select any features. Click Next.
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[ Add Roles and Features Wizard — O *

DESTINATION SERVER

Select features SR

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection | A .NET Framework 3.5 combines the
Server Roles I [W] NET Framework 4.7 Features (2 of 7 installed) power of the .NET Framework 2.0
I [] Background Intelligent Transfer Service (BITS) AP_Is E"'”h new te;hnologles for
[ BitLocker Drive Encryption b“'ld'”_g '3PF'|'C‘3_“0r1s that offer
AD DS [ BitLocker Netwark Unlock appealing user interfaces, protect
. [] BranchCache your customers' personal identity
Confirmation [] Client for NFS information, enable seamless and
[ Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[] Enhanced Storage

[ Failover Clustering

Group Policy Management

[] Host Guardian Hyper-V Support

] 11O Quality of Service

[] 1S Hostable Web Core

[1 Internet Printing Client

[ 1P Address Management (IPAM) Server

[ iSNS Server service W
< »
< Previous | I Next > I Install
Proceed with Next.
& Add Roles and Features Wizard — [} X
Active Directory Domain Services T e

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

Before You Begin

Server Selection .
Things to note:

/i 23 - - -
selverRokes * To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

) installed, you will be prompted to install the DNS Server role on this machine.
Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and en-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | I Mext > I Install

Click Install.
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[ Add Roles and Features Wizard S O K

DESTINATION SERVER

Confirm installation selections Behi o

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services

FEriTrEE Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

MNext > I Install I | Cancel

The installation will start.

[ Add Roles and Features Wizard — O e

DESTINATION SERVER

Installation progress ocor-2018

View installation progress

o Feature installation

Installation started on DC01-2019

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory moedule for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > - Cancel
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e Steps of installing AD DS:

v In Server Manager, click Manage and then Add Roles and Features.
Choose Role-based or feature-based installation and click next.
Select the server where you want to install AD DS and click next.
Select Active Directory Domain Services and click next.

Click Add Features and then Next.
Review the installation selections and click Install.

AN NN

i

Suppose that your school needs to implement server based on windows server as a trainee

Application of learning 2.1.

in networking and Internet Technology you are required for installing Active Directory
Domain Services.
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|Indicative content 2.2: Configuration of Active Directory

\/ Duration: 5 hrs

e e
0@ Theoretical Activity 2.2.1: Description of Active Directory
R

&
Things 1o Do
. w Tasks:

1: Answer the following questions:
1: Answer the following questions:
I.  What is Active Directory?
Il.  What are the main components of Active Directory?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 2.2.1

&
&
Key readings 2.2.1: Description of Active Directory

Active Directory (AD) is a directory service developed by Microsoft for Windows
domain networks. It serves as a centralized database that stores information
about network objects, such as users, computers, groups, and resources. This
information is organized in a hierarchical structure, making it easy to manage and
access.
Key Components of Active Directory:

e Domain: A logical grouping of network objects, such as users, computers, and
groups. A domain has its own security policies and administration.

e Domain Controller: A server that stores a copy of the Active Directory database
and provides authentication, authorization, and other directory services.

e Organizational Unit (OU): A container within a domain that can be used to
organize objects logically. OUs help in managing security policies and permissions.

e User Account: Represents a person or entity that can log into the network.

e Computer Account: Represents a computer that is part of the domain.

e Group: A collection of user and/or computer accounts that share common
permissions and access rights.
Benefits of Active Directory:

e Centralized Management: AD provides a single point of administration for
managing users, computers, and other network objects.

e Enhanced Security: AD offers robust security features, such as password policies,
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access controls, and encryption, to protect sensitive information.

Scalability: AD can be scaled to accommodate large and complex networks.
Simplified User Management: AD automates many user management tasks, such
as creating user accounts, assigning permissions, and resetting passwords.
Standardized Access: AD ensures consistent access to network resources across
the organization.

Common Use Cases:

User Authentication and Authorization: AD verifies user identities and grants
them appropriate access to network resources.

Group Policy Management: AD allows administrators to define and enforce
security policies and settings for users and computers.

Network Resource Management: AD helps manage network resources, such as
printers, file servers, and applications.

Single Sign-On (SSO): AD enables users to log in once and access multiple
applications and resources.

4 Active Directory Services

Active Directory Domain Services: Active Directory Domain Services (AD DS) is a
core component of Active Directory and provides the primary mechanism for
authenticating users and determines which network resources they can access. AD
DS also provides additional features such as Single Sign-On (SSO), security
certificates, LDAP, and access rights management.

Lightweight Directory Services: AD LDS is a Lightweight Directory Access Protocol
(LDAP) directory service. It provides only a subset of the AD DS features, which
makes it more versatile in terms of where it can be run.

Certificate Services: You can create, manage and share encryption certificates,
which allow users to exchange information securely over the internet.

Active Directory Federation Services: ADFS is a Single Sign-On (SSO) solution for
AD which allows employees to access multiple applications with a single set of
credentials, thus simplifying the user experience.

Rights Management Services: AD RMS is a set of tools that assists with the
management of security technologies that will help organizations keep their data
secure.
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‘! Practical Activity 2.2.2: Promoting windows server AD to DC

?M 1o oj Task:

1: Read the following task:

Go to computer lab to Promote windows server AD to DC.

2: Present the procedures for all step performed during installation.
3: Present your work to the trainer and whole class.

4: Read key reading 2.2.2 and ask clarification where necessary

5: Perform the task provided in application of learning 2.2

@
&(%
Key readings 2.2.2: Promoting windows server AD to DC

Promote Windows Server 2016 to Domain Controller step by step

Prerequisites

Install Active Directory Domain Services (AD DS) role on the server you want to
promote it to domain controller (DC).

Promote Server to Domain Controller

Follow the following steps to promote server to domain controller.

1. After the role installation, open Server Manager. Click on the flag, then click
on Promote this server to a domain controller hyperlink.

% Server Manager

Server Manager * Dashboard - (@1 I'A Manage  Tools  View  Help

Post-deployment Canfigura... |

Configuration required for Active Directory Domain
Services at SVR0Z

Promote this server to a domain controller I

Task Details

% File and Storage Services B

2 AT TOIES arid IE4Ures

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE

2. When the Deployment Configuration page appears, you see three options.
Add domain controller to existing domain: This option is used when you want to
add additional domain controller.

Add a new domain to an existing forest: This option is used for adding a new
domain to existing forest.

Add a new forest: It is used for creating a new forest.
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e Select the third option: Add a new forest. Enter a Root domain name and click
on Next button.

Active Directory Domain Services Configuration Wizard

- TARGET SERVER
Deployment Configuration svRo2

Deployment Configuration

Select the deployment operation
Domain Controller Options - . . B
) Add a domain controller to an existing domain

Additional Options Add a new domain to an existing forest

@® Add a new forest
Specify the domain infarmation for this aperation

Root domain name: el tactig.com I

3. Specify the forest and domain functional levels (2008, 2008R2, 2012, 2012R2,
2016). Type a complex password (composed of capital letters, small letters,
numbers, symbols).

By default, Domain Name Services (DNS) server is installed at the same time
when you are promoting the server to domain controller. If you want to install
DNS server later, remove the selection from the box next to Domain Name
Services (DNS) server. Click on Next button when you’re finished here.

[ Active Directory Domain Services Configuration Wizard

. —~ . TARGET SERVER
Domain Controller Options SvRo2

Select functional level of the new forest and root domain
Forest functional level: ‘Windows Server Technical Previe

Domain functional level: ‘Windows Server Technical Previe

Specify domain controller capabilities
Domain Name System (DNS) server
| Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ~ § esssese

Confirm password: | [esssens

4. On the Additional options page, let the NetBIOS domain name as selected by
default. If you want, you can change the NetBIOS name. Click on Next button to
move on next page.
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[ Active Directory Domain Services Configuration Wizard

TARGET SERVER

Additional Options svRoz

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: TACTIG

More about additional options

5. Thus, you can specify the path that you want to restore your Database files,
log files and SYSVOL files. The path page give you the options to specify location
of the sources to be restored. When you finished your work, click
on Next button.

[ Active Directory Domain Services Configuration Wizard - o bd
Path TARGET SERVER
aths Tactig-DCO1

Deployment Configuration .
: - Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
Datsbase folder: CAWindows\NTDS [=]
Log files folder: CAWindows\NTDS [=]
SYSVOL folder: CAWindows\SYSVOL [=]

More about Active Directory paths

6. The next page isReview options.You go nothing to do. Click

on Next button. The Prerequisites Check page shows you the summary of all
prerequisites that are verified or not. If it’s verified click Next. If not, recheck the
steps you did just before and be sure you have done all correctly.
Click on Install button. After the installation succeeded, the system automatically
reboots.
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B> Active Directony Domain Services Configuration Wizard

_ BF _ _ TARGET SERVER
Prerequisites Check SvRro2
| @ All prerequisite checks passed successfully. Click “Install’ to begin installation. Show more x

Deployment Configuration . .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DMNS Options Rerun prerequisites check

(~) View results
1. Windows Server 2016 domain controllers hawe a default for the security setting named
“Allows cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

Additional Cptions

ee Knowledge Base article 842564 (hitpu/

etwork adapter that does no t have static IP
] If both IPvd and IPv6 are enabled for a network
adapter, both IPw4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain MName Syste;

i If you click Install, the server automatically reboots at the end of the promotion of

More about prerequisites

< Previous Mext = Install Cancel

Points to Remember

e Steps of promoting windows server AD to DC:

o

o O O O

.

gﬂ

Launch the DC Promotion Wizard: Click it and select Promote this server to a
domain controller

Select Deployment Operation

Configure Domain Controller Options

Configure DNS Options

Additional Options like SYSVOL Share Location and Database and Log Files
Location

Review Options

Prerequisites Check

Promotion

Application of learning 2.2.

Suppose that your school needs to implement server based on windows server as a trainee

in networking and Internet Technology you are required to promote active Directory to

domain controller.
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| Indicative content 2.3: Joining Client Computer to the Domain

\/ Duration: 5 hrs

&
»! Practical Activity 2.3.1: Adding client to the domain

e
?M"” j w Task:

1: Read the following task:

Go to computer lab to add client to the domain.

2: Present the procedures for all step performed during installation.
3: Present your work to the trainer and whole class.

4: Read key reading 2.3.1 and ask clarification where necessary

5: Perform the task provided in application of learning 2.3

&
&
Key readings 2.3.1: Adding client to the domain

To add a client to a domain, you'll need to follow these steps:

Prerequisites:

eDomain Controller: Ensure that you have an active and accessible Domain
Controller (DC) set up.

¢ Client Computer: The client computer should be able to connect to the DC and
have the necessary network connectivity.

Steps:

Step 1: Log in to the Client Computer: Use a local administrator account
to login.

Step 2: Open System Properties: Go to Control Panel > System and
Security > System. Alternatively, you can right-click on This PC and
select Properties.

Step 3: Change Computer Name/Domain Settings: Click on Change
settings.

Step 4: Join the Domain:

Under the Computer Name tab, click on Change.
Select Domain from the Member of dropdown menu.
Enter the domain name in the provided field.

Click OK.

Step 5: Provide Credentials:

o O O O

Step 6: You will be prompted to enter the credentials of a domain user
account with the necessary permissions to join computers to the
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domain.
Step 7: Restart the Computer: After joining the domain, restart the
computer for the changes to take effect.
Join in Active Directory Domain from Other Windows Client Hosts.
This example is based on Windows 10
1.Before setting, change to DNS settings to refer Active Directory
Host.

£
A &) « Network and Internet > Network Connections v @] | Search Network Connections 0
Quaznize | ¢~ 2yh FORIIL JI—332 4 (TCP/IPv4) Properties X his connection  » - o @
l General
A Networking
onmeoty | You €an get IP settings assigned automatically if your network supparts
onnecttl this capability. Otherwise, you need to ask your network administrator
[ Red  for the apprapriate P settings.
(O Obtain an TP address automatically
This conn;
= (@ Use the following IP address:
= 1P address: 0.0 .0 .201
=
e subnetmask: 255 .255 255 . 0
L
05 Default gateway: 0.0 .0 .1
W .
< Obtain DN server address automatically
17 @ Use the following DNS server addresses:
Desoripd Preferred DNS server: .0 .0 .100
E2F
[ialidate settings upon exit Advanced...
Cancel
Titem  1item selected S

2. Open System and click Change settings link which is lower-right.

Control Panel Home

) Device Manager

4 system - m] x
« < 4 E» Control Panel > All Control Panel ltems > System v @] | Search Control Panel p
[7 S

View basic information about your computer

Windows edition

® Remote settings Windows 10 Pro
) System protection
& Advanced system settings All rights reserved.
System
Processor:
Installed memaory (RAM):
System type:
Pen and Touch:

© 2018 Microsoft Corporation.

Computer name, domain, and workgroup settings

2@ Windows10

Intel(R) Xeon(R) CPU E5-2660v3 @ 2.60GHz 2.59 GHz (2 pracessors)
6.00 GB

64-bit Operating System, x64-based pracessor

No Pen or Touch Input is available for this Display

See also

Security and Maintenance

Computer name: RX-0 ®)Change settings
Full computer name: RX-0.srv.world

Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

3. Move to Computer Name tab and click Change button.
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T

~ < EA . Control Panel » All Control Panel ltems » System

| O Search Control Panel e

\ o -
| Contrel Panel .
System Properties > fer

| @) Device Manag
®) Remote settin

Computer Mame

System Remote

'a Windows usas the followine information to identify your computer
W) System proted

vt Windows10
& Advanced sysi Ciomputer description [l |

For example: "Kitchen Gomputer” or “Mary's

Computer”.
Full computer name FX—0 sruwmorld
Workeroup: WORKGEROUF -2660 v3 @ 2.60GHz 2.58 GHz (2 processors)

Touse 3 wizsrd to join 3 domain or workeroup, click e twork ID
Metwork 1D

I, x64-based processor

i= available for this Displa
Torensme this computer or change its domain or Ghange play
workeroup, click Change

") Change settings

Sancel Hoply

See also

Security and Maintenance

Windows is activated Read the Microsoft Software License Terms

4. Check a box Domain and input domain name and next, click
button.

=

&« v 4 A 5 Control Panel » All Control Panel tems » System v O Search Control Panel el

| ~
| Control Panel o
ter

| -
@ Device Manag Computer Mame/Domain Changes X hote

& Remote settin|

“fou can change the name and the membership ofthis computer. fomputer

E; System proteg Changes might affect acoess to network resources. WI n d OW S 1 O
| E; Advanced sysi

Computer name: ary's
Rx¥-0 |
Full zcomputer name | !
RX—0 srvmorld -2660 v3 @ 2.60GHz 2,59 GHz (2 processors)
More... rhID...
n, x64-based processor
Member of
@Domain: EI is available for this Display
|sr\r.w0r|d |
() Workeroup: .
|WDRKGRDUP | ) Change settings

Sance

ak. Cancel Apphy
See also

Security and Maintenance

Windows is activated Read the Microsoft Software License Terms

5. Authentication is required, authenticate with a domain User
Active Directory.

OK
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v 4 E&, Control Panel > All Control Panel ltems » System

6. After successing authentication,
follows. Restart the Computer once.

Wel

=

<« « 4 A, Control Panel » All Control Panel ltems » Systemn
|

‘ Control Panel

| 9 Device Manag note
G Remote settin|

“fou can change the name and the membership of this computer.

Changes might affect access to network resources.

romputer

[ |

) System proteg
9 Advanced syst

v O Search Control Panel 2
| -
‘ Control Panel 0

ter
| -
9 Device Manag note
R te setti 3 g
g R | | oo o Windows Security >
System proteg = Changes . OWS 1 0
Computer Name/Domain Changes
E;l Advanced syst
Compute 3 -
E Enter the name and password of an account with permission to
ol join the domain.
ull comp
ey 2,59 GHz (2 processors)
| Administrator ‘
or
Membe
(®)Dq asssasss ‘ isplay
E
Wi
o GChdngE settings
oK Cancel
QK. Cancel Apply
SEE EI_'-C TS e
Security and Maintenance Windows is activated Read the Microsoft Software License Terms

Computer name:

R=-0

Full computer name:
RX-0 srwmarld

Computer Name/Domain Changes

o ‘Welcome to the srvworld domain.

hember of
@ Domain:
srvamorld

come message is shown
v O Search Control Panel »
0»\
ker
Windows 10
x

B0 v3 @ 2.60GHz 2,39 GHz (2 processors)

#-based processor

ailable for this Display

() Werkeraup: I I
| WORKGROUP |

Sancel
Ok, Cancel Apply

See also

Security and Maintenance Windows is activated Read the Microsoft Software

GChangE settings

License Terms

ke

85 |Windows Server Administration

— Trainee Manual




P
%

e The steps for adding a client to a domain
v Log in to the Client Computer: Use a local administrator account to log in.
v' Open System Properties: Go to Control Panel > System and Security > System.
Alternatively, you can right-click on This PC and select Properties.
v" Change Computer Name/Domain Settings: Click on Change settings.
Join the Domain:
v" Provide Credentials: You will be prompted to enter the credentials of a domain

<

user account
v' Restart the Computer: After joining the domain, restart the computer for the

L

Suppose that your school needs to implement server based on windows server as a trainee

changes to take effect.

Application of learning 2.3.

in networking and Internet Technology you are required for Configuring Active Directory and
Joining client Computer to the domain.
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| Indicative content 2.4: Management of GPO

Duration: 5 hrs

e
0@ Theoretical Activity 2.4 .1: Description of GPO
AR

&
Things to Do
. w Tasks:
1: Answer the following questions:
i. What is a Group Policy Object (GPO)?

i.  What are the different types of GPOs?
ii. How does GPO processing order work?

2: Write your answers on papers or flipchart.

3: Present your findings/answers to the whole class
4: Ask for clarification where necessary

5: Read the key readings 2.4.1

MM

®
©
Key readings 2.4.1: Description of GPO

1.Definition

A Group Policy Object (GPO) is a collection of settings that can be applied to users
and computers within an Active Directory domain. These settings can be used to
configure various aspects of a Windows environment, including security settings,
software installations, network settings, and more.

2.Types of GPOs

2.1. Local GPOs: Apply only to the local computer. Used for specific configurations
that need to be isolated to a single machine. Primarily managed through the Local
Group Policy Editor.

2.2. Non-Local GPOs: Linked to Active Directory objects (sites, domains, or OUs).
Applied to users and computers that are members of those objects. Managed
through the Group Policy Management Console (GPMC).

2.3. Starter GPOs: A template for creating new GPOs. Can be used to pre-
configure settings that will be applied to multiple GPOs.

3.GPO Hierarchy and Policy Processing Order

GPOs are processed in a hierarchical order, with policies from higher levels taking
precedence over lower-level policies. The order of processing is as follows:

3.1. Local Policy: Applies to the local computer only. Has the lowest priority.

3.2. Site Policy: Applies to all computers and users within a specific Active
Directory site. Has a higher priority than local policy.

3.3. Domain Policy: Applies to all computers and users within a specific Active
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Directory domain. Has a higher priority than site policy.

3.4. OU Policy: Applies to computers and users within a specific Organizational

Unit (OU). Has the highest priority.
4.Benefits of Using GPOs
Implementing GPOs offers several advantages:

4.1. Centralized Management: Administrators can manage settings from a single

interface, reducing the complexity of system administration.

4.2. Consistency: Ensures uniformity in user and computer configurations across

the organization, which enhances stability.

4.3. Enhanced Security: Allows for the enforcement of security measures such as

password policies, user rights assignments, and access restrictions.

4.4. Efficiency: Automates routine tasks like software deployment and system

updates, saving time for IT staff.

4.5. Scalability: Suitable for organizations of all sizes, from small businesses to

large enterprises

&
s ! Practical Activity 2.4.2: Creating Accounts
o

}h| 751000
o ‘] Task:

1: Read the following task:

Go to computer lab to create accounts.

2: Present the procedures for all step performed during installation.
3: Present your work to the trainer and whole class.

4: Read key reading 2.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 2.4

@
&{%
Key readings 2.4.1: Creating Accounts

Steps for Creating a Computer Account

Computers.

1. Run Server Manager and click Tools - Active Directory Users and
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Fﬁ Server Manager

@ ¥ 4 Dashboard

WELCOME TO SERVER MANA

B Llocal Server

- @) | r Manage

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directery Module for Windows

Active Directory Sites and Services

PowerShell

All Servers

Active Directory Users and Computers

i§l AD DS
£ DNS

QUICK START

#§ File and Storage Services P

WHAT'S NEW
¥

LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 Server groups: 1 | Sery

—

il ADDs

ADS| Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management
ISCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

I
b

2. Right-Click Users on left tree and select New - User.

] Active Directory Users and Computers - x
File Action View Help
2| 2E 0B HmtaEva%h
: Active Directory Users and Com|| Name Type Description
| Saved Cueries 7 Builtin builtinDomain
MES s.rv.\guolrlltfln = Computers Container Default container for up...
: Computers Domain Con.. Organizational.. Default container for do...
=7 Domain Controllers i ForeignSecu... Container Default container for sec...
| ForeignSecurityPrincipal{| ..T Managed Se... Container Default container for ma...
“ Managed Service Accour | Users Container Default container for up...
| Users
Delegate Control...
Find...
New ¥ Computer
All Tasks > Contact
Refresh Loty
. InetOrgPerson
= msDS-KeyCredential
Help msDS-ResourcePropertylist
msD5-ShadowPrincipalContainer
mslmaging-PSPs
MSMQ Queue Alias
Printer
< 3 User

Shared Folder

Creates a new item in this container,

3. Input Username and Logon name

for a new user.
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File  Action View Help
| 5@ B

New Object - User X
: Active Directory Use
| Saved Queries 2

~ #3 sreworld o Create in:  srv.world/Users

_| Builtin

| Computers

31 Domain Cont| First name: |Ser\der | Initialz: ‘ |

| ForeignSecuri Last name: |wor|d |

| Managed Sen|

| Users Full name: |Ser\der world |

User logon name

|Serverwnrld | @srv world hd

User logon name (pre-Windows 2000):
|FD3s01 | [servenvorid |

Mest = Cancel

4. Set initial password for a new User.

File Action View Help
e aH B8 EGE=H

: Active Directory Users and Com

P aETER

MName

) ! Mew Object - User x
1 Saved Cl):erles 9 Builtin
v srvworl o
o Builtin . TCUmp. 2 .
- =1 Domail . Createin:  srv.world/Users
| Computers — ' ]
2 | Domain Controllers — Foreig
| FereignSecurityPrincipal|| Manag Tl ‘" e |
| Managed Service Accow|| Users
| Users Confimm password: ‘ooooo... |

[] User must change password at next logon
[] User cannot change password
Password never expires

[ Account is disabled

< Back et > Cancel

5. Check contents you set and click Finish button.

90| Windows Server Administration — Trainee Manual



File  Action View Help
e | HFE 0B HMPaETaY
: Active Directory Users and Com|| Name

| Saved Queries
~ i sreworld

- - Comp
| Builtin &1 Domai _23 Creatzin:  srv.world/Users

Mew Object - User x
[ Builtin

| Computers oiE L
2| Domain Controllers — oreg
| ForeignSecurityPrincipal) | Manag

| Managed Service Accoun

— ‘When you click Finish, the following object will be created:
| Users

Full name: Server world
1 Users

Userlogon name: Serverworld @srv world

The password never expires.

< Back Cancel

6:12 PM

A B g M

g
g
Points to Remember

e Understanding the types of GPOs and their hierarchical processing order is essential
for effective management of policy settings in Windows Server environments
e The steps of Joining Windows Server to An Active Directory Domain
1. click on Server Manager
click on Local Server
, click on the server’s current computer name or the workgroup name.
click the Change button

v AW

Select the Domain option. Enter the name of the domain to which you want
to join the server. Then click OK

6. Enter the username and password of an account with domain join privileges.
Then click OK

Ll

Suppose that your school needs to implement server based on windows server as a trainee

Application of learning 2.4.

in networking and Internet Technology you are required for installing Active Directory
Domain Services promote windows server AD to DC
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Learning outcome 2 end assessment

e
=
)

Written assessment

Multiple choice questions: Circle the letter corresponding to the correct answer:
1. What is the primary function of Active Directory Domain Services (AD DS)?
a) To manage network resources and user accounts.
b) To provide network security.
c) To facilitate remote access to network resources.
d) All of the above.
2. A hierarchical structure of domains that share a common namespace is known as
a(n):
a) Forest
b) Tree
c¢) Organizational Unit (OU)
d) Domain
3. What s the role of a Domain Controller (DC)?
a) To store and replicate Active Directory database.
b) To authenticate users and computers.
c) To authorize access to network resources.
d) All of the above.
4. Which of the following is NOT a core component of Active Directory?
a) Schema
b) Global Catalog
c) DNS Server
d) File Server
5. What s the purpose of a Global Catalog server?
a) To store a complete copy of the Active Directory database.
b) To provide a single point of contact for user authentication.
c) To store a partial copy of the Active Directory database, including attributes of
all objects in the forest.
d) To store user profiles and settings.
6. What is the process of transferring changes to Active Directory objects between
Domain Controllers called?
a) Replication
b) Synchronization
c) Propagation
d) Mirroring
7. Which of the following is a security mechanism used in Active Directory to control
access to resources?
a) Kerberos
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b) NTLM
c) Access Control Lists (ACLs)
d) All of the above.
8. What is the primary tool used to manage Active Directory?
a) Active Directory Users and Computers
b) Microsoft Management Console (MMC)
c) PowerShell
d) All of the above.
9. Which of the following is NOT a common AD DS administrative task?
a) Creating and managing user accounts
b) Configuring Group Policy Objects (GPOs)
c) Managing DNS records
d) Installing network drivers
10. What is the primary tool used to troubleshoot Active Directory replication issues?
a) Repadmin
b) DCDIAG
c) Netdiag
d) Event Viewer

Practical assessment

Suppose that your school needs to implement server based on windows server as a trainee
in networking and Internet Technology you are required for Configuring Active Directory and
Joining client Computer to the domain.
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Indicative contents
3.1 Installation of DHCP Services
3.2 Configuration of DHCP
3.3 Testing DHCP Configuration

Key Competencies for Learning Outcome 3: Deploy DHCP services

gateway, DNS server).

Enabling the DHCP
server

Start DHCP Service

Testing DHCP
Configuration.

Knowledge Skills Attitudes
e Description Performing DHCP ® Being
DHCP concept installation. patience
e Description of Configuring DHCP ® Being
DHCP scopes, IP ranges, and problem
operations. options (default solver

e Working in a
Team
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Duration:10 hrs

9

Learning outcome 3 objectives:
By the end of the learning outcome, the trainees will be able to:

1. Describe properly DHCP operations based on Microsoft standard.
2. Perform correctly DHCP installation based on organisation requirements.
3. Configure clearly DHCP server as used in organisation.

4. Test effectively DHCP configuration based on organization requirement.

W
Resources

Equipment Tools Materials
e Projector e Modem e Electricity
e Computer e Router e C(Cables
e UPS e VMware ® |Internet
e Router Workstation
e Switch e Windows server
2016 OS

e Windows client OS

e Bootable device

software
e DVD
e USB
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Indicative content 3.1: Installation of DHCP Services

Duration: 3 hrs

e vy
0@ Theoretical Activity 3.1.1: Description of DHCP operations
R

__ P,
Things to Do
: w Tasks:

1: Answer the following questions:

i.  What do you understand by DHCP services?
ii.  Explain DHCP operation performed to assign IP address to the client?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 3.1.1.

RS

V Key readings 3.1.1: Description of DHCP operations

1. Description of windows server

1.1. DHCP Discover

A DHCP server (Dynamic Host Configuration Protocol) is a server that automatically
assigns IP addresses to computers and other devices on the network. When a client
(PC) is booted, it broadcasts a DHCP Discover message over the Ethernet network
to locate all available DHCP servers on the same subnet network (by setting the

destination MAC address in the Ethernet header as Broadcast
MAC=FF:FF:FF:FF:FF:FF), reaching all the DHCP servers on the same subnet
network.

o
DHCP Discover

192.168.1.254

1.2 DHCP Offer

When a DHCP server receives the DHCP Discover message from the client, it also
broadcasts a DHCP Offer message over the Ethernet network (because the client IP
address has not been allocated yet), informing the client that it is available. This
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message contains the network information, such as client IP address, subnet mask,
default gateway IP address, DNS IP address, IP lease time and DHCP server IP
address. The DHCP Offer message broadcasted is delivered to all the clients on the
same subnet network, including the one that sent the DHCP Discover message.

q

192.168.1.254

DHCP Offer

1.3 DHCP Request

The client, having received the DHCP Offer message, recognizes there is a DHCP
server available on the same subnet. Then it broadcasts a DHCP Request message
to the server over the Ethernet network, requesting network configuration data
including an IP address for itself. If more than one DHCP server responds on the
same subnet and hence the client receives multiple DHCP Offer messages, it selects
one of the DHCP servers, and enters the IP address of the selected DHCP server in
the DHCP Server Identifier (option 54) field of the DHCP Request message. Then it
informs all the DHCP servers on the subnet network about such selection by
broadcasting the DHCP Request message. Typically, all DHCP servers internally
store the network configuration data (i.e. IP address for the client and other
information) when they send a DHCP Offer message. So, the client broadcasts the
DHCP Request message to all the DHCP servers, so that those not selected can also
receive the message and delete the stored network configuration data from their
memory.

e
DHCP Request

1.4 DHCP Acknowledgement

The DHCP server which received the DHCP Request message from the client checks
if the IP address shown in the DHCP Server Identifier (option 54) field matches its
own. If it does, it broadcasts a DHCP Ack message ensuring the client can receive

192.168.1.254
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the message (Note: the client has NOT been allocated an IP address yet).

At this time, the DHCP server transfers all the network configuration data including
the client IP address — the same data sent along with the DHCP Offer message - to
the client. Then the client configures a network interface using the transferred
data, finally connecting to the Internet. The typical network configuration data
includes:

e |P address

e Subnet mask

e Default gateway IP address

o DNS server IP address

e Lease time (during which a client can use the IP address allocated/leased by a DHCP
server)

Shoa @
DHCP ACK

192.168.1.254

=l
Points to Remember

e Dynamic IP address assigning is performed by DHCP server by using DHCP discover,
offer, lease, request and acknowledgement as main DHCP process.

<&
SI Practical Activity 3.1.2:Performing DHCP installation

e
Tw \\ Task:

1: Referring to the previous theoretical activities (3.1.1) As a sever administrator, you are
asked to go to the computer lab to install DHCP role and DHCP server.

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 3.1.2 and ask clarification where necessary

5: Perform the task provided in application of learning 3.1.2
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A

& Key readings 3.1.2 Performing DHCP installation

1.Perform DHCP installation process

A DHCP server (Dynamic Host Configuration Protocol) is a server that
automatically assigns IP addresses to computers and other devices on the
network. Without a DHCP server, each device on the network would need to be
manually configured with an IP address.

Prerequisites:

Before you can install your DHCP server, you must meet the following
prerequisites:

oA computer running a supported version of Windows Server.

o A static IPv4 address.

¢An IP address range for your DHCP scope.

¢An account that's a member of the Administrators group, or equivalent.

This guide was created using Windows Server 2016. The steps should be similar
for other server versions.

Step 1: Open Server Manager

Click the start button then click the Server Manager

Windcws Server

Most used
g Snipping Tool %

Server Manager

Paint

o

SEaety Windows
Administrativ...
Server Manager

Settings
Remote
Desktop...
Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows PowerShell

Windows System

Step 2: Add roles and features
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On the server manager dashboard click “Add roles and features” This will start
the add roles and features wizard

Server Manager * Dashboard @V anage

_ WELCOME TO SERVER MANAGER

0 Configure this local server

ige Services b

QUICK START
WHAT'S NEW R ——
< _onnect this ces
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 | Servers total: 1
= File and Storage -
g : 9 1 B Local Server 1
Services
Click next on the before you begin page.

% Add Roles and Features Wizard — (m} x
Before you begin DHCP1.2d sctvedirectorypra.com
This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
= Network settings, such as static IP addresses, are configured
= The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[1 Skip this page by default

Step 3: Select Role-based or feature-based installation
Make sure “Role-based or feature-based installation is selected and click next

Tod
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fEs Add Roles and Features Wizard — (] x

DESTINATION SERVER

+ 1r | i
Select installation type DHCP1 3d actvedirectorypra com
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

I <PreviousUl Next > ] ) nstal
Step 4: Select the destination server

On this page choose the server you want the DHCP service installed on. In this
example, I'll be choosing the local server.

. Add Roles and Features Wizard — {m] X
& + S SOl o DESTINATION SERVER
Select destination server DHCP1.ad activedirectorypro.com

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool

Server Role:

es Server Pool

Filter: | ]

Name P Address Operating System

DHCP1.ad.activedirector... 192.168.0.208 Microsoft Windows Server 2016 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

P i
< Previous; Next > nsta Cancel
[ il N

Step 5: Select server roles

On this page, you want to select the DHCP server roles and click next.

When you select the roll you will get a pop up asking to add features that are
required for DHCP server. Click add features
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i, Add Roles and Features Wizard X

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DHCP Server Tools

[¥] Include management tools (if applicable)

—
( Add Features Cancel
., TEEE—

Back on the select server roles page click next

. Add Roles and Features Wizard — (m} X
| + - - DESTINATION SERVER
Select server roles DHCP1.a0 actvedirectorypro.com

Select one or more roles to install on the selected server.

Roles Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and

[] Active Directory Certificate Services
[] Active Directory Domain Services
[_] Active Directory Federation Services 5
[] Active Directory Lightweight Directory Services provide temporary IP addresses and
[C]_Active Directory Rights Management Services related information for client
j— Mes Attestation computers.
DHCP Server)
DNS Server

[] Fax Server
 [®] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

[] Hyper-v

[[] MutltiPoint Services

[[] Network Controller

[C] Network Policy and Access Services

[] Print and Document Services

[[] Remote Access

[_] Remote Desktop Services

[] Volume Activation Services

[C] Web Server (lIS)

Confirmation

Step 6: Feature, DHCP Server

On the features screen click next

On the DHCP server click next

Step 7: Confirmation

On the confirmation page, you can select to automatically restart the server if
required.

On 2016 server it does not require a restart.
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s Add Roles and Features Wizard - o x

I . [ : 7 - o B S o e DESTINATION
Confirm installation selections DHCP1.3d actvedirecton

To install the following roles, role services, or features on selected server, click Install

] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server

Remote Server Administration Tools

Role Administration Tools

DHCP Server Tools

[ < previous Next install__ | [ Cancel |

Click install and the install will start.
You will get an install progress page, it will say install succeeded when

complete.
& Add Roles and Features Wizard - ] X
Lo 4-% el o DESTINATION SERVER
Instamation progress DHCP1.ad activedirectorypro.com

View installation progress

o Feature installation

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
Remote Server Administration Tools
- Role Administration Tools

DHCP Server Tools

_ You can close this wizard without interrupting running tasks. View task progress or open this
B3 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
ext > [ Close

That completes the install of the DHCP role. Move onto the next section for
steps on configuring the DCHP server.

2.Installation of DHCP roles

How to Install DHCP Server

1. Step 1: Open Server Manager. Click the start button then click the
Server Manager.

2. Step 2: Add roles and features.

3 Step 3: Select Role-based or feature-based installation.

4. Step 4: Select the destination server.

5 Step 5: Select server roles.
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6. Step 6: Feature, DHCP Server.
7. Step 7: Confirmation.

g

Points to Remember

e During installation of DHCP server be carefully to select HDCP server roles and then
you have to consider the following steps:

Step 1: Open Server Manager. Click the start button then click the
Server Manager.
Step 2: Add roles and features.
Step 3: Select Role-based or feature-based installation.
Step 4: Select the destination server.
Step 5: Select server roles.
Step 6: Feature, DHCP Server.
Step 7: Confirmation.

@Eﬂ

Suppose that your school needs to establish DHCP server, you are asked to install DHCP role
and DHCP services for assign IP address to the computer lab’s devices.

Application of learning 3.1

All tools, materials and equipment are available in computer lab.
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Indicative content 3.2: Configuration of DHCP

Duration:4 hrs

&
s! Practical Activity 3.2.1: Configuring DHCP based on Microsoft

}h}ﬂ;l 1000

1 Task:

1: Referring to the key reading 3.1.2, As an internet and networking technology student, you
are asked to go to the computer lab to configure DHCP server.

2: Present the procedures of all steps performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 3.1.2 and ask clarification where necessary

5: Perform the task provided in application of learning 3.2

A

& Key readings 3.2.1 Configure DHCP based on Microsoft Standard
1. Enable the DHCP server

1.1. Enabling DHCP Client Service

For Windows Server 2012: run Windows PowerShell.

Then, execute the following command:

In the Services management console, right-click the DHCP Client service.
¥4, Services =101 =I|

File Action Wiewve Help

- @ FRE( 2] > = 0 =

% Services (Local) %, Serwvices {Local)
DHCP Client MName - | Descripti ~
% Alerter Motifies <
geSFfiDtioni 4 undates 1P add 4 €8s Application Experie... Process .
eqisters and updates addresses an s . -
DMNS records For this computer. IF this %npplfcatron Layer G... Provides
service is stopped, this computer will not % Application Manage... Processe
receive dynamic IP addresses and DNS & Automatic Updates Enables 1
updates. IF this service is disabled, any %Background Intellig... Transfer
services that explicitly depend on it will )
Fail bo start, &8 ClipBook. Enables «
%COM+ Event System Supporks
% COM+ System aAppl... Manages
€84 Computer Browser Maintain:
% Cryptographic Serv... Provides
Ry DCOM Server Proc... Provides
e X DHCP Client
€8s Distributed File Sys... Integrat:
€& Distributed Link Tra... Enables -
:ﬂ| R . .E_ P T— — . .Ll—l

Extended A Standard /

In the opened menu, select Properties. The DHCP Client Properties dialog box
opens.

In the Startup type drop-down box select Automatic.
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DHCP Client Properties {Local Computer) 21.x|

General | Log On I Recovery I Dependencies ]

Service name: Dhecp

Display name: DHCP Client

Description; Registers and updates IP addresses and DMNS :[
= records for this computer. If this service is stopped. LI

Fath to executable:
C:WWINDOWS \system32\vswchost. exe -k NetworkService

Startup type:

Service status: Stopped

'_E-r:_'" I EI_ [ Pause 3_ =UMeE

You can specify the start parameters that apply when you start the service
from here.

Start parameters |

| 0K I Cancel Apply

Click Apply. The Start button becomes active.

Click the Start button.

After the indication bar disappears, click OK to close the dialog box.
2.Scope Configuration

After you have installed the DHCP service and started it, you must create a
scope. The scope is a range of valid IP addresses available for lease to the DHCP
client computers on the network. Microsoft recommends that, each DHCP server
in your environment has at least one scope that does not overlap with any other
DHCP server scope in your environment. In Windows Server 2003, DHCP servers
in an Active Directory-based domain must be authorized to prevent rogue DHCP
servers from coming online. Any Windows Server 2003 DHCP Server that
determines itself to be unauthorized will not manage clients.

2.1. Create a New Scope

Step 1: Click Start, point to Programs, point to Administrative Tools, and then
click DHCP.

Step 2: In the console tree, right-click the DHCP server on which you want to
create the new DHCP scope, and then click New Scope.

Step 3: In the New Scope Wizard, click Next, and then type a name and

description for the scope. The name can be anyone that you want, but it should
be descriptive enough so that you can identify the purpose of the scope on your
network (for example, you can use a name such as "Administration Building
Client Addresses"). Click Next.
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Step 4: Type the range of addresses that can be leased as part of this scope. For
example, use a range of IP addresses from a starting IP address of 192.168.100.1
to an ending address of 192.168.100.100. Because these addresses are given to
clients, they must all be valid addresses for your network and not currently in
use. If you want to use a different subnet mask, type the new subnet mask. Click
Next.

Step 5: Type any IP addresses that you want to exclude from the range that you
entered. These addresses include any one in the range described in step 4 that
may have already been statically assigned to various computers in your
organization. Typically, domain controllers, Web servers, DHCP servers, Domain
Name System (DNS) servers, and other servers, have statically assigned IP
addresses. Click Next.

Step 6: Type the number of days, hours, and minutes before an IP address lease
from this scope expires. It determines how long a client can hold a leased
address without renewing it. Click Next, and then click Yes, | want to configure
these options now to extend the wizard to include settings for the most common
DHCP options. Click Next.

Step 7: Type the IP address for the default gateway that should be used by
clients that obtain an IP address from this scope. Click Add to add the default
gateway address in the list, and then click Next.

Step 8: If you are using DNS servers on your network, type your organization's
domain name in the Parent domain box. Type the name of your DNS server, and
then click Resolve to make sure that your DHCP server can contact the DNS
server and determine its address. Click Add to include that server in the list of
DNS servers that are assigned to the DHCP clients. Click Next, and then follow the
same steps. If you are using a Windows Internet Naming Service (WINS) server,
by adding its name and IP address, click Next.

Step 9: Click Yes, | want to activate this scope now to activate the scope and
allow clients to obtain leases from it, and then click Next.

Step 10: Click Finish.

Step 11: In the console tree, click the server’s name, and then click Authorize on
the Action menu.

Create IPv4 DHCP Scope:

eAfter installing the DHCP Server role, go back to Server Manager.

eIn Server Manager, you'll see a yellow flag indicating that DHCP needs to be
configured. Click on the flag or open the DHCP Server app directly from the Tools
menu.
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Authorize the DHCP Server:

e|n the DHCP Server app, right-click on the DHCP server node in the left-hand
pane and select "Authorize."

eAuthorization is necessary to prevent unauthorized DHCP servers from
assigning IP addresses on your network.

Create a DHCP Scope:

e|n the DHCP Server app, right-click on the "IPv4" node in the left-hand pane and
select "New Scope." The New Scope Wizard will open.

“E DHcP — O x
File Action View Help

JQ DHCP _ Actions
v & "‘_’i"'M3b“5"J \0} Add a Scope 1Pv4 -
v 3 IPv4 =
= g More Actions | 3
- per;tq A scope is a range of IP addresses
= ‘° bk assigned to computers requesting a
> [ Filters dynamic IP address. You must create
@ IPv6 and configure a scope before dynamic

IP addresses can be assigned.

To add 2 new scope, on the Action
menu, click New Scope.

For more information about setting up a
DHCP server, see online Help.

Follow the wizard to set up the scope:

eProvide a name and description for the scope.

eSpecify the range of IP addresses to be used in the scope.
eSet the subnet mask and default gateway.

2.2, Range of IP address
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New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive |IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address I152v158. 10 . 101

End IP address: | 192. 168 . 10 . 104

Configuration settings that propagate to DHCP Client

Length: [ 29

Subnet mask: | 255 .255.255 . 0
< Back Cancel
2. Define the lease duration (how long IP addresses will be assigned to

clients).

Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server,
Limited to:

Days: Hours: Minutes:
| B | o | o

< Back Next > Cancel
3. Specify any additional options, such as DNS server addresses.
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Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain:

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers

Server name: IP address

l
8888

[

= =

Activate the Scope:

e After creating the scope, right-click on the scope name in the left-hand pane
and select "Activate."

¢ This makes the scope available for assigning IP addresses to clients.

New Scope Wizard

Activate Scope
Chents can obtain address leases only if a scope is activated.

Do you want to activate this scope now?
f* Yes. | want to activate this scope now

" Mo, | will activate this scope later

< Back Cancel
Configure DHCP Reservations:
eReservations allow you to assign specific IP addresses to particular devices
based on their MAC addresses. This is useful for devices that require consistent
IP addresses, such as printers or servers.
2.3. Start DHCP service
Right-click on DHCP Server and select Start if the service is not already running. If
it is running and you need to restart it, select Restart instead.
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e The scope must be activated in order to broadcast IP address to the client.
e Use valid scope IP address range.
e During configuration of DHCP server scope be carefully to the following steps:

1. open the DHCP management tool, and expand the tree on the left-hand side
until you find IPv4. Right-click on IPv4 (or IPv6 if this is what you’re using) and
click on “New scope”.

Click on “Next” to continue .

3. Give a name and description for your new scope .

On the next screen, you will be asked to enter a range of IP addresses. These are
the IP addresses that will be available for DHCP clients connected to this scope.
All you need to do is enter a start and an end IP address .

5. Assign a range of IP addresses and a subnet mask for your new DHCP scope

6. Specify any excluded IP addresses within your IP range

7. Set alease duration for your new scope

8. Choose to configure your DHCP options now

9. Configure the default gateway for the scope

10. Enter the domain name and DNS servers

11. Add the WINS servers for your new scope

12. Choose whether to activate the scope now or later

13. finish

e

Suppose that your school needs to establish DHCP server, you are asked to configure DHCP

Application of learning 3.2.

server by creating scope called ‘I4NIT’ and assign IP address from range of 192.168.16.100
t0 192.168.16.200 and DNS server address in 192.168.16.1.
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| Indicative content 3.3: Testing DHCP Configuration

\/ Duration: 3 hrs

@2}
sl Practical Activity 3.3.1: Testing DHCP Configuration

-
Tw Q\ Task:

1: Referring to the key reading 3.2.1, As an internet and networking technology student, you
are asked to go to the computer lab to test DHCP configuration to assure that server is
running properly.

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 3.3.1 and ask clarification where necessary

5: Perform the task provided in application of learning 3.3

At

°' Key readings 3.3.1: Testing DHCP Configuration

1.Start DHCP Service

Step 1. Open Server Manager: Click on the Start button, Select Server Manager
from the list.

Step 2. Access DHCP Management Console: In Server Manager, navigate to
Tools in the upper right corner, Click on DHCP to open the DHCP management
console.

Step 3. Check Service Status: In the DHCP console, locate your DHCP server in
the left pane, Right-click on your server’s name and select Properties. Ensure
that the Service Status is set to Started and that the Startup Type is set to
Automatic.

Step 4. Start the Service if Necessary: If the service is not running, right-click on
your server’s name again. Go to All Tasks, then select Start to initiate the DHCP
service.

Step 5. Verify Operation: After starting the service, you can verify its operation
by checking for leases in the DHCP console or using PowerShell commands like:
Get-DhcpServerv4Lease -Scopeld <YourScopelD>

2.Check IP address of the DHCP client or Client devices

2.1. Windows command line

Open a command prompt or Windows PowerShell console, and then
type ipconfig /all. Look for a line in the output that reads DHCP Enabled and a
corresponding Yes or No value. Yes, means the device is a DHCP client and
receives its IP address configuration from a DHCP server. A little further below
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in the output are the DHCP server's IP address and info about when the lease
was obtained and expired. Administrators can refresh the DHCP lease by using
two simple commands:

PS C:\> ipconfig /release

PS C:\> ipconfig /renew

The ipconfig /release command clears the current IP address configuration.
The ipconfig /renew command causes the client to initiate the four-step DHCP
lease generation process. This process provides the client with an updated IP
address configuration, which likely includes the IP address, subnet mask, name
resolution server and router information.

2.3. Windows GUI

For administrators who are more comfortable with the Windows GUI, various
consoles display much of the same information. Admins can access network
configuration information in Windows using several methods. On Windows
Server, launch Server Manager, select Local Computer and then select the IP
address information in the Ethernet entry. Likely, this information reads IPv4
address assigned by DHCP. The two available radio buttons configure the device
as a DHCP client or a static IP address assignment.

Internet Protocol Version 4 (TCP/IPv4) Properties

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
(O Use the following IP address:

(@) Obtain DNS server address automatically

(O Use the following DNS server addresses:

To obtain a DHCP-assigned address:

eType ipconfig /renew and press Enter to obtain a DHCP-assigned IP address.

eUse ipconfig /all to display all IP configuration information.

eObserve the updated DHCP lease information. The system should now have a
valid IP address on the network, and the address will very likely be the same
address as the one displayed in Activity 1.

eClose the command prompt to complete this activity.

3. Check IP addresses from the DHCP server
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3.1. Check the following settings

e The DHCP server service is started and running. To check this setting, run
the net start command, and look for DHCP Server.

e The DHCP server is authorized. See Windows DHCP Server Authorization in
Domain

e Verify that IP address leases are available in the DHCP server scope for the
subnet the DHCP client is on. To verify availability, see the statistic for the
appropriate scope in the DHCP server management console.

e Check whether any BAD_ADDRESS listings can be found in Address Leases.

e Check whether any devices on the network have static IP addresses that
haven't been excluded from the DHCP scope.

e Verify that the DHCP server binds to at least one IP address, and that this IP
address is within the subnet of the scopes from which IP addresses must be
leased out, unless using DHCP relay. To do this verification, run the Get-
DhcpServerv4Binding or Get-DhcpServerv6Binding cmdlet. Server connection
bindings are configured in the DHCP server management console under IPv4 /
IPv6 Advanced Properties.

e Verify that only the DHCP server is listening on UDP port 67 and 68 by running
the netstat -anb command. No other process or other services, such as WDS or
PXE, should occupy these ports.

o Verify that the DHCP server IPsec exemption is added if you're dealing with an
IPsec-deployed environment.

o Verify that the relay agent IP address can be pinged from the DHCP server.

¢ Enumerate and check configured DHCP policies and filters.

3.2. Event logs

Check the System and DHCP Server service event logs at Applications and
Services Logs > Microsoft > Windows > DHCP-Server for reported issues that are
related to the observed problem.

Depending on the kind of issue, an event is logged to one of the following event
channels:

e DHCP Server Operational Events

e DHCP Server Administrative Events

e DHCP Server System Events

e DHCP Server Filter Notification Events

e DHCP Server Audit Events
3.3. DHCP Server log
The DHCP Server debug logs provide more information about the IP address
lease assignment and the DNS dynamic updates that are done by the DHCP
server. These logs by default are located in %windir%\System32\Dhcp. For
more information, see Analyze DHCP Server Log Files.
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e To test DHCP configuration check client side by using ipconfig with option like /all,
/release and renew.

e Don’t forget to check DHCP server settings, by run the net start command, and
look for DHCP Server.

Suppose that your school needs to establish DHCP server, you are asked to test if DHCP

server is able to assign IP address dynamic to client. The scope to test is called ‘14NIT’ and

has IP address from range of 192.168.16.100 to 192.168.16.200 and DNS server address in
192.168.16.1.

Application of learning 3.3
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Learning outcome 3 end assessment

e
=
)

Written assessment

Multiple choice questions: Circle the letter corresponding to the correct answer:
1.What does DHCP stand for?
a) Dynamic Host Configuration Protocol
b) Dynamic Host Control Protocol
c) Dynamic Hypertext Configuration Protocol
d) None of the above
2. What is the primary function of a DHCP server?
a) To assign static IP addresses
b) To provide dynamic IP addresses to clients
c¢) To manage DNS records
d) To control network traffic
3. Which of the following is a benefit of using DHCP?
a) Reduces manual configuration errors
b) Provides faster internet speeds
c) Increases network security
d) None of the above
4. What happens when a client requests an IP address from a DHCP server?
a) The server immediately assigns the IP address without confirmation.
b) The server sends a DHCP Offer message.
¢) The client must wait indefinitely for an IP address.
d) The server denies the request.
5. How long is an IP address typically leased to a client by DHCP?
a) For an unlimited period
b) For a limited period
c) Until the server shuts down
d) Only during active sessions
6. What is a DHCP scope?
a) Arange of IP addresses that the DHCP server can assign to clients
b) A security feature of the DHCP server
¢) A method for reserving IP addresses for specific devices
d) None of the above
7. What is required before a DHCP server can lease IP addresses in an Active Directory
environment?
a) The server must be rebooted.
b) The DHCP server must be authorized in Active Directory.
c¢) The server must have a static IP address.
d) Both b and c are correct.
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8. How can you test if your DHCP server is functioning correctly?
a) By checking the event logs only
b) By connecting a client device configured to obtain an IP address automatically
c) By manually assigning IP addresses to clients
d) By disabling the DHCP service

Practical assessment
Our school needs to establish DHCP server for assign IP addresses to all computer lab’s
machine dynamically from 192.168.1.100 to 192.168.1.200. however, assigned a static IP

address. This ensures that the server’s IP address is assigned statically. Your task is to
configure DHCP server according to required addresses.
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Learning Outcome 4: Deploy DNS service

DNS Server \

1

User Website
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Indicative contents
4.1 Installation of DNS service
4.2 Configuration of DNS Settings
4.3 Testing of DNS Configuration

Key Competencies for Learning Outcome 4: Deploy DNS service

Knowledge Skills Attitudes
e Description of DNS
records e Performing DNS
e Description of  DNS installation. e Having Attention
queries e Configuring of  DNS detail
e Description of DNS zones Settings e Being Adaptive
and zone files e Testing DNS | e Being collaborative
e Choose a DNS Hosting configuration.
Provider

to
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Duration: 10 hrs

‘9

Learning outcome 4 objectives:

By the end of the learning outcome, the trainees will be able to:

1. Describe clearly DNS records as used in DNS server.

2. Install properly DNS server based on organization requirements.
3. Configure properly DNS server based on DNS records.

4. Test properly DNS server according to the domain functionality.

T‘ﬁ.ﬁ’
Resources

Equipment Tools Materials
® Projector e Modem e Electricity
e Computer e VMware e Cables
e UPS Workstation e Internet
e Router e Windows server
e Switch 2016 05

e Windows client OS

e Bootable device

software
e DVD
e USB
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| Indicative content 4.1: Installation of DNS Service

\/ Duration: 4 hrs

2 [=
0@ Theoretical Activity 4.1.1: Description of DNS records
AR

&
Things to Do
: ‘\ Tasks:

1: Answer the following questions:

i What do you understand by DNS service?
ii. What do you understand by CNAME and PTR?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 4.1.1.

[
(g
Key readings 4.1.1: Description of DNS records

1.Definitions

1.1. Arecord

The "A" stands for "address" and this is the most fundamental type of DNS record:
it indicates the IP address of a given domain. For example, if you pull the DNS
records of cloudflare.com, the A record currently returns an IP address of:
104.17.210.9. A record only holds IPv4 addresses. If a website has an IPv6 address,
it will instead use an "AAAA" record.

Here is an example of an A record:

example.com record type: value: TTL

@ A 192.0.2.1 14400

The "@" symbol in this example indicates that this is a record for the root domain,
and the "14400" value is the TTL (time to live), listed in seconds. The default TTL for
A records is 14,400 seconds. This means that if an A record gets updated, it takes
240 minutes (14,400 seconds) to take effect.

The vast majority of websites only have one A record, but it is possible to have
several. Some higher profile websites will have several different A records as part
of a technique called round robin load balancing, which can distribute request
traffic to one of several IP addresses, each hosting identical content.

eUse of DNS A records

The most common usage of A records is IP address lookups: matching a domain
name (like "cloudflare.com") to an IPv4 address. This enables a user's device to
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connect with and load a website, without the user memorizing and typing in the
actual IP address. The user's web browser automatically carries this out by sending
a query to a DNS resolver.

DNS A records are also used for operating a Domain Name System-based Blackhole
List (DNSBL). DNSBLs can help mail servers identify and block email messages from
known spammer domains.

1.2. DNS CNAME record

A "canonical name" (CNAME) record points from an alias domain to a "canonical"
domain. A CNAME record is used in lieu of an A record, when adomain or
subdomain is an alias of another domain. All CNAME records must point to a
domain, never to an IP address. Imagine a scavenger hunt where each clue points
to another clue, and the final clue points to the treasure. A domain with a CNAME
record is like a clue that can point you to another clue (another domain with a
CNAME record) or to the treasure (a domain with an A record).

For example, suppose blog.example.com has a CNAME record with a value of
"example.com" (without the "blog"). This means when a DNS server hits the DNS
records for blog.example.com, it actually triggers another DNS lookup to
example.com, returning example.com’s IP address via its A record. In this case we
would say that example.com is the canonical name (or true name) of
blog.example.com.

Oftentimes, when sites have subdomains such as blog.example.com or
shop.example.com, those subdomains will have CNAME records that point to a
root domain (example.com). This way if the IP address of the host changes, only
the DNS A record for the root domain needs to be updated and all the CNAME
records will follow along with whatever changes are made to the root.

A frequent misconception is that a CNAME record must always resolve to the same
website as the domain it points to, but this is not the case. The CNAME record only
points the client to the same IP address as the root domain. Once the client hits
that IP address, the web server will still handle the URL accordingly. So for instance,
blog.example.com might have a CNAME that points to example.com, directing the
client to example.com’s IP address. But when the client actually connects to that IP
address, the web server will look at the URL, see that it is blog.example.com, and
deliver the blog page rather than the home page.

Example of a CNAME record:

record
blog.example.com value: TTL

type:

is an alias  of
@ CNAME 32600
example.com

In this example you can see that blog.example.com points to example.com, and
assuming it is based on our example A record we know that it will eventually
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resolve to the IP address 192.0.2.1.

1.3. DNS MX record

A DNS 'mail exchange' (MX) record directs email to a mail server. The MX record
indicates how email messages should be routed in accordance with the Simple Mail
Transfer Protocol (SMTP, the standard protocol for all email). Example of an MX

record:
example.co recor riorit
X ) iori
P d P value: TTL
m y:
type:
mailhostl.example.c 4500
@ MX 10
om 0
mailhost2.example.c 4500
@ MX 20
om 0

The 'priority' numbers before the domainsfor these MX records indicate
preference; the lower 'priority' value is preferred. The server will always try
mailhost1 first because 10 is lower than 20. In the result of a message send failure,
the server will default to mailhost2.

The email service could also configure this MX record so that both servers have
equal priority and receive an equal amount of mail:

recor o
example.co priorit
d value: TTL
m y:
type:
mailhostl.example.c 4500
@ MX 10
om 0
mailhost2.example.c 4500
@ MX 10
om 0

This configuration enables the email provider to equally balance the load between
the two servers.

eProcess of querying an MX record

Message transfer agent (MTA) software is responsible for querying MX records.
When a user sends an email, the MTA sends a DNS query to identify the mail
servers for the email recipients. The MTA establishes an SMTP connection with
those mail servers, starting with the prioritized domains (in the first example
above, mailhost1).

eBackup MX record

A backup MX record is just an MX record for a mail server with a higher 'priority'
value (which means a lower priority), so that under normal circumstances mail will
go to the more prioritized servers. In the first example above, mailhost2 would be
the 'backup' server because email traffic will be handled by mailhostl as long as it
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is up and running.

eCan MX records point to a CNAME

A CNAME record is used for referencing a domain's alias instead of its actual name.
CNAME records typically point to an A record (in IPv4) or AAAA record (in IPv6) for
that domain. However, MX records have to point directly to a server's A record
or AAAA record. Pointing to a CNAME is forbidden by the RFC documents that
define how MX records function.

1.4. DNS PTR record

The Domain Name System, or DNS, correlates domain names with IP addresses. A
DNS pointer record (PTR for short) provides the domain name associated with an IP
address. A DNS PTR record is exactly the opposite of the 'A' record, which provides
the IP address associated with a domain name.

DNS PTR records are used in reverse DNS lookups. When a user attempts to reach a
domain name in their browser, a DNS lookup occurs, matching the domain name to
the IP address. A reverse DNS lookup is the opposite of this process: it is a query
that starts with the IP address and looks up the domain name.

*DNS PTR records stored

In IPv4:

While DNS A records are stored under the given domain name, DNS PTR records
are stored under the IP address — reversed, and with ".in-addr.arpa" added. For
example, the PTR record for the IP address 192.0.2.255 would be stored under
"255.2.0.192.in-addr.arpa".

"in-addr.arpa" has to be added because PTR records are stored within the .arpa
top-level domain in the DNS. .arpa is a domain used mostly for managing network
infrastructure, and it was the first top-level domain name defined for the Internet.
(The name "arpa" dates back to the earliest days of the Internet: it takes its name
from the Advanced Research Projects Agency (ARPA), which created ARPANET, an
important precursor to the Internet.)

in-addr.arpa is the namespace within .arpa for reverse DNS lookups in IPv4.

In IPv6:

IPv6 addresses are constructed differently from IPv4 addresses, and IPv6 PTR
records exist in a different namespace within. arpa. IPv6 PTR records are stored
under the IPv6 address, reversed and converted into four-bit sections (as opposed
to 8-bit sections, as in IPv4), plus “. ip6.arpa".

1.5. DNS NS records

NS stands for ‘nameserver,” and the nameserver record indicates which DNS server
is authoritative for that domain (i.e. which server contains the actual DNS records).
Basically, NS records tell the Internet where to go to find out a domain's IP address.
A domain often has multiple NS records which can indicate primary and secondary
nameservers for that domain. Without properly configured NS records, users will
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be unable to load a website or application. Here is an example of an NS record:

example.com record type: value: TTL

@ NS nsl.exampleserver.com 21600

Note that NS records can never point to a canonical name (CNAME) record.
enameserver

A nameserver is a type of DNS server. It is the server that stores all DNS records for
a domain, including A records, MX records, or CNAME records.

Almost all domains rely on multiple nameservers to increase reliability: if one
nameserver goes down or is unavailable, DNS queries can go to another one.
Typically, there is one primary nameserver and several secondary nameservers,
which store exact copies of the DNS records in the primary server. Updating the
primary nameserver will trigger an update of the secondary nameservers as well.
When multiple nameservers are used (as in most cases), NS records should list
more than one server. Learn more about DNS servers.

1.6. DNS SOA records

The DNS ‘start of authority’ (SOA) record stores important information about
a domain or zone such as the email address of the administrator, when the domain
was last updated, and how long the server should wait between refreshes. All DNS
zones need an SOA record in order to conform to IETF standards. SOA records are
also important for zone transfers. Example of an SOA record:

name example.com

record type SOA

MNAME ns.primaryserver.com
RNAME admin.example.com
SERIAL 1111111111
REFRESH 86400

RETRY 7200

EXPIRE 4000000

TTL 11200

The 'RNAME' value here represents the administrator's email address, which can be
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confusing because it is missing the ‘@’ sign, but in an SOA record
admin.example.com is the equivalent of admin@example.com.

ezone serial number

In the DNS, a 'zone' is an area of control over namespace. A zone can include a
single domain name, one domain and many subdomains, or many domain names.
In some cases, 'zone' is essentially equivalent with 'domain,' but this is not always
true.

A zone serial number is a version number for the SOA record. In the example
above, the serial number is listed next to 'SERIAL.' When the serial number changes
in a zone file, this alerts secondary nameservers that they should update their
copies of the zone file via a zone transfer.

eOther parts of an SOA record

o MNAME: This is the name of the primary nameserver for the zone.
Secondary servers that maintain duplicates of the zone's DNS records receive
updates to the zone from this primary server.

o REFRESH: The length of time (in seconds) secondary servers should wait
before asking primary servers for the SOA record to see if it has been updated.

o) RETRY: The length of time a server should wait for asking an unresponsive
primary nameserver for an update again.

o EXPIRE: If a secondary server does not get a response from the primary
server for this amount of time, it should stop responding to queries for the zone.

g
Points to Remember

DNS, or Domain Name System, is a fundamental component of the Internet that translates
human-readable domain names into machine-readable IP addresses. This process allows
users to access websites without needing to memorize complex numerical addresses.

A CNAME record is used to create an alias for a domain name. It maps one domain name
(the alias) to another (the canonical name). This is particularly useful for pointing multiple
subdomains to a single domain, simplifying DNS management.

@ b~y
OIE] Theoretical Activity 4.1.2: Describing DNS queries
R

. -
Things to Do
: 1 Tasks:

1: Answer the following questions:

i.  What do you understand by Recursive Query?
ii.  What do you understand by lterative Query and Non-Recursive Query?
iii.  Differentiate DNS Resolver from DNS Root Server?
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2: Write your answers on papers or flipchart.

3: Present your findings/answers to the whole class
4: Ask for clarification where necessary

5: Read the key readings 4.1.2.

At

p Key readings 4.1.2: Description of DNS queries

1. Recursive DNS

Recursive query in a recursive query, a DNS client requires that a DNS server
(typically a DNS recursive resolver) will respond to the client with either the
requested resource record or an error message if the resolver can't find the
record. A recursive DNS lookup is where one DNS server communicates with
several other DNS servers to hunt down an IP address and return it to the client.
This is in contrast to an iterative DNS query, where the client communicates
directly with each DNS server involved in the lookup. While this is a very technical
definition, a closer look at the DNS system and the difference between recursion
and iteration should help clear things up. If you have enabled recursive DNS, the
appliance uses the following logic to determine how to resolve a DNS host name
and when to return an error to the client. If the DNS server response does not
contain an A record with an IP address but instead contains authoritative server
information (a referral), the appliance follows all referrals until it receives an
answer. If the appliance follows more than eight referrals, it assumes that there is
a recursion loop, aborts the request, and sends an error to the client.

Recursive DNS Query =
% — 9
@ DN;o.Ive\
LL | c— o | / —
7, [ e— (5 —
—x Q’ Root name
Local DNS — server
client — o
TiD name

server

Advantages of recursive DNS

Recursive DNS queries generally tend to resolve faster than iterative queries. This
is due to caching. A recursive DNS server caches the final answer to every query it
performs and saves that final answer for a certain amount of time (known as
the Time-To-Live).

When a recursive resolver receives a query for an IP address it already has in its
cache, it can rapidly provide the cached answer to the client without
communicating with any other DNS servers. Quickly serving responses from the
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cache is very likely if a) the DNS server serves a lot of clients and/or b) the
requested website is very popular.

e Disadvantages of recursive DNS
Unfortunately, allowing recursive DNS queries on open DNS servers creates a
security vulnerability, as this configuration can enable attackers to perform DNS
amplification attacks and DNS cache poisoning.
2. lterative Query
Iterative query in this situation the DNS client will allow a DNS server to return
the best answer it can. If the queried DNS server does not have a match for the
qguery name, it will return a referral to a DNS server authoritative for a lower level
of the domain namespace. The DNS client will then make a query to the referral
address. This process continues with additional DNS servers down the query chain
until either an error or timeout occurs. An iterative DNS query is a request for a
domain name’s IP address sent to a name server (DNS resolver) that responds
with the most relevant answer. This answer could be the IP address if it is stored in
the DNS resolver’s cache. Otherwise, the DNS resolver responds with another
name server’s details. As the term “iterative” suggests, this referral process
continues until the requesting server receives the appropriate DNS response.
An iterative DNS query is also known as a “nonrecursive DNS query” since the
name servers respond to the requesting server instead of querying another name
server.

In the DNS, the iterative query typically follows these steps:

Step 1: You type “example[.Jcom” on your browser, telling your local DNS client
to look for the domain name’s IP address.

Step 2: Your local DNS client asks the DNS resolver for the IP address of
example[.Jcom.

Step 3: If the DNS resolver has the answer in its cache, it responds with the IP
address. If it does not know the answer, it responds with the IP address of the root

server.

Step 4: Your local DNS client then asks the root name server for the details of the
domain name’s TLD name server.

Step 5: The root name server responds with the TLD server’s IP address.

Step 6: Your local DNS client asks the TLD server for the domain name’s IP
address.

Step 7: The TLD name server responds with the corresponding IP address.

Step 8: Your local DNS client resolves the IP address, and your browser displays
the website.
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3. Non-Recursive Query

typically, this will occur when a DNS resolver client queries a DNS server for a
record that it has access to either because it's authoritative for the record or the
record exists inside of its cache. Typically, a DNS server will cache DNS records to
prevent additional bandwidth consumption and load on upstream servers. non-
recursive query is a query in which the DNS Resolver already knows the answer. It
either immediately returns a DNS record because it already stores it in local cache
or queries a DNS Name Server which is authoritative for the record, meaning it
definitely holds the correct IP for that hostname. In both cases, there is no need
for additional rounds of queries (like in recursive or iterative queries). Rather, a
response is immediately returned to the client. This form of DNS query is able to
respond immediately since the DNS resolver already knows how to obtain the
answer to the query. This is because the DNS record is either stored in the local
cache or a DNS name server has been queried which is authoritative and definitely
holds the IP address for the hostname. In other words, a response is immediately
returned to the client because unlike recursive and iterative queries, there is no
need for additional rounds of queries.

4. DNS Resolver

The DNS resolver is the first stop in the DNS lookup, and it is responsible for
dealing with the client that made the initial request. The resolver starts the
sequence of queries that ultimately leads to a URL being translated into the
necessary IP address.

Note: A typical uncached DNS lookup will involve both recursive and iterative
queries.

It's important to differentiate between a recursive DNS query and a recursive DNS
resolver. The query refers to the request made to a DNS resolver requiring the
resolution of the query. A DNS recursive resolver is the computer that accepts a
recursive query and processes the response by making the necessary requests.
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5.DNS Root Server

The administration of the Domain Name System (DNS) is structured in a hierarchy
using different managed areas or “zones”, with the root zone at the very top of
that hierarchy. Root servers are DNS nameservers that operate in the root zone.
These servers can directly answer queries for records stored or cached within the
root zone, and they can also refer other requests to the appropriate Top Level
Domain (TLD) server. The TLD servers are the DNS server group one step below
root servers in the DNS hierarchy, and they are an integral part of resolving DNS
queries.

During an uncached DNS query, whenever a user enters a web address into their
browser, this action triggers a DNS lookup, and all DNS lookups start at the root
zone. Once the lookup hits the root zone, the lookup will then travel down the
hierarchy of the DNS system, first hitting the TLDs servers, then the servers for
specific domains (and possibly subdomains) until it finally hits the authoritative
nameserver for the correct domain, which contains the numerical IP address of
the website being sought. This IP address is then returned to the client.
Interestingly, despite the number of steps required, this process can happen very
quickly.

Root servers are an essential part of the infrastructure of the Internet; web
browsers and many other internet tools would not work without them. There are
13 different IP addresses that serve the DNS root zone, and hundreds of
redundant root servers exist around the globe to handle requests to the root zone.

e Who operates DNS root servers

The Internet Corporation for Assigned Names and Numbers (ICANN) operates
servers for one of the 13 IP addresses in the root zone and delegated operation of
the other 12 IP addresses to various organizations including NASA, the University
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of Maryland, and Verisign, which is the only organization that operates two of the
root IP addresses. Cloudflare actually helps provide DNS Anycast services to one of
the root servers known as the F-Root; Cloudflare supplies additional F-Root
instances under contract with ISC (the F-Root operator).

e find DNS root servers
Since the DNS root zone is at the top of the DNS hierarchy, recursive resolvers
cannot be directed to them in a DNS lookup. Because of this, every DNS resolver
has a list of the 13 IP root server addresses built into its software. Whenever a
DNS lookup is initiated, the recursor’s first communication is with one of those 13
IP addresses.

e DNS root server becomes unavailable
Thanks to the use of Anycast routing and heavy redundancy, the root servers are
very reliable. But on rare occasions a root server will have to update its IP address.
In this case, recursive resolvers can continue using the other 12 IP addresses in the
root zone to perform DNS lookups until their software is updated with the correct
addresses of all 13 servers. Since resolvers will retry until they reach a working
root server, there is no disruption to the normal operations of the Internet when
one root server is down.
6.Authoritative DNS Server
Authoritative DNS is the system that keeps official records corresponding to
domain names such as IP addresses. Domain names are the human-readable
names of IP addresses that direct applications such as browsers to websites such
as www.example.com. IP addresses are designated by strings of numbers and
periods like 123.45.67.189 that can be read by machines.
When a user types a domain name into a browser, the user’s device queries the
DNS system for the IP address for the domain name. If the address cannot be
produced quickly from the initial DNS server, it contacts another nameserver to
look for the answer. This process is known as the recursive lookup process.

Browser request DNS recursive DNS root
resolver nameserver
<>
<> |
Xyz.com
authoritative DNSTLD
Correct web page nameserver nameserver J

B
Points to Remember
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1. Arecursive query in DNS is a type of request where a DNS resolver (also known as
a recursive DNS server) takes on the responsibility of fully resolving a domain
name into its corresponding IP address. This process involves the resolver making
multiple queries to various DNS servers on behalf of the client, allowing the user
to receive a complete answer without needing to manage each step.

2. Non-Recursive Query
The term non-recursive query is often used interchangeably with iterative query.
It emphasizes that the queried DNS server does not perform any additional
queries on behalf of the client but responds directly with either an answer or a
referral.

3. Iterative Query

An iterative query is a type of DNS request where the DNS resolver queries a
server and expects either a direct answer or a referral to another server. If the
queried server does not have the requested information, it will respond with the
address of another DNS server that may have the answer.

@ [=
(ﬁ‘fﬁl Theoretical Activity 4.1.3: Description of DNS zones and zone files

R
B -
Things to Do
J ’ ‘\ Tasks:

1: Answer the following questions:

i.What do you understand by zone files?

ii. Explain DNS zone?

iii. Differentiate DNS zones from zone file?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 4.1.3.

N g
Q’ Key readings 4.1.3: Description of DNS zones and zone files
1. Forward lookup zone
A forward DNS lookup is the process of converting a domain name into its
corresponding IP address. This is the most common type of DNS query. A forward
DNS lookup zone is a DNS zone configured to facilitate mapping between domain
names and IP addresses. It’s essential for everyday internet usage, enabling users
to access websites through domain names.
IPv4 and IPv6:
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Both address types can be mapped in a DNS zone file using address records: A
records for IPv4 and AAAA records for IPv6.

Example:

To access clouddns.manageengine.com, an A record is queried, which resolves to
the IPv4 address 203.0.113.45.

To access blog.zylkercorp.com, an AAAA record is queried, which resolves to the
IPv6 address 2001:0db8:85a3:0000:0000:8a2e:0370:7334.

e forward DNS lookup zones used

Forward lookup zones are a fundamental component of the DNS, ensuring the
smooth operation of the internet and private networks by making it easier for
humans to access and use network resources through memorable domain names
instead of exhaustive strings of IP addresses. These zones are used by DNS servers
around the world to resolve client queries and direct traffic appropriately.

Forward lookup zones are utilized in a variety of situations, including:

v' Accessing websites: When you type a website address
(e.g., www.example.com) into your browser, a DNS query is made in a forward

lookup zone to resolve the hostname to its IP address, allowing your browser to
connect to the website’s server.

v Email services: Email clients and servers use the DNS to resolve domain names
in email addresses to the IP addresses of mail servers, ensuring that emails can be
correctly routed and delivered to their destination.

v/ Connecting to networked services: Whether it’s cloud services, remote
databases, or online APIs, clients use forward DNS lookups to find the IP addresses
of the servers hosting these services, based on their hostnames.

v Network administration and operations: In enterprise environments, forward
lookup zones facilitate connections to internal servers, networked printers, file
shares, and other resources by translating human-friendly domain names into IP
addresses that only networked computers can understand.

v’ Load balancing and redundancy: Forward lookup zones can be configured to
return multiple IP addresses for a single hostname, enabling traffic to be
distributed across several servers or rerouted in case of a server failure; this
enhances the availability and reliability of services.

2.Reverse lookup zone

Reverse lookup zones in the DNS are used for resolving IP addresses back into
domain names, essentially performing the opposite function of the more common
forward lookup zones, which map domain names to IP addresses. This process is
known as a reverse DNS lookup, or rDNS. This is particularly important for services
like email, where verifying the sender’s domain against the IP address can help
reduce spam.

Reverse lookup zones require careful setup to ensure accurate reverse lookups
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and use PTR records in designated reverse zones. Each record will correlate an IP

address to a hostname, with the IP block address portion written in reverse.

While not all IP addresses have reverse DNS setups, for many applications—

especially in business or enterprise environments—setting up reverse lookup

zones is a crucial part of managing the network infrastructure.

e Reverse zones and PTR records for IPv4 addresses

Say, for instance, in the IPv4 network block 192.168.1.0/24, there’s a user named

John with the employee ID 12345. A typical forward DNS lookup for John’s

hostname, using the format [hostname].[domainname].[TLD] (where TLD stands

for top-level domain, like .com), would resolve to an IPv4 address as shown below:

john-12345.zylkercorp.com > 192.168.1.26

To create a reverse DNS lookup zone for John’s IP address, you would start with

the network portion of your IP block, reverse it, and then append .in-addr.arpa.

So, for the /24 address block, 192.168.1 is the network address and the reverse

lookup zone would be:

1.168.192.in-addr.arpa

Within this reverse lookup zone, a PTR record for John’s IP address would be:

26.1.168.192. in-addr.arpa

The response for the PTR record should correctly point back to John’s hostname:

john-12345.zylkercorp.com

e Reverse zones and PTR records for IPv6 addresses

For IPv6 addresses, the process is similar to IPv4, but the notation and the domain

used for reverse DNS delegation are different. The domain used for IPv6 reverse

DNS is .ip6.arpa. For the IPv6 address block 2001:0db8:85a3::/48, you first need to

construct the reverse zone name by reversing the address block and formatting it

according to the reverse lookup naming conventions for IPv6 in the DNS. For a /48

subnet, the network address involves only the first three groups of hexadecimal

numbers.

v Reverse DNS lookup zone name construction:

o Start with the IPv6 prefix: 2001:0db8:85a3

o Reverse the hexadecimal groups of the network address and separate each digit

with a dot: 3.a.5.8.8.b.d.0.1.0.0.2

o Append the standard reverse lookup suffix for IPv6: .ip6.arpa

o So, the reverse zone name is 3.a.5.8.8.b.d.0.1.0.0.2.ip6.arpa.

v/ Sample PTR records within this zone:

For example, let’s create PTR records for an IPv6 address in this block:
2001:0db8:85a3:0000:0000:0000:0000:abcd

To create a PTR record, we need to reverse the unique part of the address (beyond

the /48 prefix), which is the last four hexadecimal digits (abcd), omitting the

zeros, otherwise you’ll have to reverse the whole unique part. Following the
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reverse DNS lookup conventions for IPv6:

1. Reverse the unique hexadecimal digits: d, c, b, a

2. Separate each digit with a dot: d.c.b.a

3. Append the reverse zone name constructed from the /48 prefix:
3.a.5.8.8.b.d.0.1.0.0.2.ip6.arpa

Therefore, the complete PTR record for 2001:0db8:85a3::abcd would be:
d.c.b.a.3.a.5.8.8.b.d.0.1.0.0.2.ip6.arpa

The PTR record above indicates that the IP address should reverse resolve to the
hostname jade-56789.zylkercorp.com, which is in the format
hostname.domainname.tld referring to the top-level domain name .com. Note:
Typically, one IP address maps to one hostname, although having multiple PTR
records for a single IP is not prohibited by the DNS standard.

3.Standard primary zone

A DNS server hosting a primary zone is the primary source for information about
this zone. It stores the zone data in a local file or in AD DS. To create, edit, or
delete resource records, you must use the primary zone. Secondary zones are
read-only copies of primary zones.

You can store a standard primary zone in a local file, or you can store zone data in
AD DS. When you store zone data in AD DS other features are available, such as
secure dynamic updates and the ability for each domain controller that hosts the
zone to function as a primary and be able to process updates to the zone. When
the zone is stored in a file, by default the primary zone file is
named zone_name.dns, and it's located in the %windir%\System32\Dns folder on
the server.

4.AD-integrated zone

Active Directory-integrated DNS in Windows Server 2008 stores zone data in
application directory partitions. (There are no behavioral changes from Windows
Server 2003-based DNS integration with Active Directory.) The following DNS-
specific application directory partitions are created during AD DS installation:

e A forest-wide application directory partition, called ForestDnsZones

e Domain-wide application directory partitions for each domain in the forest,
named DomainDnsZones

5. Standard secondary zone

A secondary zone is a read-only copy of a primary zone. When a zone that this DNS
server hosts is a secondary zone, this DNS server is a secondary source for
information about this zone. The zone at this server must be obtained from
another remote DNS server computer that also hosts the zone. This DNS server
must have network access to the remote DNS server that supplies this server with
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updated information about the zone. Because a secondary zone is only a copy of a
primary zone that is hosted on another server, it can't be stored in AD DS as an
Active Directory Integrated zone.

"4 [
—

s

Points to Remember

1. Azonefileis a plain text file stored on a DNS server that contains all the resource
records for a particular DNS zone. This file is essential for the functioning of the
DNS as it specifies how domain names are resolved to IP addresses and includes
various types of records.

2. A DNS zone is a distinct administrative space within the DNS hierarchy that allows
for the management of a specific portion of the domain namespace. It can
encompass a domain and its subdomains, enabling administrators to control DNS
records, name servers, and other components for that segment.

&
‘! Practical Activity 4.1.4: Performing DNS installation

‘7’0
e ‘] Task:

1: Referring to the key reading 4.1.3, As an internet and networking technology student, you
are asked to go to install DNS server installation

2: Present the procedures of all step performed installation.

3: Present your work to the trainer and whole class.

4: Read key reading 4.1.4 and ask clarification where necessary

5: Perform the task provided in application of learning 4.1

A

p Key readings 4.1.4: Performing DNS installation process

1. DNS installation process

1.1. DNS installation Prerequisites

eQur domain name.

eThe IP address and hostname of each server that we want to provide name
resolution for.

Additionally, before we configure our computer as a DNS, we need to verify
that the following minimum conditions are proper:

oA server running Windows Server 2012R2, 2016, 2019, or 2022 operating
system and an open Remote Desktop Protocol (RDP) 3389 port.
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oA domain user with appropriate administrative privileges in configuring the
DNS.

eMinimum of 4 GB of RAM and 2-core CPU.

1.2. Updating DNS client configuration

Client DNS settings are confined to DNS server IP addresses and are usually pre-
configured as part of the process that allocates a device an IP address. Should
DNS server settings need changing, follow the steps below relevant to your
operating system:

Windows

1. Open “Control Panel” and navigate to “Network and Sharing Center”.
2. Click the active network connection.

3. In the new window, click “Properties”.

4, Click “Internet Protocol Version 4 (TCP/IPv4)”, then navigate to

“Properties.”

5. Choose “Use the following DNS server addresses,” then enter the
desired DNS server IP addresses.

6. Click “OK”, then close the windows.

1.3. Installing DNS Server DNS Server Role

Basically, installing the DNS Server Role in Windows Server is a simple process
that allows you to configure and manage a DNS server for your network. It
involves adding the DNS server role to your Windows Server machine,
configuring basic DNS settings, and creating and managing DNS records. First of
all, log in as an administrator user to the Windows Server and follow the steps
below to install the DNS server on our Windows Server:

Step 1: Launch the Server Manager, as illustrated below:

Step 2: Select Add roles and features.

Server Manager * Dashboard

Step 3: Press Next
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fE Add Roles and Features Wizard - 0 X

DESTINATION SERVER

Befo re you b@giﬂ CLOUD-JH200NLHC

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
e ou B

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

Step 4: Click on Next after selecting Role based and feature based installation.

[ Add Roles and Features Wizard - m] >
’ . | | & P DESTINATION SERVER
Select installation type CLOUD-IH209NLHC

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

lv < Previous] [ Next > ] stall ; Cancel

Step 5: Choose a server from the pool and press Next.
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f&s Add Roles and Features Wizard = O >

DESTINATION SERVER

Select destination server CLOUD-H200NLHC

Select a server or a virtual hard disk on which to install roles and features.

@ Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features r
Filter: |
Name IP Address Operating System

Microsoft Windows Server 2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[ < Previous I I Next > Install Cancel ‘

Step 6: Pick the DNS server and click Next.

& Add Koles and Features Wizard — [} X

DESTINATION SERVER

Select server roles CLOUD-IH209NLHC

Select one or more roles to install on the selected server.

Before You Begin

w0

nstallation Type Roles Description

Server Selection

Domain Name System (DNS) Server

[C] Active Directory Certificate Services
provides name resolution for TCP/IP

[C] Active Directory Domain Services

Network Controller

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

_1 Volume Activation Services

[[] Web Server (IIS)

[C] Windows Deployment Services

[] Active Directory Federation Services networks. DNS Sesver is easier to

[] Active Directory Lightweight Directory Services manage when it is installed on the
DNS Server [C] Active Directory Rights Management Services same server as Active Directory
- [] Device Health Attestation Domain Services. If you select the
Confirmation ] DHCP Server Active Directory Domain Services

[~z role, you can install and configure

] Fax Server DNS Server and Active Directory

¢ [m] File and Storage Services (1 of 12 installed) Domain Services to work together.

[[] Host Guardian Service

[] Hyper-v

F_

0

O

O

[

| < Previous I I Next > ] Install
Step 7: Double check all settings before clicking the Install button to begin the

installation.
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fts Add Roles and Features Wizard — [

a To install the following roles, role services, or features on selected server lick Insta

Server Selection Optional ch as administratio yed on this page because they have
been sele

matically. If you do not wa >ptional features, click Previous to clear

their che

D Server DNS Server

Role Administration Tools

DNS Server Tools

< Previous Install Cancel

Step 8: Allow some time for the installation to complete. Once done, click
the Close to exit the installation wizard.

fia Add Roles and Features Wizard = ()

Ir a .:1"|:",‘7Jy», ::'::

View installation progress

@) Festure installation

DNS Server
Remote Server Administration Tools
Role Administration Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar. and then Task Details

nfigurat

Points to Remember

e DNS, or Domain Name System, is a fundamental component of the Internet that
translates human-readable domain names into machine-readable IP addresses.
This process allows users to access websites without needing to memorize
complex numerical addresses.

® A CNAME record is used to create an alias for a domain name. It maps one
domain name (the alias) to another (the canonical name). This is particularly
useful for pointing multiple subdomains to a single domain, simplifying DNS
management.

e Arecursive query in DNS is a type of request where a DNS resolver (also known as a
recursive DNS server) takes on the responsibility of fully resolving a domain name into
its corresponding IP address. This process involves the resolver making multiple queries
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to various DNS servers on behalf of the client, allowing the user to receive a complete
answer without needing to manage each step.

e Non-Recursive Query

e The term non-recursive query is often used interchangeably with iterative query.
It emphasizes that the queried DNS server does not perform any additional
queries on behalf of the client but responds directly with either an answer or a
referral.

e Aniterative queryis a type of DNS request where the DNS resolver queries a
server and expects either a direct answer or a referral to another server. If the
queried server does not have the requested information, it will respond with the
address of another DNS server that may have the answer.

e A zonefileis a plain text file stored on a DNS server that contains all the resource
records for a particular DNS zone. This file is essential for the functioning of the
DNS as it specifies how domain names are resolved to IP addresses and includes
various types of records.

e A DNS zone is a distinct administrative space within the DNS hierarchy that allows
for the management of a specific portion of the domain namespace. It can
encompass a domain and its subdomains, enabling administrators to control DNS
records, name servers, and other components for that segment.

Feature DNS Zone Zone file

Definition An administrative spave in the | A text file containing resource
DNS hierarchy records for a zone

Purpose Manages a specific portion of the | Provides data necessary for
domain namespace resolving domain names

Structure Can contain multiple subdomains | Contains various types of DNC

records

Control Allows granular control by | Represents actual data used in
administrators queries

Updates Managed through zone file Updated directly in the zone file

e Prerequisites
Before configuring our DNS, we must have the following information:
e Our domain name.
¢ The IP address and hostname of each server that we want to provide name resolution
for.
Additionally, before we configure our computer as a DNS, we need to verify that the
following minimum conditions are proper:
e A server running Windows Server 2012R2, 2016, 2019, or 2022 operating system and
an open Remote Desktop Protocol (RDP) 3389 port.
¢ A domain user with appropriate administrative privileges in configuring the DNS.
e Minimum of 4 GB of RAM and 2-core CPU
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¢ Installing the DNS Server Role

Step 1: Launch the Server Manager, as illustrated below:
Step 2: Select Add roles and features.
Step 3: Press Next.
Step 4: Click on Next after selecting Role based and feature based installation.
Step 5: Choose a server from the pool and press Next.
Step 6: Pick the DNS server and click Next.
Step 7: Double check all settings before clicking the Install button to begin the installation
Step 8: Allow some time for the installation to complete. Once done, click the Close to exit
the installation wizard.

e

Suppose that your school needs to establish DNS server, you are asked to install DNS role.
All tools, materials and equipment are available in computer lab.

Application of learning 4.1
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| Indicative content 4.2: Configuration of DNS Settings
Duration: 3 hrs

Practical Activity 4.2.1: Configuring DNS Settings

r(
8- (

?hinq;s fo 0;\ Task:

1: Referring to the key reading 4.1.1, As an internet and networking technology student, you
are asked to go to configure DNS server settings

2: Present the procedures of all step performed during DNS configuration.

3: Present your work to the trainer and whole class.

4: Read key reading 4.2.1 and ask clarification where necessary

5: Perform the task provided in application of learning 4.2

&
(g
Key readings 4.2.1: Configuring DNS Settings

Configuring DNS (Domain Name System) settings involves several steps, including
choosing a DNS hosting provider, configuring DNS records, and assigning the
public DNS IP addresses. Here's a breakdown of the process:

4.2.1Choosing a DNS Hosting Provider

A DNS hosting provider manages the DNS records for your domain. Some popular
DNS hosting providers include:

Cloudflare

Google Cloud DNS

Amazon Route 53

DigitalOcean DNS

GoDaddy DNS

Namecheap

VV VYV VYV

Choose a provider based on your requirements (e.g., speed, global reach, DDoS
protection, pricing).

4.2.1. Public DNS IP Addresses (IPv4)

Public DNS IP addresses allow the internet to locate and resolve your domain. If
you're hosting your own DNS, or using third-party services, you may need to
assign these. Here are the common DNS services with public IPv4 addresses:
Popular Public DNS IPv4 Addresses:

> Google DNS (IPv4)
> Primary: 8.8.8.8
> Secondary: 8.8.4.4
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Cloudflare DNS (IPv4):

Primary: 1.1.1.1

Secondary: 1.0.0.1

OpenDNS (IPv4):

Primary: 208.67.222.222

> Secondary: 208.67.220.220

3. Public DNS IP Addresses (IPv6)

As the world increasingly adopts IPv6, you should also configure DNS for IPv6

YV V VYV

addresses.
Popular Public DNS IPv6 Addresses:
- Google DNS (IPv6):

- Primary: 2001:4860:4860::8888

- Secondary: 2001:4860:4860::8844
- Cloudflare DNS (IPv6):

- Primary: 2606:4700:4700::1111

- Secondary: 2606:4700:4700::1001
- OpenDNS (IPv6):

- Primary: 2620:119:35::35

- Secondary: 2620:119:53::53
Configuring the Forward Lookup Zone
Evidently, a Forward Lookup Zone in DNS is a database of resource records that
map domain names to IP addresses. Hence, we use it to resolve host names to IP
addresses.
Certainly, the Forward Lookup Zone is vital because it enables clients to access
network resources using domain names instead of IP addresses. This lookup zone
makes it easier for users to remember and access network resources, and it
helps improve the network’s readability and maintainability.
Steps
In order to create a forward lookup zone, follow the steps below:
Step 1: On the server manager, navigate to Tools > DNS to access the DNS
manager, as shown below:
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-

DNS Manager = 0 X
File Action View Help

L o @ m

£ DNS Name

i CLOUD-JHZ09NLHC I cLouD-JH209NLHC

Step 2: Right click on the server name and select Properties.

-

DNS Manager —

File Action View Help

e | nm XE Hro &
2 [?NS Name
3 Qe e

Configure a DNS Server..

New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup
All Tasks
View

Delete
Refresh
Export List...

Properties

Help

Step 3: Select the New Zone option.
Step 4: Press Next.
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New Zone Wizard

Welcome to the New Zone

Wizard
This wizard helps you create a new zone for your DNS
server,
P
A zone translates DNS names to related data, such as IP

addresses or network services.

To continue, click Next.

< Back Cancel

Step 5: Choose the Primary zone and press Next.

New Zone Wizard X

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone
Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(S04A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative For that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

Step 6: Click Next after selecting the Forward lookup zone.
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New Zone Wizard X

Forward or Reverse Lookup Zone ‘
‘You can use a zone for forward or reverse lookups.
P

Select the type of lookup zone you want ko create:

(®) Forward lookup zone

A forward lookup zone translates DNS names into IP addresses and provides
information about available network services,

() Reverse lookup zone

A reverse lookup zone translates IP addresses into DNS names.

< Back Cancel

Step 7: Enter the name of our zone and press Next
MNew Zone Wizard X

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft,com). The zone name is
not the name of the DNS server,

Zone name:
exampledns.com

< Back i Next = Cancel

Step 8: Choose “Create a file with the file name” and press Next.

150 | Windows Server Administration — Trainee Manual




New Zone Wizard X

Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want ko create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name:

l exampledns.com.dns

(O Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“o3ystemRoot%\system32\dns on this server, and then click Next,

Step 9: Check the box next to “Do not allow dynamic update” and click Next.

New Zone Wizard X

Dynamic Update

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. >

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates {recommended For Active Directory)
This option is available only for Active Directory-integrated zones,

() allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client,

This option is a significant security vulnerability because updates can be
== accepted from untrusted sources.

(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Canicel

Step 10: Press the Finish button
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Completing the New Zone Wizard

B I You have successfully comgleted the News Zone Wizard
. weched the folovwrs; settrgs

Normw:  scampindng. cor

Type 2andard Provar

Lockup type Forwyd

Fie narme oampiadrs com dns

Note: You shoulkd now add records to the 2one or ensure

that records are updated dynamically. You can then veef

e resohtion usrg relockg

cad o e e 1w e, chch F
bach Freh | ancel

Configuring the Reverse Lookup Zone

Following, a Reverse Lookup Zone in DNS is a database of resource records that
map IP addresses to host names. By all means, we use this lookup zone to
resolve IP addresses to hostnames.

Further, a Reverse Lookup Zone is different from the Forward Lookup Zone. In
that it maps IP addresses to host names, while the Forward Lookup Zone maps
host names to IP addresses. Additionally, the Reverse Lookup Zone is typically
less frequently used than the Forward Lookup Zone, as clients are more likely to
access network resources using host names rather than IP addresses.

Steps

Indeed, to create a forward lookup zone, follow the steps below:

Step 1: On the server manager, navigate to Tools > DNS to access the DNS
manager:

£ DNS Manager — ] x
File Action View Help

- ﬂ

% DNS Marme

| CLOUD-JH209NLHC IVIL'LDLJ: JH209NLHC

Step 2: Right click on the server name and select Properties.
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. DNS Manager - O

File Action View Help

e M XECT A= Hm| & E
& DNs Neme
=1 amame—
Configure a DNS Server...
New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup
All Tasks >
View >

Delete
Refresh
Export List...

Properties

Help

Step 3: Here, select the New Zone option.
Step 4: Press Next.
New Zcne Wizard X

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A\

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next,

< Back Cancel

Step 5: Now, choose the Primary zone and press Next.
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New Zone Wizard X

Zone Type
The DNS server supports various types of zones and storage,

Select the type of zone you want ko create:
(@) Primary zone

Creates a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.,

() Stub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
{50A), and possibly glue Host {A) records. A server containing a stub zone is not
authoritative For that zone.

Store the zone in Active Directory {available only if DNS server is a writeable domain
controller)

<Back Cancel

Step 6: From this step forward, the setup is different from our previous section.
Next, click Next after selecting the Reverse lookup zone.
New Zone Wizard X

Forward or Reverse Lookup Zone *
‘You can use a zone for Forward or reverse lookups.

Select the type of lookup zone vou want to create:

() Forward lockup zone

A Forward lookup zone translates DNS names into IP addresses and provides
information about available network services,

(®) Reverse lookup zone
& reverse lookup zone translates IP addresses into DNS names.,

< Back Cancel

Step 7: After, select IPv4 Reverse Lookup Zone and click on Next.
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New Zone Wizard

X
Reverse Lookup Zone Name ‘
A reverse lookup zone translates IP addresses into DNS names., .

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses,

(®) IPv4 Reverse Lookup Zone

() IPvé Reverse Lookup Zone

< Back Cancel

Step 8: Define your network ID and click Next.
MNew Zone Wizard X

Reverse Lookup Zone Name
4 reverse lookup zone translates IP addresses into DMS names.,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Metwork ID:
|2oe 117 .89

The network ID is the portion of the IP addresses that belongs ko this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0.10.in-addr. arpa.

() Reverse lookup zone name:

85.117.208.in-addr.arpa

< Back Cancel

Step 9: Further, choose “Create a file with the file name” and press Next.
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New Zone Wizard X

Zone File
You can create a new zone File or use a file copied from another DNS server,

Do you want ko create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name:

‘ £5.117.208.in-addr . arpa.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
% SystemRoot%\system32\dns on this server, and then click Next,

< Back Cancel

Step 10: Please check the box next to “Do not allow dynamic update” and

click Next.
MNew Zone Wizard X

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dyvnamic updates enable DNS client computers ko register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only For Active Directory-integrated zones.

() allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
This option is a significant security wulnerability because updates can be
= accepted from untrusted sources,

(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back Cancel

Step 11: In sum, press the Finish button
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New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Z
| £ MName:  85,117.208.in-addr.arpa A
Type:  Standard Primary
Lookup type: Reverse
File name: 85.117.208.in- v

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< Back Cancel

—=b
Points to Remember

o Steps of DNS Settings Configuration
Configuring the Forward Lookup Zone
Step 1: On the server manager, navigate to Tools > DNS to access the DNS manager
Step 2: Right click on the server name and select Properties.
Step 3: Select the New Zone option.
Step 4: Press Next.
Step 5: Choose the Primary zone and press Next.
Step 6: Click Next after selecting the Forward lookup zone.
Step 7: Enter the name of our zone and press Next
Step 8: Choose “Create a file with the file name” and press Next.
Step 9: Check the box next to “Do not allow dynamic update” and click Next.
Step 10: Press the Finish button
¢ Configuring the Reverse Lookup Zone
Step 1: On the server manager, navigate to Tools > DNS to access the DNS manager:
Step 2: Right click on the server’s name and select Properties.
Step 3: Here, selects the New Zone option.
Step 4: Press Next.
Step 5: Now, choose the Primary zone and press Next.
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Step 6: From this step forward, the setup is different from our previous section.
Next, click Next after selecting the Reverse lookup zone.

Step 7: After, select IPv4 Reverse Lookup Zone and click on Next.

Step 8: Define your network ID and click Next.

Step 9: Further, choose “Create a file with the file name” and press Next.

Step 10: Please check the box next to“Do not allow dynamic update” and
click Next.

Step 11: In sum, press the Finish button.

L

Suppose that your school needs to establish DNS server, you are asked to configure DNS

Application of learning 4.2.

role for domain name translation.
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' Indicative content 4.3: Testing of DNS Configuration

Duration: 3 hrs

@2}
» ! Practical Activity 4.3.1: Testing DNS Configuration

e
TW § W Task:

1: Referring to the key reading 4.2.1, As an internet and networking technology student, you

are asked to go to test DNS server configuration settings

2: Present the procedures of all step performed during DNS configuration.
3: Present your work to the trainer and whole class.

4: Read key reading 4.3.1 and ask clarification where necessary

5: Perform the task provided in application of learning 4.3

@
>
Key readings 4.3.1 Testing DNS Configuration

resolve domain names effectively:
1.1. Verify DNS Settings

have been correctly propagated across the internet.
a. Using dig Command

DNS servers and verify DNS records.
- Check A Record (IPv4):
dig example.com
- Check AAAA Record (IPv6):
dig example.com AAAA
- Check CNAME Record:
dig www.example.com CNAME
- Check MX Record:
dig example.com MX
- Check NS Records:
dig example.com NS
- Checking TTL and Record Details:

relevant DNS record information.
b. Using ‘nslookup” Command
nslookup is another tool used to query DNS servers.

After configuring DNS settings, it is crucial to test them to ensure that everything
is working correctly. Here’s how you can verify DNS settings, ping a domain, and

You can verify DNS settings using several tools to ensure that your DNS records

The dig command (Domain Information Groper) is a powerful tool used to query

The output from “dig” will show the TTL (Time to Live), IP addresses, and other
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- Check A Record (IPv4):
nslookup example.com
- Specify DNS Server:
You can also query a specific DNS server:
nslookup example.com 8.8.8.8
c. Online DNS Lookup Tools
You can also use online tools to verify DNS settings:
- [Google Dig Tool](https://toolbox.googleapps.com/apps/dig/)
- [MXToolbox](https://mxtoolbox.com/DNSLookup.aspx)
- [DNSChecker](https://dnschecker.org/)
These tools allow you to check DNS records across multiple locations worldwide
and confirm whether DNS propagation has occurred.
1.2. Ping a Domain Name
The ping command is used to check the network reachability of a domain or
server by sending ICMP echo requests. While ping doesn’t directly test DNS
records, it can confirm that the domain name resolves to an IP address and that
the server is reachable.
a. Ping using IPv4:
ping example.com
This command will resolve the domain name to its IPv4 address and send
packets to test the network connection.
Example output:
PING example.com (93.184.216.34): 56 data bytes
64 bytes from 93.184.216.34: icmp_seq=0 ttl=56 time=25.2 ms
64 bytes from 93.184.216.34: icmp_seqg=1 ttl=56 time=25.1 ms
b. Ping using IPv6:
ping6 example.com
This will resolve the domain name to its IPv6 address and test network
connectivity over IPv6.
1.3. Resolve a Domain Name
Domain name resolution refers to converting a domain name (e.g.,
example.com) into its corresponding IP address (e.g., 93.184.216.34 for IPv4, or
2606:2800:220:1:248:1893:25¢8:1946 for IPv6).
a. Using dig or nslookup to Resolve IP Addresses:
You can use the dig or nslookup commands as mentioned earlier to resolve
domain names into their respective IP addresses.
For example:
dig example.com
This will return:
example.com. 300 IN A 93.184.216.34
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b. Resolve with host Command
The host command is another option for resolving domain names:
host example.com
Example output:
example.com has address 93.184.216.34
example.com has IPv6 address 2606:2800:220:1:248:1893:25¢8:1946
1.4. Verify DNS Propagation
Sometimes DNS changes may take up to 24-48 hours to propagate across the
global DNS system. To check whether DNS changes have been fully propagated:

- Use DNS Propagation Checker:

DNSChecker(https://dnschecker.org) allows you to verify whether DNS records
have been propagated to multiple servers worldwide.
WhatsMyDNS(https://www.whatsmydns.net/) also shows global DNS status for
various records.

These tools display results from multiple geographic locations, helping you
determine whether the DNS changes have fully propagated.

g
Points to Remember

e To test your DNS configuration effectively, follow these steps:

Step 1: Verify DNS Settings: For Windows:
1. Open Control Panel.
2. Navigate to Network and Internet > Network and Sharing Center.
3. Click on Change Adapter Settings.
4. Right-click your active network connection and select Properties.
5. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.
6. Ensure the settings are correct, either obtaining DNS server addresses automatically
or using specific DNS servers.

Step 3: Resolve a Domain Name

To explicitly test DNS resolution, use tools like nslookup or dig.

Using nslookup:
1. Open a command prompt or terminal.
2. Type the following command:
3. nslookup www.example.com

e

Suppose that your school needs to establish DNS server, you are asked to test DNS server

Application of learning 4.3

for domain name translation.
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g==lLearning outcome 4 end assessment
©s

Written assessment

Multiple choice questions: Circle the letter corresponding to the correct answer:
1. What does DNS stand for?

A) Domain Name System
B) Dynamic Network Service
C) Domain Network System
D) Dynamic Name Service
Which of the following is an authoritative source of information about each DNS
domain name?
A) Perfmon
B) Zone
C) Record
D) Sysprep
Which server is used to convert host names into IP addresses?
A) DNS server
B) Network server
C) Web server
D) File server
What type of DNS query requires the server to respond with the best information it
possesses at that time?
A) Recursive query
B) Iterative query
C) Action query
D) Parameter query
Which of the following records maps a domain name to an IPv4 address?
A) AAAA
B) CNAME
C) MX
D) D)A
What is the purpose of a DNS forwarder?
A) To cache DNS queries
B) To forward DNS queries for external names to other DNS servers
C) To resolve local DNS queries only
D) To create new DNS zones
Which zone type contains the master copy of the zone database?
A) Stub zone
B) Secondary zone
C) Primary zone
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10.

11.

12.

13.

14.

15.

D) Hybrid zone
What is the Time to Live (TTL) in a DNS record used for?
A) To specify how long the record is valid before being discarded
B) To determine how long a resolver can cache the record
C) Toindicate when to refresh the record
D) Both Aand B
Which feature adds security to the DNS protocol by validating responses?
A) DHCP
B) DNSSEC
C) Cache locking
D) Forwarding
What type of query does a resolver use when it needs an immediate response?
A) lterative query
B) Recursive query
C) Action query
D) Parameter query
Which of the following statements about Dynamic DNS (DDNS) is true?
A) DDNS requires a Microsoft DHCP server to work.
B) DDNS clients may not register their own addresses.
C) DDNS works only with Microsoft clients and servers.
D) The Windows Server 2012 DDNS server can interoperate with recent versions
of BIND.
What does a CNAME record do in DNS?
A) Maps an IP address to a domain name.
B) Creates an alias for an existing record.
C) Specifies mail exchange servers.
D) Defines the start of authority for a zone.
Which command can be used to check if a specific domain name resolves correctly?
A) nslookup
B) ping
C) ipconfig
D) tracert
In Windows Server, which tool is primarily used for managing DNS zones and
records?
A) Active Directory Users and Computers
B) DHCP Management Console
C) DNS Manager
D) Group Policy Management Console
What is the function of a stub zone in DNS?
A) It contains all records for a domain.
B) It holds only the necessary records to identify authoritative name servers.
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C) Itis used for caching purposes only.
D) It stores reverse lookup records exclusively.

Practical assessment

Suppose that your school needs to implement server based on windows server as a trainee
in networking and Internet Technology you are required for performing DNS server
installation, configure and testing server configuration.
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Learning Outcome 5: Deploy Web Services

166 | Windows Server Administration — Trainee Manual



Indicative contents
5.1 Installation of web server
5.2 Configure Web Server (11S)
5.3 Implement Security access control
5.4 Deploying Web application
5.5 Test Web application

Key Competencies for Learning Outcome 5 : Deploy Web Services

Knowledge Skills Attitudes
e Description of web Selecting of web e Having self-
servers’ software server hardware motivation

Identifications  of
web server
installation
prerequisites

and software.

Performing S
installation.

Configuring web

® Being analytical
and details
oriented

Description of services.
deployment Implementing
Method server security
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Duration: 10 hrs

9

Learning outcome 5 objectives:

By the end of the learning outcome, the trainees will be able to:

1. Describe correctly web servers’ software based on Microsoft standard.

2. Identify clearly web server installation prerequisites based on Microsoft standard.
3. Describe clearly the deployment process as used in web services.
4. Perform properly web service installation process as used in windows server.
5. Perform correctly web service configuration as used in server administration.
6. Implement appropriately security access for web server based on Microsoft
standard
W
Resources
Equipment Tools Materials
e Projector e Router °
e Computer e VMware e Electricity
Y UPS WOFkStatIOH Y Cables
e Router e Windows server e Internet
e Switch 2016 05
e Windows client OS
e Bootable device
software
e DVD
e USB
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| Indicative content 5.1: Installation of Web Server

\/ Duration: 2 hrs

i Theoretical Activity 5.1.1: Introduction To Web Server
R

. -
Things to Do
: ’ ‘\ Tasks:

1: Answer the following questions:

i.  With your owner’s word explain a web service?
ii.  Enumerate three advantages of using web services?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 5.1.1.

MM

@
&
Key readings 5.1.1: Introduction to Web Server

1.Describing web servers’ software

A web server is a computer system that combines hardware and software to
store, process, and deliver web content to clients over the Internet. When a user
requests a web page through a web browser, the web server responds by
retrieving the requested content and sending it back to the user's device. This
interaction typically occurs using the Hypertext Transfer Protocol (HTTP) or its
secure variant, HTTPS.

1.1. Apache Web Server

Apache HTTP Server, commonly referred to as Apache, is one of the most widely
used web servers globally. It is open-source and cross-platform, making it
versatile for various environments, including Linux and Windows.

o) Key Features

Modular Architecture: Apache operates on a modular system, allowing users to
extend its functionality with various modules, such as mod rewrite for URL
rewriting and mod_ssl for secure connections.

Virtual Hosting: This feature enables a single Apache installation to host multiple
websites, making it efficient for shared hosting environments.

Security: Apache supports modern authentication methods and can encrypt web
traffic using SSL/TLS.

Performance: It can handle a significant number of connections, though it may
not perform as well as some competitors under extremely high loads.

1.2. Internet Information Services (1IS)

IIS is a web server created by Microsoft, specifically designed for Windows Server
environments. It is known for its integration with other Microsoft products and
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services.

o) Key Features:

User-Friendly Interface: IIS provides a graphical user interface that simplifies
management and configuration tasks.

Security Features: It includes built-in security features such as request filtering,
URL authorization, and SSL support.

Application Pooling: 1IS allows applications to run in isolated environments,
enhancing security and stability by preventing one application from affecting
others.

Integration with .NET: IS is optimized for hosting ASP.NET applications, making it
a preferred choice for developers working within the Microsoft ecosystem.

1.3. Nginx Web Server

Nginx (pronounced "engine-x") is a high-performance web server and reverse
proxy server known for its speed and efficiency in handling concurrent
connections.

o) Key Features

Event-Driven Architecture: Nginx uses an asynchronous, event-driven approach,
allowing it to handle many connections with low resource consumption.

Load Balancing: Nginx can distribute incoming traffic across multiple servers,
enhancing performance and reliability for high-traffic websites.

Static Content Serving: It excels at serving static content quickly, making it a
popular choice for content-heavy websites.

Reverse Proxy Capabilities: Nginx can act as a reverse proxy, providing additional
layers of security and load balancing for backend applications.

1.4. LiteSpeed Web Server

LiteSpeed is a commercial web server that offers high performance and low
resource consumption, making it a popular choice for high-traffic websites.

o) Key Features:

Dynamic Content Handling: LiteSpeed can process dynamic content efficiently
without requiring additional software like PHP-FPM.

HTTP/3 Support: It supports the latest HTTP/3 protocol, enhancing speed and
performance for modern web applications.

Built-in Caching: LiteSpeed includes built-in caching mechanisms that improve
response times and reduce server load.

1.5. Apache Tomcat

Apache Tomcat is an open-source application server that implements the Java
Servlet and Java Server Pages (JSP) specifications. It is designed to run Java
applications.

o) Key Features

Java Support: Tomcat is specifically designed for running Java-based web
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applications, making it a popular choice for Java developers.

» Servlet and JSP Support: It provides a robust environment for executing servlets
and JSPs, allowing for dynamic content generation.

» Integration with Apache HTTP Server: Tomcat can be used in conjunction with
Apache HTTP Server to serve static content while handling dynamic requests
through Java.

» Management Tools: Tomcat offers a web-based management interface for
deploying and managing applications easily.

When preparing to install a web server, specifically Internet Information Services
(I1S) on Windows Server, it is essential to meet certain hardware and software
prerequisites to ensure a successful installation and optimal performance.
2.Installation prerequisites

2.1, Hardware Prerequisites

» Processor: minimum is 1.4 GHz 64-bit processor compatible with the x64
instruction set.

» Recommended: multi-core processors for better performance, especially under
high load.

» Memory (RAM): minimum is 2 GB for Server with Desktop Experience.

Y

Recommended: More than 2 GB for better performance, particularly for hosting

multiple sites or applications.

» Disk Space: minimum of 30 GB of available disk space is recommended for the
operating system and IIS. Additional space may be required depending on the
applications hosted and the amount of content served.

2.2, Software Prerequisites

» Operating System: Windows Server 2016, 2019, or 2022 (Standard or Datacenter
editions). Ensure that the server is fully updated via Windows Update before
installation.

» IS Installation: The Web Server (lIS) role must be enabled. This can be done
through Server Manager or PowerShell.

» .NET Framework: The Microsoft .NET Framework 4.6 or later is required for
running ASP.NET applications. This is often included in the IIS installation.

» Web Deployment Tool: Install Web Deploy (version 2.1 or later) if you plan to use
it for publishing and managing web applications.

» Management Tools: Install IS Management Service for remote management
capabilities.

» Security Certificates: If planning to use HTTPS, ensure you have the necessary
SSL/TLS certificates installed.

» Basic Authentication: If needed, install the Basic Authentication module for IIS to

manage user credentials securely.

171 | Windows Server Administration — Trainee Manual




&
S! Practical Activity 5.1.2: Installing web Server

__»
ngs to Do
TM w Task:

e

1: Referring to the key reading 5.1.1, As a sever administrator, you are asked to go to
the computer lab and install web server.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.1.2 and ask clarification where necessary

5: Perform the task provided in application of learning 5.1.2

@ ‘("
V Key readings 5.1.2 Installing web Server
1.Perform installation process
To install a web server on a Windows machine, you can choose between different
options, such as Apache HTTP Server, Nginx, or Internet Information Services (lIS).
Below are the installation steps for each.
1.1. Installing Apache HTTP Server

e Download Apache: Go to the Apache Lounge website and download the ZIP file
for Apache.

e Extract Files: Unzip the downloaded file to a location on your computer,
preferably to the root of the C:\ drive (e.g., C:\Apache24).

¢ Installing Nginx

e Download Nginx: Visit the [Nginx download page]
(https://nginx.org/en/download.html) and download the latest version for
Windows.

e Extract Files: Unzip the downloaded file to a preferred location (e.g., C:\nginx).
1.2. Installing IS (Internet Information Services)
To install IIS (Internet Information Services) on Windows Server using Server
Manager by following the steps below:
1. Server Preparation: Make sure you have Administrator privileges on your server
if you are using a Windows Server operating system.
2. Opening Server Manager:
— Click on the Start button.
— Search for “Server Manager” and open it.
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3. Select “Add Roles and Features” from the Left Menu:

In the Server Manager main window, locate “Upper Banners” and select “Add Roles

and Features.”

o Serves Manages

* Dashboard

i y » WELCOME TO SERVER MANAGER
s

B Local Server Create Sanver Group
E& Al servess o Confiqure thi X o Serves Mamager Progeres
B8 Fio and Storago Seevices »

ROLES AND SIRVIR GROUPS

Services
@ Manageability @ Manageadiity ® Manageabiity
Erents Events Events
Pertormance B s B
OPA resuits Performance Performance
EPA results 8PA resuins

Famoue Foies and Featurer

4. Launch the “Add Roles and Features Wizard”:

The “Add Roles and Features Wizard” window will open. This wizard helps you add

roles and features to your server.
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fiu Add Roles and Features Wizard — w} X

DESTINATION SERVER

Before you begin w

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

Instaiiation Type hosting a website.

Servar Selection :
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most cuhnt security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

< Previous [E Install Cancel

5. Select Features:
In the first step of the wizard, choose the “Installation Type.” Typically, select
“Role-based or feature-based installation,” and proceed.

Ba Add Roles and Feat Wiz O

DESTINATION SERVER

Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

'R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

[ <Pprevious | [ Next > Install Cancel

6. Choose the Target Server:
Select your server or specify the target server, then click “Next.”
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i Add Roles and Features Wizard

Select destination

Befors You Begin

Instaliation Type

Server Roé

Features

7. Select

In the “Roles” section,

o

OESTINATION SERVER
M

server

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
) Select a virtual hard disk

Server Pool

Filter: | |

Name 1P Address Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers in Server M. Offline servers and
newly-added servers from which data collection is sl incomplete are not shown.

[<Pnevious] Next> | Cancel

Install

Roles:
find “Web Server (1IS)” and check the box. You can also

select additional components if needed.

s Add Roles and Features Wizard

Select server roles

Befora You Begin
Tyes

Server Selection

Instaliation

=) X

DESTINATION SERVER
™

Select one or more roles to install on the selected server,

Roles Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.,

|| Active Directory Certificate Services
[[] Active Directory Domain Services
[[] Active Directory Federation Services
[CJ Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[[] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[C] Fax Server
¢ (M) File and Storage Services (1 of 12 installed)
[[J Host Guardian Service
[ Hyper-v
[[] Network Policy and Access Services
[C] Print and Document Services
[C] Remote Access

(B eb Server (iS)

] Windows Uepio

[[] Windows Server

Update Services

Next > | Install

I<Previcus]|
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Ea Add Roles and Features Wizard O

Select server roles oEsTIATONseRver
T, Add Roles and Features Wizard X ;

Add features that are required for Web Server (lIS)?
ption
prver (IIS) provides a reliable,

leable, and scalable Web
tion infrastructure,

The following tools are required to manage this feature, but do not
have to be instalied on the same server.

4 Web Server (lIS)
4 Management Tools
[Tools] IS Management Console

Include management tools (if applicable)

—_— EAddrumfesﬂ Cancel I

< Previous Next » Install @

T T T

8. Review Accessibility Information:
Follow the wizard’s progression and configure necessary options when prompted.

fia Add Roles and Features Wizard - 0O X
DESTINATION SERVER
Select features wi
Before You Begin Select one or more features to install on the selected server.
Inszallation Type Features Description
Servar Selection NET Framework 3.5 Features NET Framework 3.5 combines the
Server Roles | [ NET Framework 4.7 Features 2 of 7installeq) | |  Power of the NET Framework 20
i [] Background Intelligent Transfer Service (BITS) APl with new technologies for
(] BitLocker Drive Encryption building applications that offer
Wab Server Role (I15) (7] BitLocker Network Unlock appealing user fn!erflces, protect
S [J BranchCache your customers' personal identity
Role Services ] Cient for NFS information, enable seamless and
Confirmation [[] Containers secure communication, and provide
(7] Data Center Bridging the ability to model a range of
[ Direct Play business processes.

[[] Enhanced Storage

[C] Failover Clustering

[[] Group Policy Management

[C] Host Guardian Hyper-V Support

[ VO Quality of Service

[C] 1S Hostable Web Core

[C] Internet Printing Client

[C] 1P Address Management (IPAM) Server
[7] SNS Server service

< >

I <m~m> ] | Install
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9. Initiate the Installation:
Start the IIS installation by clicking the “Install” button.

B Add Roles and Features Wizard o

DESTINATION SERVER

Select role services M

Select the role services to install for Web Server (IIS)

Before You Begin

Instaliation Type Role services Description
Server Selection P A Web Server provides support for
4 Common HTTP Features HTML Web sites and optional
~ Default Document support for ASP.NET, ASP, and Web
Featuraes Directory Browsing server extensions. You can use the
Web Server Role (15) HTTP Errors Web Server to host an internal or
[ Static Content external Web site or to provide an
] HTTP Redir environment for developers to
Confirmation [[] WebDAV Publishing create Web-based applications.
P Health and Diagnostics
HTTP Logging

[0) Custom Logging

[J Logging Tools

[] ODBC Logging

[[] Request Monitor

[ Tracing
4 [V Performance

[¥] static Content Compression

[C] Dynamic Content Compression
4 [V Secunty

[ <Previous | [ Next> Install

DESTINATION SERVER

Confirm installation selections W

Before You Bagin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type [] Restart the destination server automatically if required
Server Selaction Optional features (such as administration tools) might be displayed on this page because they have
¢ been selected automatically. if you do not want to install these optional features, click Previous to clear
Server Roles :
their check boxes.
Features
Web Servar Role (1) Web Server §85)
X Management Tools
Role Services
1IS Management Console
Confirm
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics

Export configuration settings
Specify an alternate source path

Next > Install ” Cancel ]

10. Completion of Installation:
Once the installation is complete, you will receive a confirmation message
indicating successful installation. You will then be prompted for a reboot.
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i Add Roles and Features Wizard — o X

DESTINATION SER’RVER
™

Installation progress

View installation progress

§, Feature installation

A restart is pending on VM. You must restart the destination server to finish the installation

Web Server (lIS)
Management Tools
1IS Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
HTTP Loqaina

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

11. Prove the Web Server is running:

Open your browser either within the server or on a computer that can access your
IIS Server network and input its IP Address on the browser’s search as shown
below.

e E hupyr101020.2) S - & | search... P~ e @

(2 Internet Explorer Enhanced Sec... | 2! 115 Windows Server % |

BR Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

&3+ Benvenuto #.0

L & *'. Bienvenido Hos geldiniz | o'~an oo

You can successfully install 1IS by following these steps. Afterward, you can
configure your websites and applications using the IS Management Console.

Points to Remember

e Do not forget IIS (Internet Information Services) as the mean feature of webserver.
e Apache is basic element of web server.
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e Do not forget Installation prerequisites while selecting web server hardware and

software
e Make sure that IIS is selected during installation of web server.
e After web server (IIS) installation process, verify installation completion.

Suppose that your school needs to establish web server, you are asked to install web server

within windows sever operating system.

Application of learning 5.1.1
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Indicative content 5.2: Configure Web Server (1IS)
\/ Duration: 2 hrs

&
! Practical Activity 5.2.1: Creation real/virtual host and website hosting
_

Things to 0

F\ Task:

1: Referring to the key reading 5.1.2, As a network administrator, you are asked to go to
the computer lab to perform the followings: create real or virtual host, configure web
server, make sample of website and host created website.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.2.1 and ask clarification where necessary

5: Perform the task provided in application of learning 5.2.1

A

Q’ Key readings 5.2.1: Creation real/virtual host and website hosting
1.Create real/virtual host

1.1. Real Host

A real host: typically refers to a dedicated server or a physical machine that hosts a
website. This server is assigned a unique IP address and can serve one or more
websites directly. In this setup, each website can operate independently, and
resources are allocated specifically for that site.

1.2. Virtual Host

A virtual host, on the other hand, allows multiple websites to be hosted on a single
physical server or IP address. This is achieved through a technique known as virtual
hosting, which enables the server to differentiate between different domain names
and serve the appropriate content based on the request received.

2.Host website

Step 1: Open IIS Manager

Click on the Start menu. Navigate to Control Panel > Administrative Tools > Internet
Information Services (lIS) Manager.

Step 2: Create a New Website (Real Host): In the Connections pane, expand the
node for your server. Right-click on “Sites” and select “Add Website”.

2.1. Configure the Website

In the “Add Website” dialog, fill in the following details:

- Site name: Enter a name for your new site (e.g., MyWebsite).

2.2. Physical path

e Physical path: Browse to the folder where your website files are stored (e.g.,
C:\inetpub\wwwroot\MyWebsite).
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¢ Binding:

o Type: Select http (or https if you have an SSL certificate).

o IP address: Select All Unassigned or specify an IP address.

o Port: Typically, this will be 80 for HTTP or 443 for HTTPS.

o Host name: Enter the domain name you want to use for this site (e.g.,
www.example.com).

o Start Website immediately: Ensure this option is checked. Click OK to create the
website.

Step 3: Configure Host Headers for Multiple Websites (Virtual Hosts)

1. In the Connections pane, select the site you just created.

2. In the Actions pane on the right, click on Bindings.

3. In the Site Bindings dialog, click Add.

e Configure the Binding

In the Add Site Binding dialog, configure the following settings:

Type: Select http or https.

IP address: Select an IP address or leave as All Unassigned.
Port: Enter the port number (e.g., 80 for HTTP).
- Host name: Enter the domain name for the virtual host (e.g.,

www.anotherexample.com). Click OK to add the binding.

2.3. Test connectivity

Step 4: Test Your Configuration

1. Open a web browser and enter the domain name vyou configured
(e.g.,http://www.example.com).

2. You should see the content from the physical path you specified.

Step 5: Repeat for Additional Virtual Hosts

Repeat the steps to add more websites or virtual hosts as needed, ensuring each
has a unigue host name. By following these steps, you can successfully create real
and virtual hosts in IS 7.5, allowing you to host multiple websites on the same
server using different domain names.

From the Server Manager application open the IIS services. Click on tools then
click an Internet Information Services (1I1S) Manager
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http://www.anotherexample.com/
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@1 r Manage
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Component Services
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Defragment and Optimize Orives

B Local Server Disk Cleamup
i A Servers o Feent Viewer
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t
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LEARN MORE
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= File and Storage
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Once the IIS service is opened expand the default Web Server.

Hj Intermet Information Services (115) Manager

= & » RX-T » Sites r = -

File Wi Help

Connections
@ sites
< - =2 s 4
Wy Start Page : _ —
Filtar: = 3¢ 1 Show All
~ 85 R-T (RX-ThAdministrator) = u) Show =
LZ} Application Pools Mame o Status Binding
o leh Siten - e Wb Site 1 Starbed (ht... 80 (hitp)
& @  Add Website... Ly

kil Refresh

Switch to Content View

< >

« » | |E=l] Features View |i05 Content View

Right click the Sites to add site.
Input any Site name (it is used on 1IS Manager) for Site name field, for Physical path
field, input physical folder path for this new site, and for Host name, input server’s

hosthame.
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' | Add Website ? S

< %] 22 -
Site name: |
File  View  HI ousite NewSite Select...
Connections :
Content Directory |
< - Z1 B Physical patie P
3 Start Page Ciinetpublnewsite

v -85 RH-T (RO

;.:' Applicat Pass-through suthentication

~ ARISES Connect as... Test Settings...
& Defa
Binding
Type: IP address: Port:
hitp = | |All Unassigned | |80
Huost name:

RX-T.srv.world

Example: www.contese.com of marketing.contese.com

If added normally, new web Sete is displayed on Sites list.

&5 Intermet Information Services (11S) Manager — ] e
« sl » RX-7 » Sites » [+ -
File Wi Help
&3 sit
- nes
- - 7 |8, Fl P ~
Wy srart P
o danbage ) Filter: - W Go ~ ek Show Al _
~ W5 RM-T (RX-MAdministrator) _ E e
=¥ Application Pools Mame s} Stabus Binding p i
~ & Sites _ @ Default Web Site 1 Started (ht... B0 (http) B boce St
& Default Web Site & NewsSite 2 Started (ht... RX-T.sreaworls e
& Mewsite )
» F
Manage Website £
| Sto
Browse Website
< > -
< > = | Features View | = Content View — -

Points to Remember

e Configure Virtual Hosts
To set up virtual hosting (multiple websites on the same server):
1. Edit Site Bindings:
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In IS Manager, right-click on the newly created site and select Edit Bindings
In the Site Bindings dialog, click on the Add. button to add a new binding for
another hostname.
o Enter the new hostname (e.g., www.anotherexample.com) in the Host name
field and ensure that the port is set to 80.
o Click OK to save changes.
2.Repeat for Additional Sites:
Repeat the process of adding websites with unique hostnames as needed.
e steps of creating real/virtual host
1. Open IIS Manage: Navigate to Control Panel, select Administrative Tools, and
then open Internet Information Services (IIS) ManagerAdd a New Website
Add a New Site
Configure firewall Settings
Test your website

vk W

Upload website
Our school has website for break news and announcement, also school manger after setup

local area network wishes to host a school website by using windows server and its web
server role as networking and internet student you are required to configure and host a

Application of learning 5.2.

school web server.
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| Indicative content 5.3: Implement Security Access Control

\/ Duration: 3 hrs

2 Theoretical Activity 5.3.1: Description of security access control concepts
AR

:[h;ngg 10 Do

w Tasks:

1: Answer the following questions:
i. SSLstand for?
ii. Differentiate antimalware from the antivirus
iii.  Explain mechanism of create uncrackable password.
iv.  Give any four benefits of performing regular backup.
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: read the key readings 5.3.1.

Al
" Key readings 5.3.1.: Description of security access control concepts
Implementing security access control in a web server is crucial for protecting
sensitive data and ensuring that only authorized users can access specific
resources. Here are key strategies and best practices for establishing effective
access control:
eKey Concepts of Access Control
= Authentication: This is the process of verifying the identity of a user. Common
methods include usernames and passwords, multi-factor authentication (MFA),
and client certificates.
= Authorization: After authentication, authorization determines what actions a
user can perform. This is typically managed through roles and permissions.
=Access Control Models:

- Role-Based Access Control (RBAC): Users are assigned roles that dictate their
permissions.

- Access Control Lists (ACLs): Specific permissions are defined for users or groups
for particular resources.

- Attribute-Based Access Control (ABAC): Access is granted based on user
attributes and environmental conditions.
1.1. SSL/TLS
SSL (Secure Sockets Layer) and its successor TLS (Transport Layer Security) are
essential protocols for securing communications over the internet.
SSL is a security protocol that creates an encrypted link between a web server and
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a browser, ensuring that all data transmitted remains private and integral. TLS is
the updated version of SSL, designed to address vulnerabilities found in earlier SSL
versions. Although SSL is largely deprecated, the term is still commonly used to
refer to both protocols collectively.

HTTP vs HTTPS

User Insecure Connection NMormal HTTP
SSL certificate
User Encrypted Connection Secure HTTPS
Types of SSL certificates

=Single-domain: A single-domain SSL certificate applies to only one domain (a
"domain" is the name of a website, like www.cloudflare.com).
*Wildcard: Like a single-domain certificate, a wildcard SSL certificate applies to
only one domain. However, it also includes that domain's subdomains. For
example, a wildcard certificate could cover www.cloudflare.com,
blog.cloudflare.com, and developers.cloudflare.com, while a single-domain
certificate could only cover the first.
» Multi-domain: As the name indicates, multi-domain SSL certificates can apply to
multiple unrelated domains.
2. Make password uncrackable
To make passwords uncrackable in a web server implementation, it's essential to
follow a comprehensive approach that includes strong password policies, secure
storage practices, and additional security measures. Creating an uncrackable
password is a challenging task, as no password can be entirely immune to cracking
attempts. However, you can significantly enhance the strength and security of
your passwords by following best practices.
2.1. Enforce Strong Password Policies
> Password Complexity Requirements

e Minimum Length: Require a minimum password length of at least 12-16
characters.

e Character Variety: Mandate the use of:

e Uppercase letters (A-Z)

e Lowercase letters (a-z)

e Numbers (0-9)

e Special characters (e.g., !, @, #, S, %, *, &, *)
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2.2. Password Creation Guidelines
Encourage users to create passphrases that combine unrelated words or phrases.
Prohibit the use of easily guessable information such as names, birthdays, or
common words.
Example Policy, Password must be at least 16 characters long and include:
v At least one uppercase letter
v At least one lowercase letter
v/ At least one number
v At least one special character
2.3. Implement Secure Password Storage
> Hashing Passwords: Use a strong hashing algorithm to store passwords
securely. Recommended algorithms include bcrypt, Argon2, PBKDF2.
> Salting Passwords: Always add a unique salt to each password before
hashing. This ensures that even identical passwords will produce different hashes.
Example Implementation (using bcrypt in Python)
import bcrypt
# Hashing a password
password = b"UserPassword123!"
salt = berypt.gensalt()
hashed_password = bcrypt.hashpw(password, salt)
# Verifying a password
def verify_password(stored_hash, user_password):
return berypt.checkpw(user_password.encode('utf-8'), stored_hash)
2.4. Enable Two-Factor Authentication (2FA)
> Adding an Extra Layer of Security: Implement 2FA to require users to
provide a second form of verification, such as a code sent to their mobile device or
generated by an authenticator app.
> Implementation Steps:
1. Choose a 2FA method (SMS, authenticator app, etc.).
2. Integrate a library or service that supports 2FA (e.g., Google Authenticator,
Authy).
3. Update user accounts to allow for 2FA enrollment and verification.
> Logging and Monitoring

- Implement logging to track login attempts and access to sensitive areas of your
application.

- Regularly review logs for suspicious activity, such as multiple failed login attempts.
> Account Lockout Policy: Implement an account lockout mechanism after
a certain number of failed login attempts to prevent brute-force attacks.
> Educate Users
User Awareness Training: Provide guidance to users on creating strong passwords
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and recognizing phishing attempts. Encourage the use of password managers to
help users manage their passwords securely.
By implementing these strategies, you can significantly enhance the security of
passwords in your web server environment, making them much harder to crack.
Strong password policies, secure storage practices, two-factor authentication, and
user education are essential components of a robust security framework that
protects against unauthorized access.
3.Update Your Website
Keeping your website and its components up to date is crucial for security.
Updates often include patches for vulnerabilities that could be exploited by
attackers.
3.1. Update Your Website
a. Update Content Management System (CMS): If you’re using a CMS (like
WordPress, Joomla, or Drupal), regularly check for updates. Enable automatic
updates if available, or set a schedule to check for updates manually.
b. Update Plugins and Themes: Regularly update all plugins and themes to their
latest versions. Remove any unused or outdated plugins and themes to minimize
potential vulnerabilities.
c. Update Server Software: Ensure that your web server software (e.g., Apache,
Nginx) and database systems (e.g., MySQL, PostgreSQL) are up to date. Regularly
check for updates to your programming languages and frameworks (e.g., PHP,
Node.js).
d. Monitor Security Advisories: Subscribe to security advisories relevant to your
CMS and any third-party libraries you use. This will help you stay informed about
vulnerabilities and patches.
Example Update Process
1. Backup Your Website: Before making any updates, create a complete backup of
your website.
2. Check for Updates: Log in to your CMS and check for available updates.
3. Apply Updates: Update the CMS, plugins, themes, and server software.
4. Test the Website: After updates, thoroughly test your website to ensure that
everything functions correctly.
4. Do Regular Backups
Regular backups ensure that you can restore your website in case of data loss due
to hacking, server failure, or accidental deletion.
4.1. Steps to Implement Regular Backups:
a. Choose a Backup Solution

- Select a backup solution that fits your needs. Options include:

- Manual Backups: Use FTP/SFTP to download files and export databases.

- Automated Backup Plugins: If using a CMS, consider plugins like UpdraftPlus
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(WordPress) or Akeeba Backup (Joomla).

- Server-Side Backups: Use server management tools (like cPanel or Plesk) to
schedule backups.
b. Define a Backup Schedule: Set a regular backup schedule based on how often
your website content changes. For dynamic sites, daily or weekly backups are
recommended.
c. Store Backups Securely
Store backups in multiple locations to ensure redundancy. Options include: Local
storage (external hard drives), Cloud storage (Google Drive, Dropbox, AWS S3),
Offsite storage for disaster recovery.
d. Test Backup Restoration: Regularly test your backup restoration process to
ensure that you can successfully restore your website from backups when needed.
Example Backup Process:
1. Select Backup Tool: Choose a backup tool that meets your needs.
2. Schedule Backups: Set up automated backups to run daily or weekly.
3. Store Backups: Save backups to both local and cloud storage.
4. Verify Backups: Periodically check the integrity of your backups and perform
test restorations.
Implementing security access control through regular website updates and
backups is essential for protecting your web server from vulnerabilities and data
loss. By following these practices, you can significantly enhance your website's
security posture and ensure that you are prepared for any potential incidents.
Regular updates keep your software secure, while consistent backups provide a
safety net in case of emergencies.

&
sg Practical Activity 5.3.2: Perform security access control

P
ngs to Do
TM W Task:

1: Referring to the key reading 5.3.1, As a network administrator, you are asked to go to the
computer lab, to perform the following: after configure web server in your windows server,
install and configure SSL as security mechanism.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.3.2 and ask clarification where necessary

5: Perform the task provided in application of learning 5.3.2
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g
p Key readings 5.3.2 Perform security access control
1.Create Certificate Signing Request Using IIS
When you are applying or ordering an SSL certificate, you will need to create CSR
(Certificate Signing Request) on your server and send it to a Certificate Authority.
The CSR validates the information the CA requires to issue a certificate. After
validating the CSR, the Certificate Authority will use this data to generate and
issue the SSL certificate.
create a CSR by following the below steps:
Step 1: Go to Start > Administrative Tools > Internet Information Services (IIS)
Manager, as shown below:

B »

Windows
Eorerined

|

Step 2: In the left pane, click on the server’s name and double click on the Server
Certificates. You should see the following page:
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G', Internet Information Services (lIS) Manager
€ €3 ) SCP-BHKMDYXSTYN »

File View Help
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¢ d e A «ty
Modules Output Request Server Worker
Caching Filtering | Certificates | Processes

Management

' '.‘ b
Configurat Feature Shared
Editor Delegation Configurat..

Step 3: In the right pane, click on the Create Certificate Request. You should see
the following page:

| l |-
with websites configured for S5L. L t
g - . e
ificate Hash Certificate Store — : ¥ - -
© -

Step 4: Provide your domain name, company name, department name, city,
state, country name and click on the Next button. You should see the following
page:

At this point, you will be asked for information about the certificate and the
company requesting the certificate.

Once you have filled this out, click Next.

It will bring you to the following screen
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Organization Your company's legal name, including any suffixes.

City, State, Should match the information where your company is located.
Country

On the subsequent screen, you need to specify a filename where your Certificate
Request or CSR can be exported.

For example: we would like to export the CSR to C:\example.com.csr.txt

"
e : re—
G 9 95 Glomes v @ - -
Ele  fize  Helz
Loanectiane &1 s -
L L3 ! Brver L Regjusad Carlifmate 7 s
¥ fant Page -
Lhw thi featare ¢
w iE SUODTEN L ONCTEET A | lJ Distinguished Mame Progertes
LT Py et Pucls Fibes g
»E [ [
Specrhythe sequres Fhamranforthe cerbhoabe Mptaieraance ind Criwlocabby must be szeched ar
otfizial names a0 they Zennct contzin 2bbrevzbon:
Lo namnes [tettinursa e |
Qrqan Gtiene |GobnTt:n |
Freizecance P ork
Courespregian: |z -
Eresmus | [t I Enizh Cancel
€ kY
. 5 l Fearuren iva | Comtent i

Step 5: Select the Cryptographic Service Provider, 2048 as a bit length and click
on the Next button. You should see the following page:
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Step 6: Specify the filename and the location where you want to save the CSR,
and click on the Finish button to create a CSR certificate.

& S5 ) GLOBOTEST » CrR a7
File View Help
Connections Actions
g ,
- [ i Server Cg Request Certificate 7 X
Wy SurtPrge Lise this feature o requ
85 GLOBOTEST (GLOBOTEST\A4 File Name
2 Bpplication Pacls Filter: 'y
&l Sites Mame Certificats Stor
Specify the file name for the certificats request. This information can be sent to 3 certification authority for
signing
Specify a file name for the certificate request @
CAlseridministratorDocumentshesr o [I
Breviaus Finish Cance
~ - e e B e ik s iy v g I ]

Step 7: After generating the CSR, you will need to give this CSR file to the
Certificate Provider in order to purchase the new SSL certificate.

Make sure that you get an SSL certificate in P7B or CER format. Once you
received the SSL certificate file from the Certificate Authority save it on the
server where you created the CSR

1.2. Install the SSL on 1IS Website

Next, you will need to install the SSL certificate on your IIS website. You can
install it by following the below steps:

Step 1: Go to Start > Administrative Tools > Internet Information Services (lIS)
Manager as shown below
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Step 2: In the left pane, click on the server’s name and double click on the Server

Certificates. You shoul

Y Internet Information Services 15] Manager

d see the following page:
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Step 3: In the right pane, click on Complete Certificate Request. You should see

the following page:
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Step 4: Browse the certificate file (.cer), provide your domain name, select Web
Hosting in the certificate store option and click on the OK button.

o
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At this point, you have successfully installed your SSL certificate. Next, you will
need to assign the certificate to your website.

2.To assign the certificate by following the below steps:

Step 1: Open the |IS Manager, expand the server’s name and click on the Default

Website then click on the Bindings in the right pane. You should see the
following page

W5 Internet Information Serces (115) Manager

- o X
- v GLOBOTEST » Sites » Default Wb Gt o 5] -
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Configure
t
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= o O 6 M :

Step 2: Click on the Add button. You should see the following page:
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Step 3: Select https, select the IP address of your website or leave it unassigned,
type port 443, type your domain name, select the domain name on which you
want to install SSL and click on the OK button to install the certificate.
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Your SSL certificate is now installed and the website configured to accept secure

connections as shown below:
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3.Installation of Anti-viruses’ software on windows server

Antivirus - A proactive antivirus engine that automatically detects and eliminates
different types of malware including viruses, worms and trojans. Defence a
unique collection of prevention- based security technologies that help preserve
the integrity, security and privacy of the server operating system and data.
Antivirus software, or anti-virus software (abbreviated to AV software), also
known as anti- malware, is a computer program used to prevent, detect, and
remove malware. Antivirus software was originally developed to detect and
remove computer viruses, hence the name.

How to install Kaspersky Anti-Virus 2023

Double-click the downloaded file. You can download Program latest version as

link http://www.icom.co.th/kaspersky thai/Download/kav18.0.0.405en-
my full.exe

1. Click Run

Open File - Security Warning >

Do you want to run this file?

'*‘i Name: .. ers\supervisor\Downloads\kav17.0.0.611en-my_full.exe
Publisher: Kaspersky Lab
Type: Application
From: C\Users\supervisor\Downloads\kav17.0.0.611en-my_f...

Run

Cancel

-] Always ask before opening this file

2

While files from the Intermet can be useful, this file type can potentially
ha your computer. Only run software from pubhlishers you trust.

Yhat's ther

I'\.‘
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2. Click continue

€% Kaspersky Anti-Virus

KASPERSKY =

Welcome to

Kaspersky Anti-Virus

3

By cliclong the Continue button, you accept the termns of the Enc

3. Click Install

\‘) Kaspersky Anti-Virus
|

Everything is ready for installation

Various protection components in Kaspersky Anti-Virus are being installed including a secure
network connection component, These components can be tallored for your needs,
activated, deactivated, and uninstalled through the Microsoft Windows Control Panel.

v | want to participate n Kaspersky Security Network (KSN) to provide optimal protection

for my computer

a4

Sack

4. If you are installing the application under Windows server 2008, or Windows
server 2012, you may see a notification from the User Account Control (UAC)
service after you click the Install button. To proceed with the installation, enter
your administrative password and click Yes.in the User account control window.

5. Wait for the installation to complete

Checking for operating system compatibility...

=

6. Make sure that the check box Run Kaspersky Anti-Virus is selected and click the

Finish button to complete the installation.
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e Kaspersky Anti-Virus — >

KASPERSKY 2

Kaspersky Anti-Virus
The application has been installed
successfully.

Thank you for choosing Kaspersky Lab.

Share protection with your friends to show that you care for them:

" Facebook [ Twitter

v Start Kaspersky Anti-Virus

7

7. Wait for loading the application

KASPERJKY#
Kaspersky Anti-Virus

Loading the application..

©@ Protection loading

All Rights Reserved

8. You can take a tour through the app features by clicking continue. Or Skip it.
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¥ Kaspersky Anti-Virus KASPERSKY? ?

¥ Kaspersky Anth-Virus KASPERSKYS

Your computer is protected

2 imammendatom, ! preces of oees

i

Kaspersky Anti-Virus | "ql Scan 7y Data
Take a quick tour through the application

features.
teilaa Reports

£ On-S
- g
Contimue

Shop 9

9. Enter the activation code into the field in the Activation window. Click Activate.

¥ Kaspersky Anti-Virus KASPERSKY? ? - >

€ | Activation

Enter activation code
Activation code format: J0000C- X000 - JODOOKC - XIDOOK
Whers can | fingd ac activation codal

XXXXX  XXXXX XXXXX  XXXXX

You can copy the sntire activiation code and paste it to the first endry field without typing characters manually
The actnvaton code 5 Not Tase-sensitve

R 10

No activation code? Activate trial version of the application ®

If you: do not have an activation code, you can purchase
one in the Kaspersky Lab onfine store

Purshase sctwation code

10. Wait until the Activation completed successfully window appears and click
Finish.
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# Kaspersky Anti-Virus KASPERSKY 2 ?

Activation

Kaspersky Anti-Virus
Activation completed successfully

Thank you for choosing 3 Kaspersky Lab apphcation

Share protection with your fnends t0 show that you care for theny

[ £ FPITT O w e
11

O o “he e My Kaspersiy

11. Once the installation is complete, the main Kaspersky window will appear
then Click Database Update

¥ Kaspersky Anti-Virus KASPERIKYS 2

Your computer is protected

1 recommendation

| Ql Scan 7 3 Database Update 1 2
' v Update required
1al..] Reports @ On-Screen Keyboard

o o

Updating Antivirus in an Industrial Control System
When properly deployed and up-to-date, antivirus software is an important part

of a defense in-depth strategy to guard against malicious software (malware) in
industrial control systems (ICS)1.
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e Install the SSL on IIS Website
step 1: Go to Start > Administrative Tools > Internet Information Services (lIS)
Manager
Step 2: In the left pane, click on the server’s name and double click on the Server
Certificates.
Step 3: In the right pane, click on Complete Certificate Request.
Step 4: Browse the certificate file (.cer), provide your domain name, select Web
Hosting in the certificate store option and click on the OK button.

e To assign the certificate by following the below steps
Step 1: Open the IIS Manager, expand the server’s name and click on the Default
Website then click on the Bindings in the right pane.
Step 2: Click on the Add button. You should see the following page:
Step 3: Select https, select the IP address of your website or leave it unassigned, type
port 443, type your domain name, select the domain name on which you want to
install SSL and click on the OK button to install the certificate.

Ll

Refer to the configuration made on application of learning 5.3 establish web server security

Application of learning 5.3.

feature by configure and enabling SSL certificate.
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| Indicative content 5.4: Deploy Web Application
\/ Duration: 2 hrs

i Theoretical Activity 5.4.1: Description of deployment method
R

__
Things 1o Do
. w Tasks:

1: Answer the following questions:

i.  What do you understand by the following terms:
a) Deployment
b) Version control system
c) containerization
ii.  Explain manual deployment?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 5.4.1

Al

& Key readings 5.4.1.: Description of deployment method

1.Description of deployment Method

1.1. Manual Deployment

Manual deployment involves hands-on involvement of IT teams in every step of
the deployment process. It requires human intervention to provision
infrastructure, configure settings, and install software. While manual
deployment provides flexibility, it is often time-consuming, error-prone, and
lacks consistency across environments.

1.2. Version Control

Version control systems track changes to code over time, allowing multiple
developers to collaborate on a project. Popular version control tools include Git,
Subversion, and Mercurial. Using version control enables features like branching,
merging, and rollbacks, which are essential for managing application
deployments.

1.3. Containerization

Containerization packages an application's code, runtime, system tools and
libraries into a single package called a container. Containers provide a consistent,
isolated environment for running applications. Docker is the most widely used
containerization platform. Containerized applications can be easily deployed
across different environments, improving portability and scalability.

2. Testing the Deployment

Once your web application has been deployed, it’s crucial to conduct thorough
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testing to ensure everything is functioning as expected. Here’s a structured
approach to testing your deployment:
1. Smoke Testing: To verify that the most critical functionalities of the
application are working.
Steps:

v Access the application in a web browser.

v Check the homepage and key pages for loading issues.

v' Test core functionalities such as user login, form submissions, and

navigation links.

Example: http://www.mynewsite.com.
-Outcome: Confirm that the application is up and running without any critical
errors.
2. Functional Testing: To ensure that all features work according to the
requirements.
Steps:

v Execute test cases for each feature of the application.

v Validate inputs, outputs, and user interactions.

v' Test edge cases and error handling scenarios.
Outcome: Verify that all functionalities meet the specified requirements and
behave as expected.
3. Performance Testing: To assess the application’s performance under various
conditions.
Steps:
e Use tools like IMeter, LoadRunner, or Gatling to simulate user load.
e Measure response times, throughput, and resource utilization.
e Test under peak load conditions to identify bottlenecks.
e Outcome: Ensure the application can handle expected traffic and performs well
under stress.

4. Security Testing: To identify vulnerabilities and ensure the application is
secure.

Steps:

e Conduct penetration testing to find security weaknesses.

e Check for common vulnerabilities such as SQL injection, XSS, and CSRF.

e Review authentication and authorization mechanisms.

e Qutcome: Confirm that the application is secure and meets compliance
standards.

5. User Acceptance Testing (UAT): To validate the application from the end-user
perspective.

Steps:
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e Involve real users to test the application in a production-like environment.

e Gather feedback on usability and functionality.

e Address any concerns or issues raised by users.

e Outcome: Ensure the application meets user expectations and is ready for full-
scale use.
6. Monitoring and Logging: To track the application’s performance and identify
issues post-deployment.
Steps:

e Set up monitoring tools (e.g., New Relic, Datadog, or Google Analytics) to track
application health.

e Implement logging to capture errors and user interactions.

e Regularly review logs and monitoring dashboards for anomalies.

&
‘! Practical Activity 5.4.2: Preforming web application deployment

2
ngs to Do
o ‘] Task:

1: Referring to the key reading 5.4.1, As a server administrator, you are asked to go to the
computer lab to perform the following: develop a web application and deploy it to the web
server (lIS) by respecting all deployment steps.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 5.4.2

A

Q' Key readings 5.4.2: Preforming web application deployment

1.Step to deploy website in IIS via file copy

Step 1) Let’s first ensure we have our web application ‘DemoApplication’ open
in Visual Studio.
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olution Explorer = > Demo.aspx

Properties Cutput
VR

Ml Solution 'Demofpplication’ (1 project)
a 5 DemoApplication
L= #&~ Properties
g =-B References
Bl App_Data
a Mod =

" 'I:'I-_:l Global.
TN Global.asax.cs
I %1 Web.config

1 id="forml" runat="server"

Guru 99 ASP.Net D\SPIM Toxt

Step 3) Now it’s time to publish the solution.
1. Right-click the ‘DemoApplication’ in the Solution Explorer
2. Choose the ‘Publish’ Option from the context menu.
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faJ Solution ‘DemoApplication’ (1 project)
4 =] DemoApplication -
4 J Properties ksl Build
4 @l PublishProfi 1 Rebuild

) Default.plax Clean -
P oc= Iasse-:'l::'ltr.lr > :.%:f omw vahSh

»B References
B App_Data
B Models

g1 Demo
1 Explorer View
pet Packages...

oy Project

Debug

It will open another screen (see step below).
Step 4) In the next step, choose the ‘New Profile’ to create a new Publish

profile. The publish profile will have the settings for publishing the web
application via File copy.

Publish Web | 2 [
& publish web

Select or import a publish profile

Connection

| Import... |

<New Profile...»

Settings

=z

Preview ’
Publishing to Windows Azure Web Sites? 5190 up for a free account

il

OW New Pro.f"“g g options at our web hosting gallery

Step 5) In the next screen we have to provide the details of the profile.
1. Give a name for the profile such as FileCopy
2. Click the OK button to create the profile
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| Manage Profiles... |

Profile name:

FileCopyl

GIVE o Name CAck. 0K

Step 6) In this step, we specifically mention that we are going to Publish website

via File copy.
1. Choose the Publish method as File System.
2. Enter the target location as C:\inetpub\wwwroot — This is the standard
file location for the Default Web site in IIS.
3. Click ‘Next’ button to proceed.
&> publish Web
Profile EllaCopny =

Connection

Publish method: [ File System =]

1
E ! Target location: | Chinetpubiwwwroot] 1 |

Choose Publish specify
metnod as File e Target
ystem Location Click. oK
[ <prev || MNet> || Publish || cies

Step 7) In the next screen, click the Next button to proceed.
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&> Publish web

Profile

Connection

Preview

FileCopy ™

Configuration: | Release

~  File Publish Options

D

) Database publishing is not supported for this publish method.

&> pubiish web

Profile
Connection

Settings

in Visual Studio
Output:

| FileCopy *

Your application will be published to:
Cinetpub\wwwroot

0 "

) Database preview is not supported for this publish method.

When all of the above steps are executed, you will get the following output
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Build started: Project: DemoApplication, Configuration: Release Any CPU -

Demofpplication -3 C:\Guru99iDemoApplicationiDemofpplicationibin‘\DemoApplicati

Publish started: ject: DemoApplication, Configuration: Release Any CPU
onnecting to C:%

te was published successfully

@ up-to-date
@ skipped

Click
Publish

¥

From the output, you will see that the Publish succeeded.
Now just open the browser and go to the URL: http://localhost/Demo.aspx

J’i D lecalhost/Demoaspx }(\
€ C [ localhost/Demo.aspx S| =
|

Guru 99 ASP Net ‘

W eongto
Text 1S localnost
CﬂSPMﬂ-d

You <can see from the output that now when vyou browse
to http://localhost/Demo.aspx, the page appears. It also displays the text ‘Guru
99 ASP.Net'.

e b
Points to Remember

e Manual deployment involves hands-on involvement of IT teams in every step of the
deployment process. It requires human intervention to provision infrastructure,
configure settings, and install software.
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Version control systems track changes to code over time, allowing multiple developers

to collaborate on a project. Popular version control tools include Git, Subversion, and

Mercurial.

Containerization packages an application's code, runtime, system tools and libraries into

a single package called a container. Containers provide a consistent, isolated

environment for running applications.

While deploying website in IIS via file copy, take into consideration the following

steps:

1. Creation of web application

2. Open your application into VS code

3. Choose the ‘Publish’” Option from the context menu

4. choose the ‘New Profile’ to create a new Publish profile.

5. Provide the details of the profile.

6. Choose plication method and the target location then next

7. Click the Publish button in the final screen

8. Test publication by browsing target URL:http://localhost/Demo.aspx place

Ll

demo.sapx with your web application name

Application of learning 5.4

Suppose that your school needs to host web application, you are asked to deploy web

application so that every classmate can access. All tools, materials and equipment will be

provided by the school.
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|Indicative content 5.5: Test Web Application

\/ Duration: 1 hr

@ ~
08 Theoretical Activity 5.5.1: Identification of web application tools
R

e
Things to Do
J : Q\ Tasks:

1: Answer the following questions:
i What do you understand by the following terms:
a) Monitoring tools
b) Maintenance tools

2: Write your answers on papers or flipchart.

3: Present your findings/answers to the whole class
4: Ask for clarification where necessary

5: Read the key readings 5.5.1

A

" Key readings 5.5.1.: Identification of web application tools

1. Web application tools

Testing web applications on Windows Server involves a structured approach that
includes monitoring, maintenance, security, performance, scalability, and
documentation. Below is a detailed overview of each aspect.

1.1 . Monitoring Tools

Effective monitoring tools are essential for tracking the performance and health of
web applications hosted on Windows Server. Key tools include:

1.2. Microsoft Test Base: Allows validation of applications against Windows Server
2016 and 2019. It supports uploading application packages for testing against
security updates and provides insights into test results.

1.3. Application Insights: A part of Azure Monitor, it offers real-time monitoring
and analytics for web applications, helping to identify performance issues and user
behavior.

1.4. Nagios: An open-source tool that provides comprehensive monitoring of server
resources, applications, and services.

2. Maintenance Tools

Maintenance tools facilitate the ongoing support and management of web
applications:

v' Web Deploy: This tool simplifies the deployment process of web
applications to Windows Server. It supports automated deployment and
configuration management.

v" 1S Manager: Integrated with Windows Server, it allows administrators to
manage web applications easily, configure settings, and monitor application
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health.

v/ SQL Server Management Studio (SSMS): Essential for managing databases
that support web applications, enabling backups, performance tuning, and
query optimization.

2.3. Security
Security is critical in protecting web applications from vulnerabilities:

v" OWASP ZAP: An open-source security scanner designed to find

vulnerabilities in web applications. It integrates well with CI/CD pipelines for

continuous security testing.

v Nessus: A widely used vulnerability assessment tool that identifies

potential security flaws in web applications running on Windows Server.

v’ Burp Suite: A comprehensive platform for web application security

testing that provides tools for scanning, crawling, and exploiting vulnerabilities.

2.4. Performance
To ensure optimal performance of web applications:

v' Apache JMeter: A powerful tool for load testing that simulates heavy traffic
to assess how the application behaves under stress. It supports various
protocols including HTTP and HTTPS.

v' Microsoft Playwright: This framework enables automated testing of web
applications across different browsers, ensuring they perform well under
various conditions.

v" New Relic: Provides real-time performance monitoring and analytics to help
identify bottlenecks in web applications.

2.5. Scalability
Scalability tools help ensure that web applications can handle increased loads:

v" LoadRunner: A performance testing tool that simulates thousands of users
to evaluate how the application scales under load.

v" Azure Load Testing: A cloud-based service that helps test the scalability of
applications by simulating user traffic from various locations.

v" Kubernetes on Windows Server: For containerized applications, Kubernetes
can manage scaling automatically based on demand.

2.6. Documentation
Comprehensive documentation is vital for maintaining clarity in processes:

v' Confluence or SharePoint: These platforms provide collaborative
documentation solutions where teams can create and share knowledge
about application configurations, deployment processes, and
troubleshooting guides.

v' Markdown or Wiki-based systems: Lightweight documentation tools can be
used to maintain logs of changes and updates made to web applications.
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e Effective monitoring tools are essential for tracking the performance and health
of web applications hosted on Windows Server. Key tools include:

v" Microsoft Test Base.
v Application Insights
v" Nagios
e Maintenance Tools: facilitate the ongoing support and management of web
applications. These tools include Web Deploy, IS Manager, SQL Server
Management Studio (SSMS).
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Learning Outcome 5 end Assessment

e
=
)

Written assessment

Multiple choice question: Circle the letter corresponding to the correct answer:
1. During lIS installation, which feature should be selected to enable HTTPS?
a) WebDAV Publishing
b) ASP.NET
c) Request Filtering
d) Security - SSL Certificate
2. What is the default directory path where IIS websites are stored on a Windows
Server?
a) C:\Windows\Web\IIS
b) C:\Program Files\IIS
c) C:inetpub\wwwroot
d) C:\lIS\Webroot
3. Which tool is primarily used to install IS on Windows Server?
a) PowerShell
b) Server Manager
c) Task Manager
d) Windows Defender
4. What is the first step in deploying IIS on a Windows Server?
a) Installing FTP service
b) Configuring DNS settings
c) Adding the Web Server (lIS) role
d) Installing a database
5. Which tool in Windows Server can be used to monitor real-time IIS performance and
resource usage?
a) IS Manager
b) Event Viewer
c) Performance Monitor
d) Task Scheduler
6. What is Web Deploy used for in 1IS?
a) Monitoring website traffic
b) Deploying websites and applications to IS
c) Configuring application pools
d) Enabling HTTP redirection
7. How is load balancing implemented in IIS?
a) Using Application Pools
b) Configuring a Web Farm
c) Using only one server
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d) Disabling SSL
8. What does the HTTP Redirect feature in 1IS allow you to do?
a) Redirect HTTP requests to another server
b) Host multiple websites on the same server
c) Change website language settings
d) Bind SSL certificates
9. How do you ensure that only authorized users can access a website hosted on IIS?
a) Enable FTP
b) Use Authentication and Authorization features
c) Use IP filtering
d) Configure DNS settings
10. What is the purpose of Application Initialization in 1IS?
a) It monitors website load time
b) It ensures websites are initialized before the first request is made
c) It compresses website content
d) It limits the number of application pools

Practical assessment
Our school wants to hire you in the implementation of the following task in order to achieve
the central administration of school information.

From Windows Server with IS or another web server software, create and a website with
“Student Report” message so that everyone can browse through the network.
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Learning Outcome 6: Deploy FTP Services

0 O
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Indicative contents
Installation of FTP server
Configure the FTP Server
Implement FTP server file sharing

Key Competencies for Learning Outcome 6: Deploy FTP Services

Knowledge Skills Attitudes
e Describe FTP e Configuring and e Have self-
services installing FTP motivation
e Preparation of FTP services e Being analytical
services installation e Installing FTP and details
e Test the FTP server client oriented
e Select an FTP Server ® Installing FTP
Software services
e Test FTP File Sharing ® Setting
permissions  for
Shared Directory
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Duration: 10 hrs

“9

Learning outcome 6 objectives:
By the end of the learning outcome, the trainees will be able to:

1. Describe clearly the deployment process as used in FTP services

P wNnN

Perform properly FTP services installation as used in windows server.
Perform correctly FTP service configuration as used in server administration.
Implement appropriately permissions for Shared Directory as used in FTP server

KI ﬁ.ﬁ
Resources

Equipment Equipment Equipment
e Projector Modem e Electricity
e Computer Router e (Cables
e UPS VMware ® Internet

Workstation

Windows  server
2016 OS

Windows  client
0S

Bootable device

software

DVD
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o Indicative content 6.1: Installation of FTP Server
\/ Duration: 4 hrs
%
Theoretical Activity 6.1.1: Introduction of FTP services and section of FTP

e ,d'v
Thm s 1o Do
: ’ w Tasks:

1: Answer the following questions related to the description of FTP services Concepts:
i.i. Define FTP?.
ii. Discuss the advantages and disadvantages of using File Transfer Protocol over
Filezilla
2: Write your answers on papers or flipchart.

3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 6.1.1

A

& Key readings 6.1.1: Introduction of FTP services and selection of FTP
client

1.Definition of key terms

1.1. FTP (File Transfer Protocol)

FTP, or File Transfer Protocol, is a standard network protocol used for
transferring files between a client and a server over the Internet. It facilitates the
exchange of commands and data, allowing users to upload or download files to
and from a remote server. FTP operates using two modes: Active and Passive,
which determine how data connections are established. While FTP is widely used
for website management and file sharing, it does not encrypt data during
transmission, making it vulnerable to interception. To enhance security,
variations like FTPS (FTP Secure) and SFTP (SSH File Transfer Protocol) are often
used, which encrypt the data being transferred.

Types of FTP

o FTP secure (FTPS): Taking security one notch up from traditional FTP, FTP Secure
(FTPS) ensures a secure file transfer. It provides an additional encryption layer
using either Secure Sockets Layer (SSL) or Transport Layer Security (TLS)
protocols during data transmission across the network.

o SSH file Transfer Protocol (SFTP): This is a secure file transfer subsystem for the
Secure Shell (SSH) protocol. SFTP is a widely used method for securely
transferring files over remote systems. In SFTP, both data and commands are
encrypted and transmitted in specifically formatted binary packets through a
single, secured connection using SSH.

1.2, Filezilla
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FileZilla is a popular open-source FTP client that enables users to connect to FTP
servers to transfer files easily. It supports both standard FTP and secure
protocols like FTPS and SFTP. FileZilla is known for its user-friendly interface and
robust functionality, making it suitable for managing website files and sharing
large data sets. The software is available on multiple platforms, including
Windows, macOS, and Linux. Users can set up connections quickly using features
like Quickconnect or Site Manager for frequent connections.

1.3. Hosting Account

A hosting account refers to a service provided by web hosting companies that
allows individuals or organizations to store their websites or applications on a
server. This account provides the necessary resources such as storage space,
bandwidth, and access to an FTP server for uploading files. Hosting accounts can
vary in features depending on the provider and plan chosen, catering to different
needs such as personal blogs, business websites, or complex applications.

2. Select an FTP client
When choosing an FTP client, it’s important to consider the following essential
features:

1. Speed and Reliability: Look for an FTP client that offers fast and stable file

transfer speeds, ensuring that your uploads and downloads are completed
efficiently.
Speed and reliability are crucial factors to consider when choosing an FTP client.
A client with fast transfer speeds will save you valuable time, especially when
dealing with large files or a high volume of data. Additionally, a reliable FTP client
will ensure that your files are transferred without any interruptions or errors,
minimizing the risk of data loss.

2. Security: Ensure that the FTP client supports secure connection protocols such as
FTPS or SFTP to protect your file transfers from unauthorized access. Security is
of utmost importance when transferring files over the internet. It is essential to
choose an FTP client that supports secure connection protocols like FTPS (FTP
over SSL/TLS) or SFTP (SSH File Transfer Protocol) to encrypt your data and
protect it from potential threats.

3. A well-designed and intuitive interface can significantly improve your workflow
by User-Friendly Interface: making it easy to navigate and perform file
management tasks.
The user interface of an FTP client plays a vital role in enhancing your overall
experience.

4. A client with a user-friendly interface will allow you to navigate through
directories, upload and download files, and manage your remote files
effortlessly. Look for features such as drag-and-drop functionality, customizable
layouts, and clear icons that make it intuitive and convenient to perform file
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management tasks.

Compatibility: Consider the compatibility of the FTP client with your operating
system to ensure seamless integration with your preferred platform.
Compatibility is an essential aspect to consider when selecting an FTP client.
Ensure that the client you choose is compatible with your operating system,
whether it’s Windows, macOS, Linux, or others.

&
\! Practical Activity 6.1.2: Installing of FTP client and FTP services

e "o
i 1 Task:

1: Referring to the key reading 6.1.1, As a server administrator, you are asked to go to the
computer lab to perform the following: select FTP client and FTP server based on
requirement and perform FTP installation on client side and server side.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 6.1.2 and ask clarification where necessary

5: Perform the task provided in application of learning 6.1.2

g
w Key readings 6.1.2: Installing FTP client and FTP
1.FTP Server: FTP Client
Connect to the FTP server from client computers. On passive mode connection,
client program ftp command bundle in windows 10 or windows server 2019(tor
old versions) cannot use passive mode (even if with [quote pasv]), so it needs to
use other FTP client program. On this example, Use FileZilla.
https://filezillaproject.org/download.php?type=client.

l.install FileZilla and run it, then open [File]-[Site Manager].
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[ Filezilla - X
File Edit View Transfer Server Bookmarks Help New version available!
Site Manager.. Ctrl+S o M
:E:.:,ll:‘\":i1"5h1'li:‘ [
: sword: Port: | | Quickconnect | -
New tab Ctrl+T
Close tab Ctrl+W
Export...
Import...
Show files currently being edited... Ctri+E '
Exit Ctrl+Q A
[=[ Documents
= Il This PC
= _ == ~
leenameﬁ Filesize Filetype Last modified ™ Filena;’le Filesize Filetype Last modified Permissio
§GetCurrent File folder 7/18/2017 12::
SRecycle.Bin File folder 4/20/2017 4:4 Not connected to any server
L T T | Cilm $nlAd~e h
< > < >
3 files and 13 directories. Total size: 1,018,142,019 bytes Mot connected.
Server/Local file Direction Remote file Size Priority Status
Queued files = Failed transfers Successful transfers
Opens the Site Manager @ Queue: empty e

2. Click New Site button and input information for FTP connection. For host field,
input Hostname or IP address of FTP server. For Logon Type filed, select Ask for

password or other type except Anonymous.

3. password is required, input it of the connected user

e Fd — Y site Manager x
s = -1 Select Entry: . L
General Advanced Transfer Settings Charset
Host: My Sites D =
B New site Protocol: FTP - File Transfer Protocol ~
Host: 10.0.0.101 | port |
Encryption: | Use explicit FTP over TLS if available v
] Legen Type: | Ask for password e
Local site: | C:\ =2
I Desktop User: Serverworld
%5 Docum Password:
=1l This Pd
=i C
FI|EI’IBI’T‘IEA ified Permissic)
Background color: | None ~
$GetCurrent Comments:
SRecycle.Bin .
R | New Site New Folder
< >
3 files and 13 direc New Bookmark Rename
= :
Server/Local file Delete Duplicate
Queued files | | .
Queue: empty e e
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File Edit View Transfer Server Bookmarks Help New version available!

TR ohrO v ITacs

Host: Username: Password: Port: ‘ | Quickconnect | »

Enter password X
Local site: | C:\ Please enter a password for this server:
[ Desktop Name: New site
%] Documents Host:  10.0.0.101
=0 This PC User  Serverworld

C

Password: | ee

F'\enamen Filesize Fil Esize Filetype Last modified Permissio
I e lletype [/] Remember password until FileZilla is closed ize Filetyp " FImIss

§GetCurrent File folder

Cancel
SRecycle.Bin File folder AU Not connected to any server
Nasiims mmbe smad Cila fmldme v
< > < >
3 files and 13 directories, Total size: 1,018,142,019 bytes Not connected.
Server/Local file Direction Remote file Size Priority  Status

Queued files = Failed transfers ~ Successful transfers

™ Queue empty -

4. if you use self-signed certificate, following warning is shown because it is self-
signed one. Click OK to proceed

File Edit View Transfeq .
. = [ Unknown certificate >
= = = 1 ™ The server's certificate is unknown. Please carefully examine the certificate to | =
Host: L make sure the server can be trusted. kconnect ||«
Stat C ting t Lzm1E |
atus: onnecting to
o p—— j| Valid from: 9/6/2019 4:37:46 PM
atus: onnection e
Stat Initiakzing T Valid to: 9/6/2029 4:47:44 PM
atus nitiakzing T3 Serial number: 13:12:6:78:24:52:41:85:46: 3F:02:88:60:  2:b: oif
Status: Verifying certif| Public key algorithm: RSA with 2048 bits
| Signature algorithm:  RSA-SHA256
Local site: |c:\ Fingerprint (SHA-256): c2:3d:95:11:bd:62:67:3d:3%:ed:ed:c6:2c:38:23:8d:
la:c(:83:a0:0a:c1:61:12:d4:45:53:31:f2:0b: 1d: d6
J Desktop
= Fingerprint (SHA-1): b1:11:17:25:d6:4f:31: d0:c8:93:37:4a: 1e:c 5:f5:67: c2:6e:ce:bT
--|%=| Documents
=8 This P Subject of certificate Certificate issuer
o G | Common name: mx-7.srv.world Common name: mx-7.srv.world
Filename Altemative name: mx-7.srv.world Last modified Permissio
. Session details
SGetCurrent Host: 10.0.0.101:21
SRecycle.Bin Protocol: TLS1.2 Cipher: AES-256-GCM i
< Key exchange: ECDHE-RSA  MAC: AEAD »
3 files and 13 directories. To Trust this certificate and carry on connecting?
Server/Local file (| Always trust (.El"tlfl(ﬂtE in future sessions.
Trust this certificate on the listed alternative hostnames.
Queued files | Failed trarl :
a @ ™ Queus: empty e

5. Just connected to FTP site. Try to transfer file.
2.Install FTP Server
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Server Manager is a graphical console that was introduced in Windows Server
2008. The objective was to help System Administrators easily install and manage
various features and roles on the server. To install the FTP server using Server
Manager, follow the steps as illustrated.

Step 1: Launch Server Manager

Usually, the server manager utility launches automatically upon logging in.
Alternatively, you can click on the Start menu button and select Server
Manager from the pull-up menu that appears.

Once launched, click on the Add roles and features option as shown.

s Server Manager - o

Server Manager * Dashboard

B Dashboard WELCOME TO SERVER MANAGER

i Local Server
& Al Servers

I§ ADDS

W§ File and Storage Services b

WHAT'S NEW

LEARN MORE

Step 2: Proceed with the installation

Clicking the ‘Add roles and features’ option launches the installation wizard. The
Wizard gives you a summary of the tasks you can perform such as
adding/removing roles and features. You will be required to have a few
prerequisites in order before proceeding.

Once you have gone over the summary, simply click ‘Next’.
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s Add Roles and Features Wizard - m] x

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current securnity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard agasin,

To continue, click Next

L1 Skp this page by default

[ Next> | : Cancel |

Step 3: Select the Installation Type
In the next step choose ‘Role-based or feature-based’ installation and
click ‘Next’.

fe. Add Roles and Features Wizard — (] X |

DESTINATION SERVER

N
y T windows-server.pnl.co ke

Select the installation type. You can install roles and features on a running physical computer or virtual
machine. or on an offline wirtual hard disk (VHD)

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features

| Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based deskiop deployment.

[ <Prevous | [ Nest> | w | [l |
Step 4: Select the Destination Server
You will thereafter be required to select the server upon which you will install

the roles and features. By default, the server you are working on will be selected.
Just accept the defaults and hit ‘Next’.
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E. Add Roles and Features Wizard —_ 5| x

+ - Oy ~ DESTINATION SERVER
! ) server windows-server.pnl.co ke

Select a server or a virtual hard disk on which to install roles and features

® Select a server from the server pool
Select a virtual hard disk

Server Pool

Name P Address Operating System

ol co ke 10.128.0.14 Microso 9 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection 15 still mcomplw

[ <Previous | [ Nes> | sat | [ Cancel |
Step 5: Select Server Roles to be Installed
In the next step, a list of server roles will be listed. Click on the ‘Web Server 1IS’

option.

e Add Roles and Features Wizard — (=] >

DESTINATION SERVER
windows-server pni co ke

Select one or more roles to install on the selected server

Roles Description |

' Active Directory Domain Services (instalied) Web Server (IIS) provides a reliabie
"] Active Directory Federation Services manageable. and scalable Web
Active Directory Lightweight Directory Services application infrastructure

Active Directory Rights Management Services

Device Health Antestation

| DHCP Server

DNS Server (Installed)

| Fax Server

File and Storage Services (2 of 12 installed)

Host Guardian Service

Hyper-V

Network Controller

| Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services I
Windows Deployment Services

Windows Server Update Services

(O

J

()

100000

[[<Previous | [ Next> | st | [ Concel |

This launches a pop-up window that lists the roles to be installed as shown.
Click on ‘Add features’ and hit the ‘Next’ button to proceed to the next step.
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Select server roies
— E flu Add Roles and Features Wizard

Add features that are required for Web Server (IIS)

The following tools are required to manage this feature, but do not

have to be installed on the same server
4 Web Server (IIS)

4 Management Tools
[Tools] IS Management Console

[V] Include management tools (if applicable)

R :»\ddFeltw!s“ Cancel

Step 6: Select Server Features

DESTINATION SERVER
windowi-server pni co ke

X

|

IS) provides a reliable
| and scalable Web
prastructure.

Concel_|

Nothing much is required in this step, so once again, click on the ‘Next’ button.

e Add Roles and Features Wizard

.

Step 7: Web IIS overview

Select one or more features to install on the selected server.

Features

] BitLocker Drive Encryption
| BitLocker Network Unlock
_] BranchCache
[] Client for NFS
[] Containers

"] Data Center Bridging

] Direct Play
] Enhanced Storage
Failover Clustering

Host Guardhan Hyper-V Support

| YO Quality of Se
IS Hostable Web Core
] Internet Printing Client

|
1
| Group Policy Management (Installed)
]
=]
J

] 1P Address Management (IPAM) Server

[T iSNS Server service

Bl NET Framework 3.5 Features
]| NET Framework 4.7 Features (2 of 7 inst
] Background intelligent Transfer Serv

- a x

DESTINATION SERVER
windows-server pal.co ke

Description

NET Framework 3.5 combines the

power of the Framework 2.0
APis with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
mformation, enable seamiess and
secure communication, and provide
the ability to model a range of
business processes

I < Previous I [ Next >

[t |

The next step gives you a glance about what a web server is and the role it plays.

So, once again, simply click ‘Next’ to proceed to the next step.
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ffe Add Roles and Features Wizard — a x

DESTINATION SERVER

A Sy |
Web Server Role (lIS windows-server.pal.co.ke

Web servers are computers that let you share information over the Intermnet, or through intranets and

extranets. The Web Server role includes Internet Information Services (I1S) 10.0 with enhanced security.
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations {such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

[ <Previous | [ Next> | : | cancet

Step 8: Select Role Services

This is the quintessential step where we shall select the FTP feature. Simply scroll
and check off the ‘FTP Server’ checkbox and the corresponding FTP sub-options
(FTP service and FTP extensibility). Then click ‘Next’.

E. Add Roles and Features Wizard — a

DESTINATION SERVER

SaelecT role ser ec
Lt || - =T VICES WINSOoW3-38rver pnl Co ke

Select the role services to install for Web Server (IIS)

Role services Description
# || Secunty FTP Extensibility enables support for

FTP extensibility feature ch as

/| Request Filtenng

¢ Authentication

SSL Cerntificate Support

ate Mapping Authentication
Digest Authentication

custom providers, ASP.NET users or

IS Manager users

IS Chient Certificate Mapping Authenticatic
IP and Domain Restnctions
URL Authorization
] Windows Authentication
L doolcation Deyelonment
4 /| FTP Server
[V FTP Service

[D4RFTP Extensibility

=1 -

&4 I»f‘:_r.’anageme’\t Console

IS 6 Management Compatibility
IS Management Scripts and Tools
Management Service

[<va-ous Nex!> 7] ta Cancel

Step 9: Confirm Installation
Finally, you will be presented with a summary of the roles and features that you
have selected to be installed. To confirm and initiate the installation process,
click on the ‘Install’ button.
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f.. Add Roles and Features Wizard _— (] x

DESTINATION SERVER

windows-sarver.pnlco ke

To install the following roles, role services, or features on selected server, click Instal

] Restart the destination server automatically if required
Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clea

She sl s their check boxes

Web Server (1IS)
Web Server
Common HTTP Features
Static Content

Default Document

Directory Browsing

HTTP Errors
Security

Request Filtening

Health and Diagnostics

nfiquration sethings

pecify an alternate source path

install | [ Cancel

l < Previous ]

The installation will take a while, so some patience will come in handy. Once the
installation is complete, reboot your server for the roles and features to be fully

enabled.

Fe Add Roles and Features Wizard

View instaliaton progress

o Feature installation

Web Server (IIS)
Web Server
Common HTTP Features
Static Content
Default Document

Directory Browsing

HTTP Errors
Security
Request Filtering
Health and Diagnostics
HTTP Loqging
You can close this wazard without interrupting running tasks. View task progress or open this
i page again by clicking Notifications in the command bar, and then Task Details

Export configurat

Close

As we mentioned, we can install FTP using Windows Power shell. All the steps
that we have just gone through can be summarized in one single command on

Windows Power shell as follows:
Install-Windows Feature Web-FTP-Server -Include Management Tools
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e File Transfer Protocol (FTP)
File Transfer Protocol (FTP) is a standard network protocol used for transferring files
between a client and a server over a computer network.
e Filezilla
FileZilla is a free, open-source FTP client that enables users to connect to FTP servers to
transfer files securely.
e Hosting Account
A hosting account refers to an online service provided by web hosting companies that
allows individuals or organizations to store their website files on a server.
Select an FTP client
When choosing an FTP client, it’s important to consider the following essential features:
Speed and Reliability
Security
o User-Friendly Interface
o Compatibility

O

e Steps of FTP server installations
Step 1: Launch Server Manager
Step 2: Proceed with the installation
Step 3: Select the Installation Type
Step 4: Select the Destination Server
Step 5: Select Server Roles to be Installed
Step 6: Select Server Features
Step 7: Web IIS overview
Step 8: Select Role Services
Step 9: Confirm Installation

As network administrator you are asked to establish a web Server for hosting your school

Application of learning 6.1.

website, select all requirement and install web server within windows sever operating
system based on school objectives and available materials and equipment’s.
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| Indicative content 6.2: Configure the FTP Server
Duration: 3 hrs

Practical Activity 6.2.1: Setup root directory for the FTP server

3G (

:\’him;: to 60
’ W Task:

1: Referring to the previous theoretical activities (6.1.1) as a server administrator, you are
asked to go to the computer lab to perform the following: configure FTP server root
directory with its respected features.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 6.2.1 and ask clarification where necessary

5: Perform the task provided in application of learning 6.2.1

A

* Key readings 6.2.1: Setup root directory for the FTP server
1.Root directory for the FTP server

To this point, we have installed the FTP server feature on the system, and a root
default directory is created to that effect. The path of the root directory is
at C:\inetpub.

We are going to create a custom FTP directory where we are going to place files
and directories which can be accessed by authorized users across the network.
Therefore, navigate to the C:\inetpub path. Right click and select ‘New’
then ‘Folder’. Give the folder your preferred name. In this case, we have created
a folder called myFTPdirectory.

netpub =} =

el

E This PC

2.Access permissions

Access permissions for files and directories in an FTP server can be categorized
into three main types: Read, Write, and Execute. Here’s a detailed overview of
each type of permission:

2.1. Read Permission (r): Allows users to view the contents of a file or directory.
For directories, this permission enables users to list the files contained within
that directory. Without read access, users cannot see or retrieve any files.

2.2. Write Permission (w): Grants users the ability to modify a file or directory.
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For files, this means they can edit the content or overwrite it. For directories,
write permission allows users to create new files or subdirectories and delete
existing ones.

2.3. Execute Permission (x): This permission is relevant primarily for directories
in the context of FTP servers. It allows users to enter a directory and access its
contents if they have read permission.

We need to assign this directory the required permissions so that an authorized
user can read from its contents. To achieve this, right-click on the directory and
select ‘Properties’.

= inetpub — O >

€ T This PC Local Disk (C:) inetpub

# Qunck access
Bl Desktop
4 Downloads

custesy
ftproot
history
Z] Documents togs
&= Pictures myFTPdirectory

conf temp Open

conf wwwroot Open in new window

= Pin to Quick access
System32

Give access to
El This PC Restore previous versions
3 3D Objects Include in hbrary
B Desktop Pin to Start
=| Documents

& Downlcads
D Music

Send to
Cut

Copy
& | Pictures i

B videos Create shortcut

e Local Disk (C2) & Delete
& Rename
F Network

Properties

In the ‘Properties’ window pop-up, click on the ‘Security’ tab to adjust the
permissions. Select the group which you want to allow access to the directory. In
this case, | have selected the ‘Users’ group. Then click on the ‘Edit’ button to
assign permissions to the group.
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myFTPdirectory Properties >

General Sharing Previous Versions Customize

Object name: CNinetpub 'uimy F T Pdirectory

Group or user names:
S8 SYSTEM ~
S8 Administrators (PNL\Administrators)

Users (PNL\Users)

SR T ictadlmot sllce-
< >

To change pemmissions, click Edit. O Edit___

Pemmissions for Users Allow Deny

Full control -
Modify

Read & execute

List folder contents

Read

Wte e

For special pemissions or advanced settings, A
click Advanced.

| oK | Cancel Appiy

4]

For our example, we clicked on ‘Full control’ and hit the Apply button.
2.4 Setting Permissions on Windows FTP Server
On a Windows Server running 1IS for FTP services, permissions are managed
through the file system's security settings:
- Navigate to the Directory: Locate your FTP root directory (e.g.,
C:\inetpub\ftproot).
- Modify Security Settings:

1. Right-click on the directory and select Properties.

2. Go to the Security tab.

3. Click on Edit to change permissions for specific users or groups.

4. Add or select a user/group and check the boxes for Read, Write, and Modify
as needed.
- Apply Changes: After setting the desired permissions, click OK to apply
changes.
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Permissions for myFTPdirectory X
Security
Object name: C:inetpub\myFTPdirectory

{ Group or user names:

S8 CREATOR OWNER

SR SYSTEM

S8 Administrators (PNL\Administrators)
£& Users (PNL\Users)

82 Trustedinstaller

Add... Remove
Pemmissions for Users Deny
Full control ] i
Modify ]
Read & execute ]
List folder contents ]
Read ] v

Then click ‘Ok’. This takes you back to the Properties window where, once again,

you will click on the ‘Ok’ button.

<&
‘ Practical Activity 6.2.2: Configure Passive FTP Mode, Enable Logging

—a (Optional) and Test the FTP Server

Things to Do
: Task:

1: Referring to the key reading 6.2.1, As a server administrator, you are asked to go to the
computer lab to perform the following: configure Passive FTP Mode, enable Logging and
Test the FTP Server to achieve working goals.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 6.2.2 and ask clarification where necessary

5: Perform the task provided in application of learning 6.2.2
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Key readings 6.2.2: Configure Passive FTP Mode, Enable Logging
(Optional) and Test the FTP Server

1.Configure Passive FTP Mode (Optional)

1.1 Create an FTP Site
We have assigned all permissions on our FTP directory to the Users group. The
next step will be to create an FTP site which we shall map to the FTP directory.
To configure Passive FTP mode on a Windows Server, follow these steps:
On the Server manager, click on ‘Tools’ then select ‘Internet Services
Information (1I1S) Manager’ option.

Active Directory Administrative Center
Active Directory Domains and Trusts

VER MANAGER
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

- ; Active Directory Users and Computers
( N ] re 1 ] ] [ !
-onfigure ol fo e - ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

er a ! Event Viewer

Gro Policy Man. ment
2CL This se er 10 caoud ser I Internet Information Services (IIS) Manager l

iISCSI Irwtiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)

R GROUPS
1 erve ODBC Data Sources (64-bit)

Performance Monitor

On the IIS Manager window that appears, click the server name at the left pane
to reveal more options. Right-click on the ‘Sites’ option and select ‘Add FTP site’.

&Y Internet Information Services (1I1S) Manager

-— - & » WINDOWS-SERVER » Sites »

File View Help

A o
.- ~u Ty J' Sites
&5 Start Page
. Filter: - 5 how All by:
~ €5 WINDOWS-SERVER (PNL\win .. ; N Shhowe fenma| No Grouping
4L} Application Pools Name 1D Status Binding
e Sites B os-jt Web Site 1 Started (ht... *:80 (http)

o Add Website...

=2 Refresh

[@ AddFTP Site... B e

Switch to Content View
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In the next step, provide the FTP site name and the Physical Path by clicking on

the adjacent button with three dots and navigating to the FTP directory that we
created in the previous step.

e Site Information

FTP site name:

|cool FTP Browse For Folder >

Content Directory Select the physical path for the new FTP site.
Physical path:

conf -~
Nz inetpub

custerr

ftproot
history
legs

myFTPdirectory
temp

wwwroot

Miske New Folder e

Cancel

Then click ‘Ok’ then ‘Next’ to go to the next step.

In the ‘Binding and SSL settings’ step, provide your server’s IP address, FTP port.

Be sure to select the -‘No SSL’ option since we are not using an SSL certificate to
secure the site.

Add FTP Site

‘ Binding and SSL Settings

Binding

IP Address: Port:

finzzoid ) [

[C] Enable Virtual Host Names:

Start FTP site automatically

SSL
® No SSL

O Allow SSL
(O Require SSL
SSL Certificate:

Not Selected

The final step requires you to select the authentication type and configure which
users will have access to the FTP site. Select ‘Basic’ authentication.

Under authorization, click on the ‘Specified users’ option if you want a single
user to access the site and right below that specify the username of the user.
Alternatively, you can allow a group of users by selecting ‘Specified roles or user
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groups’ and specifying the user group in the ‘text field’ provided. Then check off
‘Read’ and ‘Write’ permissions and hit ‘Finish’.

Add FTP Site ?

0 Authentication and Authorization Information

Authentication
[] Anonymous

E-1 Basic

Authorization /
Allow access to:

I Specified users ~ l

winnieondara

Permissions

] Read
] Write

Up until this point, we have successfully configured the FTP server. The only bit
remaining is to configure the firewall to allow remote users to access the FTP
site.

Step 2: Configure the Firewall

FTP listens on port 21, and therefore, we need to allow this port across the
firewall. To start off, click on the ‘Start’ menu button and search for ‘Firewall
with Advanced security

Best match

‘ Windows Defender Firewall with Advanced Security

Desktop app

On the left pane, click on ‘Inbound rules’ and the head over to the extreme right
and click on ‘New rule’.

& Vindows Defendes Frewall with Advanced Security — o x
Fle Acton View Help
‘-l Hm
y et s i R Actions
Inbound Rules
I UGB cund Rutes
8% Connection Security Rules O Alow incoming from GCE metadata server Al Yez Allo & NewRule
8- Montonng Check MK Agent Service Executable Domain  No Allc Y Fites by Profie >
@ Check MK Agent Service Executable Public Yes Allo
i = Fi by State
© Check MK Agent Service Executable Public Ve Ano || 'V Fitter by Stat ’
Check MK Agent Service Executable Domain  No Alle Y Filter by Group »
8 1OMP Allow incoming V4 echo request AF Yes Ao View »
@ 1OMP Allow incomang V4 echo request An ves Allo Redsh
1 Refres
@ Open Port 10050 Al Yes Allo .
@ Vindows Remote Management (HTTPS- Al Yes Allo Export List

On the ‘Rule Type’ window, select the ‘Predefined’ option and select ‘FTP server’
in the drop-down menu. Click ‘Next’.
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&P New Inbound Rule Wizard

Rule Type
Select the type of firewall nde to create

Steps:

@ Rule Type

@ Predefined Rules

What type of rule would you like to create?

@ Action ) Program
Rule that controls connections for a program
) Port
Rule that controls connections for a TCP or UDP port
@ Predefined:
FTP Server ~
Rule that controls connections for a Windows expenience.

) Custom
Custom rule

Ensure that all the firewall rules are checked off and click ‘Next’.

&P New Inbound Rule Wizard

Predefined Rules
Select the ndes to be created for this expenence

b
* Rule Type Which nies would you like to create 7
- Predefined Rues The following rues define recuer for the selected predefined
Rules that are checked will be created i a nile already exists and is checked. the contents of
® Action the existing nde will be overwtten
Mame Rule Exists Profile Desc |
5] FTP Server Passve (FTP Passive Traffic-in) ro An An |
EZ] FTP Server Secure (FTP SSL Traffic-in) No Bl Ao
EAl FTP Server (FTP Traffic-in) No A A

Finally, click on ‘Allow the connection’ and click ‘Finish’.
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& New Inbound Rule Wizard
Action
Specfy the action to be taken when a connection matches the conditions specified in the rue

Steps:
o Rule Type What action should be taken when a connection matches the specfied conditions ?
@ Predefined Rules .
(@) Allow the connection
¢ Action Ths includes connections that are protected with IPsec as well as those are not

(C) Nlow the connection If it is secure

Thes includes only connections that have been authenticated by using [Psec. Connections
will be secured using the settings in IPsec properties and nies in the Connection Securtty
Rule node

() Block the connection

T

Our FTP server can now be accessed remotely from either a Windows or
Linux/UNIX system. The only thing remaining is to test if we can make a

connection to the server.

6. Configure Passive FTP Mode
Run Start Server Manager and Click Tools - Internet Information
Services (IIS) Manager
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B Server Manager

1« Dashboard

Component Services

Computer Management

WELCOME TO SERVER MANA!

_ Local Security Policy

Dashboard

Defragment and Optimize Drives

B Local Server

ii All Servers

Disk Cleanup

Event Viewer

Internet Information Services (1IS) Manager .

iSCSI Initiator

& File and Storage Services b
i® us

QUICK START

Microsoft Azure Services
2 CDBC Data Sources (32-bit)
QODBC Data Sources (64-bit)

WHAT'S NEW A Performance Monitor
Print Management
g Recovery Drive
Registry Editor
LEARN MORE

Resource Monitor
Services

System Configuration

ROLES AND SERVER GROUPS
Roles: 2 Server groups: 1 | Seny System Information
Task Scheduler

File and Storage

Services

Windows Defender Firewall with Advanced Security

L

-

. .
Select Hostname on the left pane and Click FTP Firewall Support on
the center pane.
&Y Internet Information Services (I1S) Manager — >
= - €5 » RX-T » 5= @ -
File View Help
Connections P Actions
< - = & 3 -7 Home Open Feature
-y Start Page . - M. s
~ €5 RX-7 (RX-T\Administrator) Filter: =2 Iy S Al s . P::‘::e et
LI} Application Pools FTP ~ o~ =
@ | Sites sl - . 3 - -
2% - stop
FTP FTP FTP Directory ; FTP Firewall iew Application Pools
Authentic... Authorizat... Browsing | Support e
o B = @ Get Mew Web Platform
B e s
FTP IP FTP Logging FTP Logon &
Address a... Atternpt R...  Messages @ Hielp
=" )
e
FTP Request  FTP SSL FTP User
Filtering Settings Isalation
s -~
Fg‘-;b “f"gl @
Authentic.. Compression  Default Directory
Mo irnen + S -~
=0 Features View |52 Content View
Ready s

for Data Channel Port Range section. Specify any

Input port range
range that FTP Server Host does not use. (example below sets 60000 -
60100 range)
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3 Internet Information Services (IIS) Manager — >

e €5 » RXT » ) f | @ -
File View Help

Connections - . Alerts

@ o o FTP Firewall Support B To sccept passve

= Start Page — The settings on this page let you configure your FTP server to Ezizr;egri;r;i:hse;s;;u_;sr)em

w8 RH-T (RX-TAdministrator)

™ accept passive connections from an external firewall.
-=} Application Pools

& Sites

when your firewall does not
filter packets, configure the
Data Channel Port Range: external IPv4 address of your

firewall.
[s0000-60100 e

Exarmple: 5000-6000
External IP Address of Firewall:

Example: 10.0.0,1

Configuration: 'applicationHost.config’

Sy

Open Server Manager - Tools - Services and restart FTP Service to
apply changes.

Services — [} >
File Action View Help
e @ E6= Em > =

Services (Local)

Services (Local}

Microsoft FTP Service Marne Descripticn Status Startup Type =
< h i L IP Helper Provides tu... Running  Automatic
top the service & - . -
Pauce the service ‘5 IPsec Policy Agent Internet Pro...  Running Manual (Trig...
Restart the service 5L KDC Proxy Server service (K. KDC Proxy S. Manual
5k KtmRm for Distributed Tran... Coordinates... Manual (Trig...
, &k Link-Layer Topology Discov... Creates a N... Manual
Description: €1 Local Session M c Wind R . Aut "
Enables this server to be a File 5k Local Session Manager ore Windo... unning utomatic
Transfer Protocol (FTP) server. If this Sk Microsoft (R) Diagnostics H... Diagnostics .. Manual
service is stopped, the server cannot 5k Microsoft Account Sign-in ... Enables use... Manual (Trig...

function as an FTP server. If this
service is disabled, any services that
explicithy depend on it will fail to start.

25k Microsoft App-V Client Disabled

Running

e’ Manages In... Manual

£} Microsoft Passport Provides pr... Manual (Trig...

‘5 Microsoft Passport Container Manages lo.. Manual (Trig...

5k Microsoft Software Shadow... Manages so.. Running  Manual

5k Microsoft Storage Spaces 5. Host service... Manual

‘5 Microsoft Store Install Service Provides inf... Manual

5k MNet.Tcp Port Sharing Service  Provides abi... Disabled

Sk Netlogon Maintains a ... Manual

2k Network Connection Broker  Brokers con...  Running  Manual (Trig...
< >

\ Extended /( Standard

Open Server Manager - Tools - Windows Defender Firewall with
Advanced Security and add inbound rule to allow passible ports you
set and also 21 port FTP Service uses like follows.
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I | Actions

=~ || Inbound Rules -

L FTP Server Part Properties >
et : Prote s
ind irewall P e F
n
+ 1
M Fil >

== =it S EE B S "

3.Enable Logging (Optional)

To enable logging for an FTP server on Windows Server, you can follow these
steps to configure logging through the Internet Information Services (lIS)
Manager:

o Open IIS Manager: Go to Start > Server Manager > Tools> Internet Information
Services (IIS) Manager.

o Select Your FTP Site, In the IS Manager, locate your FTP site under the Sites
node.

o Configure Logging, with your FTP site selected, look for the FTP Logging feature
in the middle pane. Double-click on FTP Logging to open the configuration
settings.

o Enable Logging, Check the box for Enable logging if it is not already checked.

o Choose Log File Format, you can select the log file format. The default is usually
W3C format, which is recommended for its compatibility with various log
analysis tools.

o Specify Log File Directory, you can specify a custom directory for your log files if
you wish. By default, logs are stored in: %SystemDrive%\inetpub\logs\LogFiles

o Configure Log File Settings, Set options for log file rollover and retention, such
as:

o Log file rollover: Choose how often logs should be rolled over (daily, weekly, or
monthly).

o Log file size limits: You can set limits on log file sizes to manage disk space
effectively.

o Click Apply in the Actions pane to save your logging settings.

o Restart FTP Service (if necessary):

= |f you made significant changes to the configuration, consider restarting the FTP
service to ensure that all settings take effect:

= QOpen the Services snap-in (Start > Administrative Tools > Services).

=  Find Microsoft FTP Service, right-click it, and select Restart.
4.Test FTP server
To test if your FTP server is working as expected head over to a remote system
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and launch command prompt. Next, type the command below:
ftp server-ip
You will be required to authenticate, so provide your username and password.

BN C:\Windows\system32\cmd.exe - ftp 10.128.0.14

The output above confirms that we have been able to successfully log in.

Let’s try something more ambitious. We are going to create a directory and
navigate into it using the commands shown:

ftp> mkdir reports

ftp> cd reports

To verify the existence of the directory, use the Is command, just as you would in
a Linux system when listing files.

Alternatively, You can head over to your browser and head over to the URL

shown:

ftp://server-ip

In the authentication pop-up, provide your username and password and click on
the ‘Sign In’ button.
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< £l A 10.128.0.14 =

Sign in to access this site

m (Jncrl

P
%

e To Change User Permissions of an FTP Server

e wn e

GosWwN e

Access the server preferences in Server Functions > FTP Configuration.
On the FTP Users tab, click the name of the user you want to modify.
Click Permissions.

Set the permissions of the user.

Click Apply.

To Change User Permissions of an FTP Server

Access the server preferences in Server Functions > FTP Configuration.
On the FTP Users tab, click the name of the user you want to modify.
Click Permissions.

Set the permissions of the user.

Click Apply.

Setting Permissions on Windows FTP Server

On a Windows Server running IIS for FTP services, permissions are managed through the file

system's security settings:

Navigate to the Directory: Locate your FTP root directory (e.g., C:\inetpub\ftproot).
Modify Security Settings:

v

AN

v

Right-click on the directory and select Properties.

Go to the Security tab.

Click on Edit to change permissions for specific users or groups.

Add or select a user/group and check the boxes for Read, Write, and Modify as
needed.

Apply Changes: After setting the desired permissions, click OK to apply changes.

e Passive FTP mode

Passive FTP mode is a method of transferring files using the File Transfer Protocol
(FTP) where the client establishes both the command and data connections to the
server. This mode is particularly useful in environments where firewalls or Network
Address Translation (NAT) devices may block incoming connections.
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e Enable logging
Enable logging refers to the process of activating a logging mechanism within software
applications or systems to record events, errors, and other significant information during
their execution. This functionality is essential for debugging, monitoring performance,
and maintaining system health.
e Test the FTP Server: You can use several methods depending on the tools you have
at hand.
e
As network administrator you are asked to establish a web Server for hosting your school
website, select all requirement and install web server within windows sever operating

system based on school objectives and available materials and equipment’s.
All tools, materials and equipment will be provided by the school

Application of learning 6.2
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| Indicative content 6.3: Implement FTP Server File Sharing
Duration: 3 hrs

Practical Activity 6.3.1: Choose FTP Server Software

L (

:\’him;: to 60
’ W Task:

1: Referring to the previous theoretical activities (6.2.1) as a server administrator, you are
asked to go to the computer lab to perform the following: choose FTP software and set
permissions to the directory.

2: Apply safety precautions

: Present your work to the trainer and whole class.

: Read key reading 6.2.1 and ask clarification where necessary

u b~ W

: Perform the task provided in application of learning 6.3.1

Al
* Key readings 6.3.1.: Choose FTP Server Software

1. Choose an FTP server software
When choosing an FTP server software, several options stand out based on
features, security, and usability. Here’s a concise overview of some of the best
FTP server solutions available:

1.1. Top FTP Server Software

o SolarWinds Serv-U Managed File Transfer (MFT): comprehensive FTP server that
offers robust encryption for secure file transfers. Supports SFTP and FTP/S for
enhanced security. User-friendly interface with management tools for tracking
file activity. Ideal for businesses needing compliance and secure file handling.

o Cerberus FTP Server: Designed for Windows, Cerberus is known for its ease of
use and strong security features. Supports multiple protocols including SFTP,
FTPS, and HTTPS. Features two-factor authentication and detailed user
management options.

o Complete FTP: A versatile FTP server suitable for larger organizations with
diverse file transfer needs. Supports various protocols (FTP, SFTP, FTPS) with
enterprise-level options like clustering. High availability and scalability to handle
extensive data transfers.

o Filezilla Server: An open-source solution that is popular for its simplicity and
ease of use. Supports FTP and FTP over TLS for secure connections. Basic
functionality suitable for internal file transfers but lacks advanced enterprise
features.

o Good Sync: While primarily a backup solution, Good Sync can function as an FTP
server with synchronization capabilities. Automated backup and synchronization
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across multiple devices. Highly reliable for businesses with varied data
management needs.
1.2. Considerations When Choosing an FTP Server
- Security: Ensure the server supports secure protocols like SFTP or FTPS to
protect data in transit.
-Usability: Look for user-friendly interfaces that simplify management tasks.
-Support & Documentation: Reliable customer support and comprehensive
documentation can ease the setup and maintenance process.
To implement FTP server file sharing, follow these steps, including choosing an
FTP server software, setting permissions for a shared directory, and testing the
setup.
Choose an FTP Server Software
For this implementation, we will use FileZilla Server due to its user-friendly
interface and robust features. It supports both FTP and FTPS, making it suitable
for secure file transfers.
Installation Steps:
-Download FileZilla Server: Obtain the installer from the official FileZilla website.
-Run the Installer: Follow the prompts to complete the installation.
-Launch FileZilla Server Interface: Open the application after installation.
2. Set Permissions for Shared Directory
2.1. Create a Shared Directory
v' Create a Directory: On your server, create a directory that you want to
share (e.g., C:\FTPShared).
v'  Set Folder Permissions:
+ Right-click on the folder and select Properties.
+ Go to the Security tab and set permissions for users or groups as
needed (e.g., allowing read/write access).
2.2. Configure User Permissions in FileZilla
1. Open the FileZilla Server Interface.
2. Go to Edit > Users.
3. Click on Add to create a new user account (e.g., ftpuser).
4. Set a password for the user.
5. Under the Shared folders section:
-Click on Add to include your shared directory (C:\FTPShared).
-Set permissions:
-Read: Allows the user to view files.
-Write: Allows the user to upload files.
-Delete: Allows the user to delete files.
-Create: Allows the user to create new directories.
6. Click OK to save changes.
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3. Test FTP File Sharing
Testing Steps:
1. Use an FTP client like FileZilla Client, WinSCP, or any other FTP client.
2. Connect to your FTP server using the following credentials:
-Host: Your server's IP address or hostname.
-Username: ftpuser (or whatever username you created).
-Password: The password you set for the user account.
-Port: 21 (default for FTP).
3. Once connected, navigate to the shared directory ('C:\FTPShared’).
4. Try uploading a file to ensure write permissions are correctly set.
5. Attempt to delete a file (if applicable) to confirm that delete permissions work
as intended.
4. Verification
Ensure that you can view, upload, and delete files based on the permissions set
for the user account. If any issues arise during testing, revisit the permission
settings in both Windows and FileZilla Server.
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Learning outcome 6 end assessment

e
=
)

Written assessment

Multiple choice question: Circle the letter corresponding to the correct answer:
1.Which role must be installed to set up an FTP server on Windows Server?
a) Web Server (lIS)
b) File and Storage Services
c¢) Remote Access
d) Active Directory
2.In Windows Server, which tool is used to manage IIS and FTP settings?
a) Server Manager
b) Task Manager
c) Control Panel
d) Windows Explorer
3.Which of the following authentication methods can be used for an FTP site?
a) Anonymous authentication
b) Basic authentication
¢) Windows authentication
d) All of the above
4. After installing the FTP server, which command can be used to connect to the server from
the command line?
a) ftp server_address
b) connect server_address
c) open server_address
d) link server_address
5.In an FTP client, what does the "Passive Mode" do?
a) Encrypts the data
b) Changes the transfer mode
c) Allows the client to open a data connection
d) Requires the server to open a data connection
6. What is the purpose of using a "home directory" for FTP users?
a) To restrict access to certain files
b) To provide a default directory for file transfers
c) Toimprove security
d) All of the above
7.In Windows Server, how can you restrict FTP access to specific IP addresses?
a) Change firewall settings
b) Set up IP restrictions in IIS
c) Use Windows Defender
d) Enable Anonymous FTP

251 | Windows Server Administration — Trainee Manual



8. What is the main difference between FTP and SFTP?
a) FTPis faster
b) SFTP uses a different protocol for secure connections
c) FTP supports large file sizes
d) SFTP allows more users
9. Which feature allows FTP connections to be encrypted?
a) Basic authentication
b) SSL/TLS
c) Passive mode
d) Anonymous access
10. What should be done after setting up the FTP server for testing?
a) Change all passwords
b) Disable the firewall
c) Attempt to connect with an FTP client
d) Restart the server

Practical assessment

Our school wants to hire you in the implementation of FTP server with the following tasks:

¢ Allow trainees and trainers to upload files as assignments to the dedicated folder called
“Assignments” created on the server.

e Grant both “Trainees” and “Trainers.” Read, write, execute permissions to the
“Assignments” folder respectively.
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Indicative contents
7.1 Description of Load balancer Installation
7.2 Configuration of Windows Server Load Balancer
7.3 Management of Load Balancing Cluster

Key Competencies for Learning Outcome 7: Perform Load Balancing

Knowledge Skills Attitudes
e Description of load e Installing load e Being Flexible
balancing balancing. Adaptability
concepts. Installing Teamwork
Identification of windows ability

methods and software OS. Persistence
technologies. iguri
C(?nflgurlng Time
window  server management

load balancer.

e Maintaining load
balancer cluster
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Duration: 10 hrs

9

Learning outcome 7 objectives:

By the end of the learning outcome, the trainees will be able to:
1. Identify and describe properly load balancer.

2. ldentify correctly methods and technologies.

3. Perform clearly installation of load balancer.

‘i ﬁ.ﬁ
Resources

Equipment Tools Materials
e Projector e Modem e Electricity
e Computer e Route e Cables
e UPS e VMware ® Internet
e Router workstation
e switch e Windows server
2016 OS

e Windows client OS

e Bootable device

software
e DVD
e USD
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MM

_ | Indicative content 7.1: Description of Load Balancer Installation
\/ Duration: 4 hrs

2 Theoretical Activity 7.1.1: Description of load balancer installation
AR

&
Things to Do
. w Tasks:

1: Answer the following questions related to the Description of load balancing Key Concepts:

i.  Define the following terms:
a) Load balancing
b) DNS-based load balancing
c¢) Hardware load balancer
d) Software load balancer
ii.Differentiate the following terms used in function:
a) Layer 4 load balancing
b) Layer 7 load balancing
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 7.1.1

At

p Key readings 7.1.1.: Description of load balancer installation

1. Load balancing

Load balancing is the process of distributing traffic among multiple servers to
improve a service or application's performance and reliability.

2. DNS-based load balancing

DNS-based load balancing is a specific type of load balancing that uses the DNS
to distribute traffic across several servers.

3. Hardware load balancers

These are specifically designed to provide the best load balancing based on the
task they are intended to address.

4. Software load balancers

These are the applications that can be installed and provisioned on more
traditional compute resources like servers.

5. Layer 4 load balancing

It manages traffic based on network information such as protocols and
application ports without requiring visibility into actual content of messages.

6. Layer 7 load balancing

It operates at the application layer of the OSI model, allowing for more
sophisticated traffic management compared to Layer 4 load balancing.
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&2
S! Practical Activity 7.1.2: Perform load balancing installation

T -
ngs o Do
TM W 1 Task:

1. You are requested to go to the computer lab to install load balancing.

2: Present the procedures of all step performed during selection

3: Present your work to the trainer and whole class.

4: for more information read key reading 7.1.1 and ask clarification where necessary
5: Perform the task provided in application of learning 7.1

Key readings 7.1.2 Perform load balancing installation

To perform a load balancing installation, you need to follow a structured approach
that involves setting up the necessary infrastructure, configuring the load
balancer, and ensuring that your services are properly integrated. Here’s a step-

by-step guide:

distribution.

cloud.

solutions.
Step 2: Prepare Your Environment

handle incoming requests.

balancers based on your needs and budget.

Step 3: Enable Load Balancing Feature

Using Command Line Interface (CLI)

To enable load balancing via CLI, execute the following commands:
bash

enable ns feature LB

show ns feature

This will enable the load balancing feature on your device.

Using Graphical User Interface (GUI)

1. Navigate to System > Settings.

2. In the Configure Basic Features, select Load Balancing to enable it
Step 4: Configure Services

Step 1: Hardware Load Balancers: Physical devices that manage traffic

e Software Load Balancers: Applications that run on standard servers or in the

e Virtual Load Balancers: Combine features of both hardware and software

1. Server Pool: Ensure you have a pool of servers (server farm) ready to

2. Load Balancer Selection: Choose between hardware or software load
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1. Create Services: For each application server in your pool, create a service
that specifies:
e Service name
e |P address
e Port number
Type of data served (e.g., HTTP, TCP)
If you want to identify servers by name rather than IP, create server objects first.
3. Set Up Health Monitoring: Bind appropriate health monitors to your services (e.g.,
TCP default for TCP services) to ensure they are operational.
Step 5: Create Load Balancing Virtual Server
Create a Virtual Server: This acts as the entry point for client requests.
Bind Services: Attach each configured service to the virtual server you created.
Step 6: Verify Configuration
After completing the setup:
e Check that all services are correctly bound and operational.
e Use monitoring tools or logs to ensure traffic is being distributed as expected.
Step 7: Optimize Load Balancing Strategy
Choose an appropriate load balancing algorithm based on your application needs:
e Round Robin: Distributes requests sequentially across servers.
e Least Connections: Directs traffic to the server with the fewest active connections.
e IP Hashing: Ensures users are consistently directed to the same server based on
their IP address for session persistence
e Test Load Balancing: To test network load balancing, connect a browser to the
cluster IP address, for example: http://192.168.10.10. Refresh the screen multiple
times. If the cluster is operating successfully, web pages from different machines
in the cluster appear after each refresh. Start an Enterprise Server for.

. P
é

e Ensure that all servers in the NLB cluster have the same configuration and that the
NLB feature is installed on each server.

e Monitor the performance and health of the cluster using the NLB Manager or
PowerShell commands for ongoing management.
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e
BTEC LTD is a software development company located in Rusizi district, they want to manage
all computers connected to the single server, due to different activities that they have, you
are hired as system Administrator who is responsible for setting the working environment by
installing and configuring the server load balancer, and set all other necessary settings in

order to be ready for installation of server load balancer, testing the server.
All tools, materials and equipment will be provided by the company.

Application of learning 7.1.
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|Indicative content 7.2: Configuration of Windows Server Load Balancer

\/ Duration: 5 hrs

e Theoretical Activity 7.1.2: Description of load balancing
R

__aP
Things to Do
. w Tasks:

1: Answer the following questions related to the Description of load balancing Key Concepts:

i.  What do you understand by the Load balancing?
ii.  What are the types of load balancing
iii.  What are benefits of load balancing
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 7.1.2.

At

°' Key readings 7.1.2 Description of load balancing

Load balancing is the process of distributing traffic among multiple servers to
improve a service or application's performance and reliability.

This process enhances the performance, reliability, and availability of
applications and services.

Key Aspects of Load Balancing

1. Purpose:

Load balancing aims to optimize resource utilization, improve response times,
and increase the availability of applications. By evenly distributing traffic, it
prevents any single server from becoming a bottleneck, which can lead to
performance degradation or downtime.

2.How It Works:

oA load balancer acts as an intermediary between clients and servers. When a
client makes a request, the load balancer determines which server is best suited
to handle that request based on various algorithms and criteria. It then forwards
the request to the selected server.

3.Types of Load Balancers:

Load balancers can be hardware-based or software-based.

eHardware load balancers are dedicated devices that provide high performance
but can be expensive

eSoftware load balancers run on standard servers or virtual machines and are
more flexible and scalable.

4.Load Balancing Algorithms:

Various algorithms dictate how requests are distributed among servers:
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¢ Round Robin: Distributes requests sequentially across servers.

e Least Connections: Directs traffic to the server with the fewest active
connections.

e Least Response Time: Chooses the server with the lowest average response
time.

e |P Hash: Uses the client's IP address to determine which server will handle the
request, ensuring session persistence.
5.Benefits:

e The primary benefits of load balancing include improved application
performance, increased reliability through redundancy, better resource
utilization, enhanced user experience due to faster response times, and
scalability to handle varying levels of traffic.

¢ In summary, load balancing is essential for modern applications that require high
availability and performance.

e |oad balancing helps organizations meet user demands while maintaining service
quality.

@2}
SI Practical Activity 7.2.1: Installing NLB server manager feature

= ’o
ngs to Do
i 1 Task:

1: Referring to the key reading 7.2.1, As a server administrator, you are asked to go to the
computer lab to perform the following: install NLB server manager.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 7.2

A

" Key readings 7.2.1: Installing NLB server manager feature

To install the Network Load Balancing (NLB) feature using Server Manager on
Windows Server, follow these detailed steps:

Step-by-Step Installation of NLB Feature

3. Open Server Manager:

. Click on the Start menu and select Server Manager.
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Server Manager *

WELCOME TO SERVER MANAGER

B Local Server
i A servers o
#§ File and Storage Services b
o s RNOK START
WHATS NEW
LEARN MORE

ROLES AND SERVER GROUPS

@ Manageabitty @ Manageatany ® Managessiiy @® Manageabiny
Events Events [ B | B
Performance Services Services. Services
| L I v
2.Add Roles and Features:
. Select Add Roles and Features from the dropdown menu.

WELCOME TO SERVER MANAGER

ﬁ Dashboard

B Local Server
B& Al Servers

:. . o
fo s

B3 File and Storage Services

WHATS NEW

LEARN MORE
ROLES AND SERVER GROUPS

i File and Storage 3 b s

Services

® Manageabisty @ Mansgeabiny
Events Events
Performance Services

‘ BPA results 11 Parformance

3.Before You Begin:

® Manageatitty @ Manageabity

[ | B
Services Services
Performance \ Performance

+«On the "Before you begin" page, click Next to continue.
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s Add Roles and Features Wizard = s )

SLETARATON vt
Cumer CReCTer O

Thes wizaed helps you mstall roles, role sernces o features. You determame which roles, role sermces or
features to mstall based on the computing needs of your orgencation, such a3 shaning documents, or
hottng & webite

To remove roles. role services, or features

181 e Farmove solet a0 Fegtiom Wia s
Before you continoe. verdy that the llowng 2atks have been completed

* The Admurstrator account has 3 ST00Q password

® Network settings, such 25 statc P addresses, are configured

* The mont current securty updates om Windows Update are mstalied
.

¥ you must verify that any of the preceding preregqusites have been completed close the waard
complete the steps, and then nun the wizard agan

o continue, chck Next

] Skp thes page by defautt

E 2|

= -
i Porfarmance 11 Services _ Sernces
4.Installation Type:
eChoose Role-based or feature-based installation and click Next.
I fi Add Roles and Features Wizard - 0o X l
I Gl sasn pliersa s et DESTINATION SERVER
delect instaliation type Cuttert ageecrero ook
[}
Radace VYo Racin Select thdstallation type. You can mstall roles and festures on 2 runming physical computer or wirtual
b ldatiotid mach or on an offine virtusl hard dirgk (VD)
B roatonipe |
RO . based or feature-based installation

Configure 2 single server by ad roles, role services, and features.
Yy 7

Remote Desktop Services installation
Install required role services for Virtual Desictop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment

5.Select Destination Server:
eSelect the server from the server pool where you want to install the NLB
feature, then click Next.
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fiu Add Roles and Features Wizard - o x-

| Select destination server Phontanosarss

Select a server or 2 virtual hard disk on which to mstall roles and features.

®) Select a server from the server pool

O Select 8 virtual hard disk
Server Roket Server Pool
Features { -
| Filter:

Operating System

6.Server Roles:

+On the "Select server roles" page, simply click Next (NLB is not a server role).

Eu Add Roles and Features Wizard - (=] x -
| Select destination server Plostsexsonre

Sefect 3 server or 3 virtual hard disk on which to nstall roles and features.

®) Select 3 server from the server pool
) Select a virtusl hard disk

Server Pool

| Name P Address Operating System

1 Computer(s) found
Thes page shows servers that are runmng Windows Server 2012 or 2 newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offine servers and

| newly-added servers from whech data collection is still incomplete ace not shown.

7.Select Features:

oOn the "Select features" page, scroll down and check th for Network Load
Balancing.

oA new window will pop up asking to add features required for NLB; click
on AddFeatures, then click Next.
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i Select features
p L
n Before You Begin
installation Type
Server Selection
Server Roles

Vi o=

Select one or more features to
Features

install on the selected server.

[[] Group Policy

(] /O Quality of Service
(] 1S Hostable Web Core
[_] Internet Printing Client

Managemen
[_] Host Guardian Hyper-V Support

it

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
inf enable and

secure Co

d and p
the ability to model a range of
business processes.

ﬂ

elect features [g

8.Click install

Add Roles and Features Wizard

Add features that are required for Network Load

Balancing?

The foll dto

this feature, but do not

ing tools are req

have to be installed on the same server.

4 Remote Server Admini

Tools

4 Feature Administration Tools
[Tools] Network Load Balancing Tools

cluster] kaptechproocal
X

X

btion
rk Load Balancing (NLB)

utes traffic across several
using the TCP/IP networking
pl. NLB is particularly useful
uring that stateless

tions, such as Web servers

h Intemnet Information

s (IIS), are scalable by adding
nal servers as the load

les.

’ MWW"L
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~ - DESTINATION SERVER
ons chuster! kaptechprojoca

To install the following roles, role services, or features on selected server, click Instail

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Confirmation Network Load Balancing

Remote Server Administration Tools

Feature Administration Tools
Network Load Balancing Tools

Export configuration settings
Specify an alternate source path

bility
<Previous | | Net> | : [cancet |
I Performance I 1 Services I Services
9.Installation Progress:

¢ Wait for the installation to complete. This may take a few moments.

9.Close Installation Wizard:
+«Once the installation is finished, click on Close to exit the wizard.

. - - Rp—
4 DESTINATION SERVER
ﬁ Installation progress custrtkaptechprosocal ‘
i Lo I
| TR View installation progress |
i Filg @ Feoture instaliation
o s
Network Load Balancing
Remote Server Administration Tools
Feature Administration Tools
Network Load Balancing Tools
~_ You can close this wizard without interrupting running tasks. View task progress or open this
&8 page again by clicking Notifications in the command bar, and then Task Details. -
S 1 W& All Servers 1
Export configuration
ability @® Manageability
Next > Gowe Bl e
Performance Services Services ‘ Services

eStart the Cluster

A cluster: refers to a group of servers working together on one system to provide
users with higher availability. These clusters are used to reduce downtime and
outages by allowing another server to take over in an outage event.

Step 1:click on Tools and select network load balancing manager.
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= Install and Configure Network Load Balancing In Windows Server 2019

Component Services

Computer Manageme,
SERVER MANAGER

o Configure this loca

Local Security Policy

Microsoft Azure Services
Network Load Bélancing Manager
ODBC Data Sources (32-bit
ODBC Dats Sources (64-bit)
Performance Monitor

Print Management
Recovery Drive
Registry Editor
Resource Monitor

iRVER GROUPS NI
groups: 1 | Servers totak: 1 System Configuration
System Information
d Storage - =
9 1 o s 1 # Local Server 1 All Servers 1 Task Scheduler

s Windows Defender Firewall with Advanced Security
2ability @ Manageability @® Manageability @ Manageability Windows Memory Diagnostic

Events Bl everts E e Windows PowerShell

: _ ) Windows PowerShell (x86)

1ance Services Services Services

Windows PowerShell ISE
ults. Parfarmance Parformance Parfarmance (TSN S e e

2.maximize opened page and right click on network load balancing cluster and
click on new cluster.
e — ———

[[Cuoter coriguration for o knour NLE chaters
Ot name Ouster P acress Custer @ mbretmask  Oustermode

 New Cluster
Connectto Ersting

Logén.. Dite Time Clste  How Description

3.Enter t

I ¢fe Network Lo Custer configuration for all known NLB custers .
Cluster name Cluster P address Cluster IP subnet mask Cluster mode
New Cluster: Connect X
Connect to one host that is to be part of the new cluster cluster interface
Host:  [152168040 J Comnect
Connection status
Connected

Interfaces available for configuring a new cluster

tertace name ntedace IP
Bhemel 192 168,040
ogEn.. Date Time Cluster Host Description
0001 67/2021  124343A.. NLB Manager session started
0002 6/7/2021 124343 A.. Loading locally bound instances [EEST[het> ] [ Cocel | [ Heb |

4 set priority and click next
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Dedicated IP addresses

IP address Subnet mask.
192.168.0.40 2552552550

5.click add to assign new ip address to a cluster and click ok and click next.

‘name Cluster IP address Cluster IP subnetmask ~ Cluster mode.

New Cluster: Cluster IP Addresses X

The cluster [P addresses are shared by every member of the cluster for load balancing.
The fist P cluster IP address and used for cluster

Cluster IP addresses:

New Cluster: Cluster [P

by every member of the cluster for load balancing.
X

Add IPv6 address:

IPVE address:

{_ Generate IPv6 addresses:
[ Sitedocal

|| Global

7.set cluster operation mode as multicast and click next.
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8.set port rules and click on edit

Cluster IP configuration
IP address:

New Cluster: Cluster Parameters

1192168023

v

0350280017

New Cluster: Port Rules

New Clu| Add/Edit Port Rule

Cluster IP address.

Clusty
A

<
Fitering mode

Owe OuP @sgh

o A

@©Mdtplehost  Afinty: ONone @ Single O Network
OTmeosinmngesy 0 2| |

3
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10.After selecting protocols and set port range click finish.

@i Network Load Balancing Clusters Cluster configuration for all known NLB clusters
Cluster name Cluster IP address Cluster IP subnet mask Cluster mode

New Cluster: Port Rules X

Defined port nies

Cluster IP address  Stat  End Prot. Mode Priorty  Load Affiny
Al 0 65535 Both Mutple - Equal Single

< >

s =
Port nde
TCP and UDP ed to any cluster [P address that anives on ports 0 through
655354 b ally across all members of the Cluster Chent [P addresses
used o assign 10 a specic cluster host
LogEn... Date Time Cluster Host Description
0001  6/7/2021 124343A.. NLB Manager session started
0002 6/7/2021  12:4343A.. Loading locally bound instances | <Back [ Fms® | | Cancdl | | Hep |

eTest ad Balancing

To tes@inetwork load balancing, connect a browser to the cluster IP address, for
example: http://192.168.0.23. Refresh the screen multiple times. If the cluster is
operating successfully, web pages from different machines in the cluster appear
after each refresh. Start an Enterprise Server for.

] P
Points to Remember

e Make Ensure that all servers in the NLB cluster have the same configuration and that
the NLB feature is installed on each server.

o After network load balancing (NLB) installation process, verify installation
completion.
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e Monitor the performance and health of the cluster using the NLB Manager or
PowerShell commands for ongoing management.

e While testing NLB enables each host to detect and receive incoming TCP/IP traffic.

e Remember to connect a browser to the cluster IP address, for example:
http://192.168.0.23.

e Do not forget to refresh the screen multiple times. If the cluster is operating

successfully, web pages from different machines in the cluster appear after each
refresh.

e Do not forget to set port range and selecting cluster operation mode during
configuration of NLB.

e

Suppose that your school needs to install and configure load balancing, network load
balancing based on windows server as a trainee in networking and Internet Technology you

Application of learning 7.2

are required for performing this activity as it is required.
All tools, materials and equipment will be provided by the company.
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' Indicative content 7.3: Management of Load Balancing Cluster

Duration: 1 hr

Theoretical Activity 7.1.3: Management of load balancing cluster

-1 hings to Do

Tasks:

(155

1: Answer the following questions related to the Description of load balancing Key Concepts:
i.  What do you understand the following term:
a) Capacity planning
b) Configuration
c) Disaster Recovery
d) Security
e) Maintenance
f) Scaling
g) monitoring
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 7.1.3

At

p Key readings 7.1.3: Management of load balancing cluster

4 capacity planning is a crucial aspect of managing a load balancing
cluster. It enables organizations to prepare for future demands while optimizing
current resource utilization, ensuring that applications remain responsive and
available under varying load conditions.

Importance of Capacity Planning in Load Balancing

*Performance Optimization: Ensures that the load balancing cluster can
efficiently handle traffic without delays or downtime.

=Cost Efficiency: Helps avoid unnecessary expenditures by aligning resource
allocation with actual needs.

=High Availability: Enhances system reliability by ensuring that sufficient
resources are available to manage failures or unexpected surges in traffic.

4 Configuration

you can effectively configure and manage a load balancing cluster that enhances
application performance and reliability.

4 Disaster Recovery

Disaster Recovery is an organization's plan to protect its IT systems and data
from disasters and recover quickly to minimize downtime and losses.

4 Security
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Security: refers to every aspect of protecting an organization and its employees
and assets against cyber threats.

4 Maintenance

By implementing a comprehensive maintenance strategy for load balancing
clusters, organizations can ensure high availability, optimal performance, and
efficient resource utilization. Regular health checks, capacity planning, software
updates, and performance monitoring are key components that contribute to
the overall reliability of applications served by the cluster.

v Scaling

Scaling refers to the ability of a system, application, or infrastructure to handle
increased loads or demands by adjusting its resources accordingly.

4 Monitoring

monitoring in a load balancing cluster is vital for maintaining optimal
performance and reliability.

elt involves health checks, performance metrics analysis, alerting mechanisms,
and user experience assessments to ensure that services remain available and
responsive to user demands.

4 Importance of Monitoring in Load Balancing Clusters

High Availability: Continuous monitoring ensures that any server failures are
quickly detected and addressed, maintaining service availability.

Performance Optimization: By analyzing performance metrics, organizations can
make informed decisions about scaling resources or optimizing configurations to
enhance application performance.

Cost Efficiency: Effective monitoring can help identify underutilized resources,
allowing organizations to optimize costs by scaling down unnecessary capacity.
Improved Troubleshooting: With detailed logs and real-time alerts,
administrators can quickly pinpoint issues and resolve them before they impact
users.

P
i

e Configuration
you can effectively configure and manage a load balancing cluster that enhances
application performance and reliability.

e capacity planning
It is a crucial aspect of managing a load balancing cluster

e Security
It refers to every aspect of protecting an organization and its employees and assets
against cyber threats.
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e Maintenance
for load balancing clusters, organizations can ensure high availability, optimal
performance, and efficient resource utilization.

e monitoring in a load balancing cluster is vital for maintaining optimal performance
and reliability.

e Scaling
It refersto the abilityof a system, application, or infrastructure to handle
increased loads or demands by adjusting its resources accordingly.
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Written assessment

Learning outcome 7 end assessment

I. Multiple choice question: Circle the letter corresponding to the correct

1. What is the primary purpose of load balancing.?
a) Writing JavaScript code
b) Debugging the application
c) Load balancing is the process of distributing traffic among multiple servers to

improve a service or application's performance and reliability.

d) Creating a user interface

2. Read the following statements and choose the right answer?

a) Software load balancers are applications that can be installed and provisioned on
more traditional compute resources like servers.

b) Software load balancers operate at the application layer of the OSI model,
allowing for more sophisticated traffic management compared to Layer 4 load
balancing.

c) Software load balancers are specifically designed to provide the best load
balancing based on the task they are intended to address.

3. Which of the following best defines NLB?
a) ltis atool used by system administrators to detect when a cyberattack has occurred.
b) Itis atool used for performing routine maintenance on servers.
c) Itisa Windows Server 2016 feature that is used to distribute network traffic across a
cluster of servers.
d) is a crucial technology used to distribute network traffic across multiple servers,
enhancing both availability and scalability.
4. Which of the following best defines Server Manager?
a) Server Manager is a vital management console in Windows Server, designed to help
IT professionals manage both local and remote servers effectively.
b) Server Manager is a management protocol in Windows Server, designed to help IT
professionals manage both local and remote servers effectively.
c) Server Manager is a Windows Server 2016 feature that is used to distribute network
traffic across a cluster of servers.
5. Which is the types of load balancing depends on what you have seen?
a) Hardware load balancers and Software load balancers
b) Hyper-v and virtualization
c) Least Connections and Least Response Time
d) None of the above.
6.Which of the following is not Methods and technologies of load balancing?
a) Dhcp
b) DNS-based load balancing
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c¢) Hardware load balancer

d) Software load balancer
Il. Read the following statement related to perform load balancing in column A and B and
write the letter corresponding to the correct answer

Answer | Column A Column B

........ 1. is a crucial aspect of managing a | A. PerformanceOptimization
load balancing cluster

........ 2. Ensures that the load balancing | B. capacity planning
cluster can efficiently handle traffic
without delays or downtime.

......... 3. Helps avoid unnecessary | C. Disaster Recovery
expenditures by aligning resource
allocation with actual needs.

......... 4. is an organization's plan to protect | D.Cost Efficiency:
its IT systems and data from
disastersand recover quickly to
minimize downtime and losses.

......... 5. refers to every aspect of protecting | E. Security

an organization and its employees | F. you can effectively configure and
and assets against cyber threats. manage a load balancing cluster that
enhances application performance and

reliability

lll. Read the following statement related to perform load balancing and answer True if the
statement is correct and False if the statement is wrong
1.Both TCP and UDP are protocols used in installation of Network Load Balancing?
a) False
b) True
2.In installation of load balancing is it possible to set port range and select cluster operation
mode.
a) True
b) False
3. NLB is not technology used to distribute network traffic across multiple servers,
enhancing both availability and scalability.
a) True
b) False
4.To set cluster operation mode as multicast in installation of load balancing is it possible?
a) False
b) True
5.While testing NLB enables each host to detect and receive incoming TCP/IP traffic.
a) True
b) False
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Practical assessment

ABC is a software development company located in Nyanza district, they want to manage all
computers connected to the single server, due to different activities that they have, you are
hired as system Administrator who is responsible for setting the working environment by
installing and configuring the server load balancer, and set all other necessary settings in
order to be ready for installation of server load balancer, testing the server.
All tools, materials and equipment will be provided by the company.
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Learning Outcome 8: Perform Server Maintenance
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Indicative contents
8.1 Deployment of Windows Server Update Service
8.2 Configure WSUS
8.3 Perform Server Backup
8.4 Perform Troubleshooting
8.5 Perform Migration

Key Competencies for Learning Outcome 8: Perform Server Maintenance

Knowledge Skills Attitudes
e Description  of e Installing necessary e Being Flexible
windows server roles and features. e Being persistent
update service e Configuring WSUS. e Having
e Performing server Adaptability
backup e Having
e Performing teamwork
troubleshooting ability.
e Performing
migration
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Duration:15 hrs

9

Learning outcome 8 objectives:
By the end of the learning outcome, the trainees will be able to:

1. Identify and describe properly Windows server update service based on system

requirements

Identify correctly necessary roles and features.

Perform clearly installation of roles and features.

Perform clearly migration according to the organization needs

o v ks wN

Perform clearly server backup according to the backup plan.

Perform clearly troubleshooting based on server performance.

T"_.ﬁ"
Resources

Equipment Tools Materials
e Projector e Modem e Electricity
e Computer e Route e Cables
e UPS e VMware ® |Internet
e Router workstation
e Switch e Windows server
2016 OS

e Windows client OS

e Bootable device

software
e DVD
e USD
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_‘ | Indicative content 8.1: Deployment of Windows Server Update Service
- Duration:4 hrs

ZE Theoretical Activity 8.1.1: Description of Windows server update service

R

,,,,ctp
Things to Do
:Cl w Tasks:

1: Answer the following questions:

i What do you understand by the following term?
a) Windows server update service
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 8.1.1

MM

At
°' Key readings 8.1.1.: Description of Windows server update service
1.Windows server update service
This is a Microsoft tool that enables IT administrators to manage the
distribution of updates released by Microsoft to computers in a corporate
environment. It serves as a local update management system, where admins
can decide which updates are approved for installation on networked devices.
Here’s a detailed overview:
Key Features:
Centralized Management:
WSUS allows administrators to manage the deployment of updates for
Windows operating systems, Microsoft Office, and other Microsoft software
products from a central server.
Administrators can approve, schedule, and control the distribution of updates
to individual computers or groups of computers.
2.Update Categories:

e |t supports updates for various categories such as critical updates, security
updates, service packs, feature packs, and drivers.

e Administrators can select which types of updates they want to deploy based on
their relevance and importance.
3.Control over Deployment:

e Administrators can test updates in a controlled environment before deploying
them network-wide, ensuring that updates do not interfere with critical
business functions.
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e It allows granular control by offering the ability to approve or decline updates,
automatically approve certain update types, and schedule installations.
4.Network Efficiency:

e By downloading updates from Microsoft once and distributing them locally,
WSUS reduces bandwidth consumption, as each client does not need to
connect to the internet for updates.
5.Reporting:

WSUS provides detailed reports on the status of updates, helping
administrators track which updates have been installed and on which
machines.

How WSUS Works:

Synchronization with Microsoft Update:

e \WSUS connects to the Microsoft Update server to download the latest updates.

e Administrators can choose to synchronize all available updates or only those
relevant to their environment.

Client-Side Interaction:

e Client computers are configured to contact the WSUS server instead of
Microsoft's online update service for updates.

e Based on the policies set by the administrator, clients download and install
approved updates.

Deployment and Monitoring:

Administrators can monitor the status of updates and generate reports to
ensure that updates are successfully installed and that no issues arise during
the process.

summary, WSUS is a powerful tool for managing updates in a Windows
environment, offering centralized control, testing, and monitoring, making it an
essential tool for IT administrators looking to maintain a secure and efficient
network.

@
sg Practical Activity 8.1.2: Installing the necessary roles and features

:l'h;m;s to ba
£ w Task:

1: Referring to the key reading 8.1.2, As a server administrator, you are asked to go to the
computer lab to perform the following: install necessary roles and features.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 8.1
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Key readings 8.1.2: Installing the necessary roles and features

steps of Installing the necessary roles and features in windows server 2019

Here’s a step-by-step guide to installing roles and features in Windows Server
2019:

Method 1: Using Server Manager

Step 1: Open Server Manager

+«Open Server Manager by clicking the Start button and selecting Server Manager
from the menu.

Step 2: Add Roles and Features

«In Server Manager, click on Manage in the upper-right corner.

eSelect Add Roles and Features from the dropdown menu.

Step 3: Before You Begin

oA "Before You Begin" window will appear. Review the information and click Next.
Step 4: Installation Type

«Choose Role-based or feature-based installation, then click Next.

Step 5: Select Destination Server

eChoose the server where you want to install the roles and features. Typically, it’s
your local server. Select the server from the Server Pool and click Next.

Step 6: Select Server Roles

¢In the Server Roles window, you’ll see a list of available roles. Check the box for
the roles you want to install (e.g., Active Directory Domain Services, DNS Server,
Web Server (lIS), etc.).

e After selecting a role, you may be prompted to install additional features
required for that role. Click Add Features when prompted, and then click Next.
Step 7: Select Features

¢In the Features window, you can add additional features if necessary (e.g., .NET
Framework 3.5, Failover Clustering).

e«Once selected, click Next.

Step 8: Role Services (Optional)

oIf installing a role like Web Server (lIS), you will be asked to select Role Services.
Check any additional services you need and click Next.

Step 9: Confirm Installation Selections

eReview your selected roles, features, and services. You can also choose to restart
the server automatically if required. If you're ready, click Install.

Step 10: Installation Progress

o The installation will begin. You can monitor the progress, and once it’s complete,
you’ll receive a confirmation message.

Common Roles and Features to Install:
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eActive Directory Domain Services (AD DS): Install-WindowsFeature -Name AD-
Domain-Services

*DNS Server: Install-WindowsFeature -Name DNS

«DHCP Server: Install-WindowsFeature -Name DHCP

oFile and Storage Services: Install-WindowsFeature -Name FS-FileServer

«Web Server (1IS): Install-WindowsFeature -Name Web-Server.

P
%

e While installing roles and feature remember to Open Server Manager by clicking the
Start button and selecting Server Manager from the menu.

e While installing roles and feature remember to check pre-installation requirements by
setting strong administrator password and static Ip address.

e Don’t forget to select destination server and installation type as main keywords.

e While installing roles and feature remember to select the roles you need (example:
DNS, AD and DHCP.)

e While installing roles and feature remember to confirm installation selections by
reviewing all selections on the confirmation page.

e While installing roles and feature remember to Open Server Manager by clicking the
Start button and selecting Server Manager from the menu.

e While installing roles and feature remember to check pre-installation checks

e Don't forget to select destination server and installation type as main keywords

e Don’t forget to restart if necessary and verify that the roles and features are
functioning as expected by checking their status in Server Manager.
N

(%

XYZ LTD is a software development company located in Muhanga district, they want to

Application of learning 8.1.

manage all computers connected to the single server, due to different activities that they
have, you are hired as system Administrator who is responsible for setting the working
environment by installing roles and features on the server.

All tools, materials and equipment will be provided by the company.
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| Indicative content 8.2: Configure WSUS

\/ Duration:3 hrs

&
» ! Practical Activity 8.2.1: Configuration of WSUS

hi "c‘o
?W : w Task:

1: Referring to the key reading 8.1.2, As a server administrator, you are asked to go to the

computer lab to perform the following: configure wsus.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary
5: Perform the task provided in application of learning 8.2

[ 4
&‘(%
Key readings 8.2.1: Configuration of WSUS

1.Step Configure WSUS

¢ Open WSUS Console:

In Server Manager, navigate to Tools > Windows Server Update Services.

2. Run Configuration Wizard:

The WSUS Configuration Wizard should start automatically. If it doesn't, you can
manually launch it from the WSUS console under Options > WSUS Server
Configuration Wizard.

3.Choose Upstream Server:

Select whether to synchronize updates from Microsoft Update or another WSUS
server. For a new setup, choose to synchronize from Microsoft Update

4.Configure Group Policy Settings:

To direct client machines to your new WSUS server, configure Group Policy settings
that specify the WSUS server's location (e.g., http://<YourServerName>:8530). This
can be done through Group Policy Management Editor under Computer
Configuration > Policies > Administrative Templates > Windows Components >
Windows Update

5.Finalize Configuration:

After configuration, approve updates in the WSUS console as needed and ensure
clients are reporting correctly to your WSUS server.

o Approve Updates

After synchronization, review available updates in the WSUS console and approve
them for installation on client machines.

o Configure Client Settings

¢ A client configuration provides settings that define a client and how it should
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operate in the network. Each configuration includes settings for: The Software AG
Directory Server that should be used by the client in its attempts to work with
databases.

e Client Detection and Update

e Enable the policy Automatic update detection frequency to specify how often
clients check for updates (in hours). This setting allows clients to check for updates
at intervals you define, which can range from every hour to every few days.

¢ Once the Group Policy settings are configured, you can force clients to detect
updates:

¢ On each client machine, open Command Prompt as an administrator.

¢ Run the following command to force detection:

bash

wuauclt /detectnow

e This command prompts the client to contact the WSUS server immediately for
updates.

¢ Regularly review and approve new updates on the WSUS server.

4 To regularly review and approve new updates on the WSUS server in
Windows Server follow these steps

1.0pen the WSUS Console:

e Launch the Windows Server Update Services console from the Start menu or by
running wsus.msc
Reviewing Updates
2. Navigate to Updates:

e In the left pane, expand Updates and select All Updates. This view displays all
updates that have been synchronized from Microsoft Update or an upstream
WSUS server.
3.Filter Updates:

e Use the filtering options to display updates based on approval status, installation
status, and other criteria. The default view shows unapproved updates needed by
clients or those that had installation failures.
4.View Update Details:

e Select an update to view detailed information in the lower pane, including its title,
classification, installation status, and any relevant.

Approving Updates
5. Select Updates to Approve:

e In the list of updates, select the updates you wish to approve. You can select
multiple updates by holding down the Shift or Ctrl key while clicking.
6.Approve Selected Updates:

e Right-click on the selected updates and choose Approve. You will then be
prompted to select the target computer group for which you want to approve
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these updates.

7.Regular Review Schedule:

Establish a regular schedule (e.g., weekly) to review and approve new updates.

This ensures that your systems remain secure and up to date with the latest
patches.

e Monitor the health and performance of the WSUS server and its database.
After approving updates, monitor their deployment by using the WSUS reporting
feature. Navigate to Reports > Update Status Summary to see which updates have
been installed on client machines and their status.

e Periodically clean up expired and unneeded updates to save disk space:

is a utility tool provided by the Windows operating system that helps you free up
disk space on your computer. It scans your hard drive for unnecessary files, such as
temporary files, system files, and files in the Recycle Bin, and allows you to safely
delete them, reclaiming valuable storage space.

P
%

e Don't forget to Open WSUS Console:

e While configuring WSUS remember to navigate to Tools > Windows Server Update
Services.

e Remember to Select updates from Microsoft Update or another WSUS server. For a
new setup, choose to synchronize from Microsoft Update.
a

(%

ABC LTD is a software development company located in Kirehe district, they want to manag

Application of learning 8.2.

e all computers connected to the single server, due to different activities that they have, you
are hired as system Administrator who is responsible for setting the working environment b
y configuring WSUS.

All tools, materials and equipment will be provided by the company.
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Indlcatlve content 8 3: Perform Server Backup

Duration: 3 hrs

Theoretical Activity 8.3.1: Description of server backup

o
AR
-

:l'hrnq;s 10 Do
J w Tasks:

1: Answer the following questions:
i.  What do you understand by the following terms as used in windows server?
a) Server backup
b) Recovery strategies
ii. differentiate types of backups in windows server
iii.  how to secure backup storage
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 8.3.31

* (%
‘ Key readings 8.3.1.: Description of server backup

1.Definition of key terms

1. A server backup is a copy of the data stored on a server. The backup should be
made to a different media and ideally stored in a different location. Backups provide
an accessible copy of the data on the server, allowing it to be recovered if the
original data is lost or corrupted.

2. A recovery strategy in computer science refers to a plan designed to restore a
database system to a working state after a failure or disaster.

Assess data to be backed up

Identify critical data, including user files, system configurations, databases, and
applications, that need to be backed up to ensure business continuity.

Plan the Backup and recovery strategies

Develop a comprehensive backup and recovery plan outlining the frequency of
backups, retention policies, and recovery procedures.

Backup type

1.full backups

A full backup is the process of creating one or more copies of all organizational data
files in a single backup operation to protect them.

incremental backups

is a backup type that only copies data that has been changed or created since the
previous backup activity was conducted.

290 | Windows Server Administration — Trainee Manual



3. differential backups

is a data protection method that copies all files changed since the last full backup.
Select Backup Location

Determine where backups will be stored, considering factors like accessibility,
security, and redundancy. For example, you may choose to store backups on local
storage devices, network-attached storage (NAS), or cloud storage services like AWS
S3 or Azure Blob Storage.

Schedule Backups

eEstablish a backup schedule that ensures regular and consistent backups are
performed according to the defined backup strategy. For example, you may
schedule daily backups during non-business hours to minimize disruption.

4 Secure Backup Storage:

eImplement security measures to protect backup data from unauthorized access,
tampering, or loss. This may include encryption, access controls, and physical
security measures for storage devices.

Test Restorations

Regularly test the restoration process to verify the integrity and effectiveness of
backups. Conducting periodic recovery drills helps ensure that data can be
successfully restored in the event of a disaster.

Documentation of backup

Maintain detailed documentation of the backup process, including backup
schedules, storage locations, and recovery procedures. This documentation serves
as a reference for IT staff and facilitates compliance with regulatory requirements.
Regularly review

Periodically review and evaluate the backup strategy to ensure it remains aligned
with changing data and server requirements. Adjustments may be necessary as new
applications are deployed or data volumes increase.

Update backup strategy as your data and server requirements evolve

Update the backup strategy as your data and server requirements evolve,
incorporating lessons learned from past backup and recovery experiences.

Periodic mock drills

Conduct periodic mock drills to simulate various disaster scenarios and test the
effectiveness of the backup and recovery procedures. This helps identify potential
weaknesses and areas for improvement.

Produce DRP document

Develop a Disaster Recovery Plan (DRP) document that outlines the steps to be
taken in the event of a server failure or data loss. This document should include
roles and responsibilities, escalation procedures, and contact information for key
stakeholders.
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‘! Practical Activity 8.3.2: performing server backup

__»
ngs fo Do
ng w Task:

1: Referring to the key reading 8.3.2, As a server administrator, you are asked to go to the
computer lab to perform the following: perform server backup.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 8.3

Key readings 8.3.2.: performing server backup

To perform server backup in Windows Server, follow these detailed steps using
the built-in Windows Server Backup feature.
step 1: Install Windows Server Backup
1. Open Server Manager:
e Click on Manage in the top right corner and select Add Roles and Features.
2.Navigate through the Wizard:
¢ Click Next until you reach the Features section.
eNavigate through the Wizard: Check the box for Windows Server Backup and
click Next.
4.Complete Installation:
¢ Click Install, and once the installation is complete, click Close.
Step 2: Perform a One-Time Backup
Open Windows Server Backup:
In the Start menu, search for "Windows Server Backup" and open it.
2.Initiate Backup:
In the right pane, click on Backup Once.
3.Choose Backup Options:
In the Backup Once Wizard, select Different options, then click Next.
4.Select Backup Configuration:
eChoose either Full server (recommended) or Custom, then click Next.
5.Specify Destination Type:
eSelect either Local drives or a Remote shared folder, then click Next.
6.Select Backup Destination:
eChoose the specific drive or folder where you want to store the backup, then
click Next.

292 | Windows Server Administration — Trainee Manual



7.Review and Start Backup:

Confirm your settings and click on Backup to start the process. Wait for it to
complete, then close the utility.

Step 3: Schedule Regular Backups

1.0pen Windows Server Backup Again:

*Go back to Windows Server Backup from the Start menu.

2.Access Backup Schedule:

eIn the right pane, click on Backup Schedule.

3.Choose Backup Configuration Type:

eSelect either Full server or Custom, then click Next.

4.Set Frequency of Backups:

e Choose how often you want backups to occur (daily, multiple times a day), and
specify the time for backups, then click Next.

5.Select Destination for Scheduled Backups:

e¢Choose where to save these backups (local drive or remote shared folder), then
click Next.

6.Finalize Settings:

eReview your settings and click on Finish to create the scheduled backup task.
Step 4: Monitor and Manage Backups

eRegularly check your backup status in Windows Server Backup.

Ensure that backups are completing successfully and monitor available storage
space on your backup destination.

eConsider testing restore procedures periodically to ensure that your backups
can be reliably restored when needed.

i i
- Points to Remember

e Don't forget to automate backup processes
e While perform server backup remember to implement backup strategy.
e Remember to Select backup options either local hard drives or cloud storage.
e Schedule backups to run automatically to minimize the risk of forgetting to perform
them.
e Regularly test data restores
e Monitor backup status
e Secure and encrypt backups
e Steps of performing server backup:
o Open Server Manager
o Navigate through the Wizard and Click Next.
o Complete Installation
o Initiate Backup
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Choose Backup Options
Specify Destination Type
Select Backup Destination
Review and Start Backup

© O O O O

Finalize Settings

a

Suppose that your school needs to implement server backup based on windows server as a

Application of learning 8.4.

trainee in networking and Internet Technology you are required for performing server
backup.
All tools, materials and equipment will be provided by the company.
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| Indicative content 8.4: Perform Troubleshooting
Duration:3 hrs

Practical Activity 8.4.1: Performing server troubleshooting

L (

:\’him;: to 60
’ W Task:

1: Referring to the key reading 8.4.2, As a server administrator, you are asked to go to the
computer lab to perform the following: perform troubleshooting.

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 8.4

&
Key readings 8.4.2: Performing server troubleshooting

1.Definition of key terms

Troubleshooting is a systematic approach to problem-solving that is often used to
find and correct issues with complex machines, electronics, computers and
software systems.

v To troubleshoot issues in Windows Server 2019 effectively, follow these
structured steps:

Step 1: Identify the Issue

eGather Error Messages: Document any specific error messages you encounter.
Take screenshots or write down error codes as they can be critical for
troubleshooting.

eReview Event Logs: Open the Event Viewer (Control Panel > Administrative Tools
>

Event Viewer) to check for relevant logs:

eLook in the System and Application logs for errors around the time the issue
occurred.

eNavigate to Application and Service Logs > Microsoft > Windows > Windows
Update Client > Operational for Windows Update-related issues.

Step 2: Check for Pending Actions

ePending Reboot: Ensure that there are no pending reboots. If the server has not
been restarted after updates, do so to apply changes.

Step 3: Analyze Services

e«Check Service Status: Use the Services management console (services.msc) to
verify that all necessary services are running. If a service is stopped, attempt to
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start it and check its dependencies.

eSet Recovery Options: Configure recovery options for critical services to
automatically restart on failure.

Step 4: Remove Variables

eDisable Non-Essential Hardware: Temporarily disable or disconnect any non-
essential hardware components to rule out hardware failures.

eUninstall Recent Updates: If issues began after recent updates, consider rolling
them back.

Step 5: Use Diagnostic Tools

eRun Built-in Troubleshooters: Utilize the Windows Update troubleshooter or
other relevant troubleshooters available in Settings (Settings > Update & Security
> Troubleshoot).

oDISM and SFC Tools: Run the following commands in an elevated Command
Prompt to repair system files:

bash

DISM /Online /Cleanup-Image /RestoreHealth

sfc /scannow

Step 7: Monitor System Performance

eResource Monitoring: Use Task Manager or Resource Monitor to check CPU,
memory, and disk usage. High resource consumption can indicate underlying
issues.

Step 8: Document Findings

eKeep a detailed record of all findings, changes made, and steps taken during
troubleshooting. This documentation can be invaluable if further assistance is
needed or if similar issues arise in the future.

Q=
GI%E Theoretical Activity 8.4.1: Description of Gathering information

R
T -
Things fo Do
: w Tasks:

1: Answer the following questions:

I.  What do you understand by the following terms as used in windows server?
a) Gather information
b) Troubleshooting
ii.List four (4) Diagnostic Tools used in troubleshooting
iii.Differentiate Check Server Status from Network Connectivity?
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
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5: Read the key readings 8.4.1

O O O O O

o O O O

&
Key readings 8.4.2: Description of Gathering information

1.Definition of key terms

Troubleshooting is a systematic approach to problem-solving that is often used
to find and correct issues with complex machines, electronics, computers and
software systems.

Gather Information: Collect relevant information to identify the root cause of
the issue, including:

Server hardware specifications (e.g., CPU, RAM, storage)

Software configuration details (e.g., installed applications, services)

Logs from system event logs, application logs, and error logs

Error messages reported by users or system alerts

Recent changes made to the server configuration or application

Check Server Status: Ensure that the server is operational and responsive by
performing the following checks:

Verify that the server is powered on and accessible.

Monitor resource utilization to identify any performance bottlenecks:

Check CPU usage to ensure its within normal limits.

Monitor disk usage to ensure there's sufficient free issues.

4 Verify Network Connectivity: Confirm that the server can communicate
with other devices on the network by checking:

DNS settings to ensure proper name resolution.

Network configurations, including IP addresses, subnet masks, and gateways.

4 Use Diagnostic Tools

Employ diagnostic tools to further troubleshoot and diagnose server issues, such
as:

Network diagnostic tools like ping, traceroute, and nslookup to diagnose network
connectivity problems.

4 Document Findings and Solutions

Document the findings from troubleshooting efforts, including identified issues,
potential causes, and solutions implemented.

Maintain a log of troubleshooting activities and resolutions for future reference
and knowledge sharing within the IT team.
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e When perform troubleshooting remember to gather detailed information.

e Don't forget to identify the problem.

e Enable temporarily disconnect or disable unnecessary hardware components to see
if they are causing conflicts.

e When perform troubleshooting remember to use rollback recent changes.

e When perform troubleshooting remember to use diagnostic tools.

e While perform troubleshooting remember to use performance monitoring tools to
check CPU, memory and disk usage for any anomalies that could indicate underlying
issues.

e When perform troubleshooting remember to gather detailed information.

e Don't forget to identify the problem.

e Enable temporarily disconnect or disable unnecessary hardware components to see
if they are causing conflicts.

e When perform troubleshooting remember to use rollback recent changes.

e When perform troubleshooting remember to use diagnostic tools.

e While perform troubleshooting remember to use performance monitoring tools to
check CPU, memory and disk usage for any anomalies that could indicate underlying
issues.

N
(%

XYZ is a software development company located in Musanze district, they want to manage all

Application of learning 8.4.

computers connected to the single server, due to different activities that they have, you are
hired as system Administrator who is responsible for setting the working environment to
perform troubleshooting on server.

All tools, materials and equipment will be provided by the company.
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' Indicative content 8.5: Perform Migration

Duration:2 hrs

Theoretical Activity 8.5.1: Description of migration

ofE
AR
-

:rh:nc;: to 60
: Tasks:

1: Answer the following questions:
i.  What do you understand by the following terms as used in windows server?
a) Migration
b) Timeline
c) Potential risks
ii.Differentiate FTP for files, and database migration for databases.
iii.How to monitor and validate migration process.
2: Write your answers on papers or flipchart.
3: Present your findings/answers to the whole class
4: Ask for clarification where necessary
5: Read the key readings 8.5.1

®
>
Key readings 8.5.1 Description of migration

1.definitions of migration
Migration in Windows Server refers to the process of transferring data,
applications, and configurations from one server to another.
v'Plan and prepare servers and services that need to be migrated

e Timeline

e Establish a comprehensive plan for migrating servers and services, including:

e Setting a timeline for the migration process to minimize downtime and
disruption.

e Potential risks

e Identifying potential risks and mitigation strategies to address any challenges
that may arise during migration.
4 Configure RAIDs

e Configure Redundant Array of Independent Disks (RAID) arrays to ensure data
redundancy and fault tolerance, enhancing data integrity and availability during
the migration process.
v Perform migration process

e Execute the migration process according to the established plan, ensuring a
smooth transition of servers and services to the new environment.
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Below we outline seven steps to a successful data migration.

e Identify the data format, location, and sensitivity. ...

e Planning for the size and scope of the project. ...

e Backup all data. ...

e Assess staff and migration tool. ...

e Execution of the data migration plan. ...

e Testing of final system. ...

e Follow-up and maintenance of data migration plan.

e Data Transfer methods (rsync or FTP for files, and database migration for
databases)
4 Utilize appropriate data transfer methods based on the nature of the
data being migrated:
For files use FTP to transfer data securely and efficiently.
For databases, employ database migration techniques to ensure data consistency
and integrity throughout the migration process.
4 Monitoring and Validation

e Monitor the migration process closely to track progress and identify any issues
that may arise.

e Validate the migrated servers and services to ensure that they function correctly
and meet organizational requirements post-migration.
Real-life Example:
Consider a scenario where an organization decides to migrate its web hosting
services to a new server infrastructure. In planning the migration, the IT team
establishes a timeline for the migration process, identifies potential risks such as
data loss or service disruption, and configures RAID arrays on the new servers to
safeguard against data loss. During the migration process, they use rsync to
transfer website files and database migration tools to migrate the underlying
database.

&
‘! Practical Activity 8.5.2: Performing migration process

__
ngs o Do
i w Task:

1: Referring to the key reading 8.5.2, As a server administrator, you are asked to go to the
computer lab to perform the following: to perform migration process

2: Apply safety precautions

3: Present your work to the trainer and whole class.

4: Read key reading 5.4.2 and ask clarification where necessary

5: Perform the task provided in application of learning 8.5
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Key readings 8.5.2 performing migration process

The migration process in Windows Server refers to the transfer of roles, features,
and data from one server to another. This process ensures minimal downtime and
data integrity. Below is a general guide to performing a migration in a Windows
Server environment.
Steps to Perform Migration in Windows Server
Step 1: Pre-Migration Planning

1. Determine what to migrate: Identify the roles (e.g., Active Directory, DNS, DHCP)
and data to be migrated.

2. Check compatibility: Ensure the destination server is compatible with the roles
and applications running on the source server.

3. Backup source server: Always back up the source server and its critical data before
performing any migration.

4. Gather necessary tools: Install the Windows Server Migration Tools and other
relevant migration software.
Step 2: Prepare Source and Destination Servers
1.Source Server (Old Server)

e Ensure the source server is stable and running the services you want to migrate.

e Check for pending updates or issues that may affect migration.

e Clean up unnecessary files or services that you do not want to migrate.
2.Destination Server (New Server)

¢ Install the same or newer version of Windows Server as the source server.

e Make sure it is properly configured, networked, and can communicate with the

source server.

Install the Windows Server Migration Tools:

Go to Server Manage

Click on Add roles and features

w N = e

Select Windows Server Migration Tools under the Features section.
step 3: Install Windows Server Migration Tools
On both the source and destination servers
This installs the migration tools required to transfer roles, features, and data
between the two servers.
Step 4: Export Data from the Source Server
1. Prepare the Source Server for Export:
Run PowerShell and navigate to the migration tools directory: PowerShell d
"C:\Windows\System32\ServerMigrationTools"
2. Export settings or data using specific PowerShell commands for the roles/services
you’re migrating. Example commands: For file services:
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3. Back up any application-specific data (such as SQL databases) manually, if
necessary.
Step 5: Import Data to the Destination Serve

1. Prepare the Destination Server

e Make sure Windows Server Migration Tools are installed, and the server is ready
to accept incoming data.

e Navigate to the same migration directory as on the source server using PowerShell
Power Shell cd "C:\Windows\System32\ServerMigrationTools"

2. Import the settings:

e Use the following command to import the settings or data exported from the
source server: For file services:

3. Verify the Import: After the migration completes, ensure all the settings, roles,
and data are correctly imported and running on the destination server.

4. You can verify the services using the Server Manager or running service-specific
PowerShell checks.
Tools and Methods for Migration

e Windows Server Migration Tools: Built-in set of tools for migrating roles and data
between Windows Servers.

e Active Directory Migration Tool (ADMT): Specialized for migrating Active
Directory domains and users.

e Storage Migration Service: Facilitates the migration of file servers and associated
data from older systems to newer systems.

.
% P

e While performing migration remember to assess your current environment by
identifying all servers, their roles, applications and dependencies.

e When performing migration remember to choose a migration strategy by upgrading
the existing server to a newer version.

e Don’t forget to use migration tools to facilitate data transfer and configuration
replication.

e While performing migration remember to prepare migration to ensure that all data
is backed up before starting the migration process.

e Remember to monitor migration progress to keep track of migration process to
quickly identify and troubleshoot any issues that arise.

e Determine what to migrate

e Check compatibility

e Backup source server

e Gather necessary tools

e Prepare Source and Destination Servers
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Install Windows Server Migration Tools

Export Data from the Source Server

Import Data to the Destination Serve

Verify the Import settings

ot

Suppose that your school needs to implement server migration based on windows server as

Application of learning 8.5.

a trainee in networking and Internet Technology you are required for performing server
migration based on the requirements of your school.
All tools, materials and equipment will be provided by the company.
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Learning outcome 8 end assessment

Written assessment

I. Multiple choice question: Circle the letter corresponding to the correct
1.What is the primary function of WSUS?

a) Writing JavaScript code

b) Debugging the application

c) It is a Microsoft tool that enables IT administrators to manage the distribution of

updates released by Microsoft to computers in a corporate environment.

d) Creating a user interface
2.Read the following statements and choose the right answer about centralized
management?

a) centralized management are applications that can be installed and provisioned on

b)

c)

more traditional compute resources like servers.

centralized management operate at the application layer of the OSI model, allowing
for more sophisticated traffic management compared to Layer 4 load balancing.
centralized management allows administrators to manage the deployment of
updates for Windows operating systems, Microsoft Office, and other Microsoft
software products from a central server.

3. Which of the following best defines Control over Deployment?

a.
b.

C.
d.

It is a tool used by system administrators to detect when a cyberattack has occurred.
It allows granular control by offering the ability to approve or decline updates,
automatically approve certain update types, and schedule installations.

It is a tool used for performing routine maintenance on servers.

It is used to distribute network traffic across a cluster of servers.

4. Read the following statements and choose the right answer about assess data to be

backed
a)

b)
c)

up?

Identify critical data, including user files, system configurations, databases, and
applications, that need to be backed up to ensure business continuity

Least Connections and Least Response Time

Develop a comprehensive backup and recovery plan outlining the frequency of
backups, retention policies, and recovery procedures.

5.Which of the following is not types of backups?

a)
b)
c)
d)

full backups
incremental backups
differential backups.
All above
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Il. Read the following statement related to perform load balancing in column A and B and
write the letter corresponding to the correct answer

Answer | Column A Column B

........ 1. Implement security measures to protect | A. Schedule Backups
backup data from unauthorized access,
tampering, or loss. This may include encryption,
access controls, and physical security measures
for storage devices.

........ 2. Establish a backup schedule that ensures | B. Secure Backup Storage:
regular and consistent backups are performed
according to the defined backup strategy. For
example, you may schedule daily backups
during non-business hours to minimize
disruption.

......... 3. Maintain detailed documentation of the | C. Regularly review
backup process, including backup schedules,
storage locations, and recovery procedures.

......... 4. Periodically review and evaluate the backup | D. Documentation of
strategy to ensure it remains aligned with | backup
changing data and server requirements.

......... 5. Conduct periodic mock drills to simulate | E. Periodic mock drills
various disaster scenarios and test the

effectiveness of the backup and recovery | F. you can effectively
procedures. configure and manage a
load balancing cluster that
enhances application

performance and reliability

lll. Read the following statement related to perform load balancing and answer True if the
statement is correct and False if the statement is wrong
1. Troubleshooting is a systematic approach to problem-solving that is often used to find
and correct issues with complex machines, electronics, computers and software systems?

a) False

b) true
2. Configure Redundant Array of Independent Disks (RAID) arrays is to ensure data
redundancy and fault tolerance, enhancing data integrity and availability during the
migration process.

a) True

b) False
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3. NLB is not technology used to distribute network traffic across multiple servers,
enhancing both availability and scalability.
c) True
d) false
4. These tools (ping, traceroute, and nslookup) are network diagnostic tools?
a) False
b) True
5.To check server status is to Ensure that the server is operational and responsive by
performing and verify that the server is powered on and accessible.
a) False
b) True

Practical assessment

AXZ LTD is a software development company located in Rubavu district, they want to
manage all computers connected to the single server, due to different activities that they
have, you are hired as system Administrator who is responsible for setting the working
environment by. Perform migration and configure RAIDs.

All tools, materials and equipment will be provided by the company.
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