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MX: Mail Exchange

MySQL: My Structured Query Language
NOS: Network Operating System
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This trainee's manual includes all the knowledge and skills required in Software

Development specifically for the module of " Windows Server Administration ". Trainees
enrolled in this module will engage in practical activities designed to develop and enhance
their competencies. The development of this training manual followed the Competency-
Based Training and Assessment (CBT/A) approach, offering ample practical opportunities

that mirror real-life situations.

The trainee's manual is organized into Learning Outcomes, which is broken down into
indicative content that includes both theoretical and practical activities. It provides
detailed information on the key competencies required for each learning outcome, along

with the objectives to be achieved.

As a trainee, you will start by addressing questions related to the activities, which are
designed to foster critical thinking and guide you towards practical applications in the
labor market. The manual also provides essential information, including learning hours,

required materials, and key tasks to complete throughout the learning process.

All activities included in this training manual are designed to facilitate both individual and
group work. After completing the activities, you will conduct a formative assessment,
referred to as the end learning outcome assessment. Ensure that you thoroughly review

the key readings and the 'Points to Remember' section.
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MODULE CODE AND TITLE: SWDWS401-WINDOWS SERVER
ADMINISTRATION

Learning Outcome 1: Manage Server Services

Learning Outcome 2: Manage Users

Learning Outcome 3: Deploy web Application
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Learning Outcome 1: Manage Server Services
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Indicative contents

1.1 Introduction to Server Administration

1.2 Installation of Server OS

1.3 Creation of Domain Controller

1.4 Installation of Server Roles and Features

1.5 Configuration of DNS

1.6 Configuration of DHCP Parameters

1.7 Monitoring of Server Services

Key Competencies for Learning Outcome 1: Manage Server Services

Knowledge

Skills

Attitudes

# Description  of
Windows Server

# Description of
Active Directory
(AD)

# |dentification of
Server Services
and Roles
Overview

& Description  of
Hypervisor

& Description of
Virtualization

# Description  of
RAID

Installing windows
server OS

Configuring RAID

Creating virtual
machines

Creating domain
controller

Installing
Hypervisor

Configuring DNS
Configuring DHCP

Monitoring server
services

Installing  server
roles and features

Being attentive to
Details

Having
adaptability
Being patient

Having Customer
Service
Orientation

Having Teamwork
Having Time
Management

Having
Troubleshooting

persistence

Having ethical
Conduct

Being Resourceful

Being calm Under
Pressure

Having ownership
and Accountability
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Duration: 35hrs

Learning outcome 1 objectives:

“9

By the end of the learning outcome, the trainees will be able to:

1. Describe correctly key concepts that are used in server administration.
Describe clearly Windows Server in server administration.

Describe correctly Active Directory (AD) in server administration.

Identify correctly Server Services and Roles Overview in server administration.
Describe clearly Hypervisor and virtualization in server administration.
Describe correctly RAID as used in server administration.

Install properly windows server OS in virtual machine

® N o A WD

Configure effectively RAID on physical server

9. Create appropriately virtual machines on server
10.Create effectively domain controller in windows server
11.Install properly Hypervisor in virtual machine
12.Configure properly DNS and DHCP in windows server

13.Monitor appropriately server services in client machine

- . 7
“Resources

Equipment Tools Materials
s Computer s VMWare workstation s Electricity
* Server s VMWare ESXI & Internet

machine s Oracle VirtualBox

s VMWare V-Sphere

& Windows Server OS bootable

image
& Browser
s Flash disk

s CD/DVD Drive
& PowerlSO

s |mgBurn
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| Indicative content 1.1: Introduction to Server Administration

Duration: 5hrs

@ I~
O@ Theoretical Activity 1.1.1: Description of server administration

222
>

Twinga o 91

1: You are requested to answer the following questions:

Tasks:

i. How does a server differ from a client?
ii.  What is Network Operating System? Give three examples.
iii. Define the following:
a) Server administration
b) Virtualization
c) Hypervisor
iv. What are hypervisor technologies? Provide examples of each type?
v. Explain the types and benefits of server virtualization.
vi. What are the hardware and software requirements used in windows server
administration?
2. Write answers on the paper or flipchart
3: Present your findings from discussion
4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 1.1.1 in the trainee’s manual

30

>
Key readings 1.1.1.: Description of server administration
1. Basic Concepts

A. Server: A computer or system that provides resources, data, or services to other
computers (clients) over a network.

B. Client: A computer or device that requests resources or services from a server.

C. Network Operating System (NOS): Software that manages network resources and
services, enabling communication between servers and clients. Examples include
Windows Server, Linux, and UNIX.
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D. Virtualization

1. Server administration involves managing and maintaining computer servers, which are
powerful computers that provide services to other computers on a network.

2. Virtualization: The process of creating virtual versions of physical resources (servers,
storage, networks) to maximize efficiency and flexibility.

3. Hypervisor: Software that creates and manages virtual machines by abstracting
physical hardware.

Hypervisor Technologies

1. Type 1 Hypervisor (Bare-Metal): Runs directly on the hardware without needing a host
OS (e.g., VMware ESXi, Microsoft Hyper-V).

2. Type 2 Hypervisor (Hosted): Runs on top of a conventional operating system (e.g.,
VMware Workstation, Oracle VirtualBox).

A) Types of Server Virtualization

1. Full Virtualization: Provides a complete simulation of hardware to VMs, allowing
them to run unmodified guest operating systems.

2. Para-Virtualization: Requires modifications to the guest OS, offering better
performance but less isolation.

3. Hardware-Assisted Virtualization: Utilizes CPU features (e.g., Intel VT-x, AMD-V)
to enhance virtualization performance.

B) Benefits of Server Virtualization

1. Resource Utilization: Maximizes physical server resources by running multiple VMs
on a single server.

. Cost Efficiency: Reduces hardware and energy costs through server consolidation.

. Scalability: Facilitates easy scaling up or down by adjusting the number of VMs.

. Disaster Recovery: Simplifies backup and recovery through snapshots and cloning.

v b W N

. Isolation: Enhances security and stability by isolating VMs from each other.
C) Hardware and software requirements for servers

1. Hardware Requirements
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The specific hardware requirements for a Windows Server virtual machine will depend on
the intended workload and performance expectations. However, here are some general
guidelines:

Processor:
Minimum: A 64-bit processor with at least two cores.

Recommended: A 64-bit processor with four or more cores, especially for demanding
workloads like database servers or virtualization hosts.

Memory:
Minimum: 4 GB of RAM.

Recommended: 8 GB or more of RAM, depending on the workload. For example, a
database server might require 16 GB or more of RAM.

Storage:

Minimum: A solid-state drive (SSD) with at least 120 GB of storage for the operating
system and essential applications.

Recommended: A larger SSD or a combination of SSD and hard disk drive (HDD) for storing
data and applications. SSDs offer faster performance, while HDDs can be more cost-
effective for bulk storage.

Network:
Minimum: A network interface card (NIC) with at least 1 Gbps bandwidth.

Recommended: Multiple NICs for redundancy and improved performance, especially for
servers that handle heavy network traffic.

2. Software Requirements

Operating System: Windows Server (e.g., Windows Server 2022, Windows Server 2019).
The specific version will depend on your needs and compatibility requirements.

Hypervisor: A virtualization platform like Hyper-V (built-in to Windows Server) or VMware
ESXi to create and manage virtual machines.
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Applications: The specific applications required will depend on the server's role. For
example, a web server might need IIS, a database server might need SQL Server, and a file
server might need File Server Resource Manager.

\J
Points to Remember

e Server administration: Involves managing and maintaining computer servers, which
are powerful computers that provide services to other computers on a network.

e Virtualization: The process of creating virtual versions of physical resources to
maximize efficiency and flexibility.

e Hypervisor: Software that creates and manages virtual machines by abstracting
physical hardware.

e There are different types of server virtualization such as: Full Virtualization, Para-
Virtualization and Hardware-Assisted Virtualization

e In server virtualization there are different technologies which include: Type 1
Hypervisor (Bare-Metal) and Type 2 Hypervisor (Hosted)

£

(yj Application of learning 1.1.

XYZ Company is planning to set up a new server and needs guidance to understand more
about server administration. The company is looking for a system administrator who can
describe the windows server administration and both hardware and software requirements.
You are hired as a system administrator to help company to get information needed.
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j Indicative content 1.2: Installation of Server OS

Duration: 5hrs

@ I~
O@ Theoretical Activity 1.2.1: Description of server OS

222
>

Twinga o 91

Tasks:

1: You are requested to answer the following questions:
i. Whatis RAID?
ii. What are the levels of RAID?
iii. What are the advantages and disadvantages of using RAID?
2. Write answers on the paper or flipchart
3: Present your findings from discussion
4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 1.2.1

2
¢
Key readings 1.2.1.: Description of virtual storage

e RAID (Redundant Array of Independent Disks) combines multiple physical disks
into a single logical unit to improve performance, redundancy, and/or storage
capacity.

¢ Identification of RAID Levels:

1. RAID O (Striping): Data is split into blocks and distributed across multiple
drives.
2. RAID 1 (Mirroring)

Function: Data is duplicated across two or more drives. Each piece of data is
written to all drives.

3. RAID 5 (Striping with Parity)

Function: Data and parity information are striped across three or more drives.
Parity allows for data recovery in case of a single drive failure.

4. RAID 6 (Striping with Double Parity) recovery from two simultaneous drive
failures.
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Function: Similar to RAID 5, but with two sets of parity information, allowing for
5. RAID 10 (1+0) (Striping and Mirroring)

Function: Combines RAID 1 and RAID 0. Data is mirrored across pairs of drives
and then striped across those pairs.

o Advantages of RAID: Performance, redundancy, storage efficiency
o Disadvantages of RAID: Cost, complexity, performance Trade-offs.

@ »
»l Practical Activity 1.2.2: Creating virtual storage (RAID)

TUM:D;]

Task:

1.You are requested to go to the computer lab and do the task below individually.

As the server administrator for your organization, you are tasked with improving data
redundancy and performance on the company's physical server. The server has multiple
hard drives, and you must create a RAID 1 array to ensure both data protection and
optimized storage usage.

2. Read the key readings 1.2.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.

2
©
Key readings 1.2.2

Creating virtual storage (RAID)

1. Enter the System Setup by pressing F2 during system start.
2. Click Device Settings.
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DEGLLEMC  System Setup

System Setup

System Setup Main Menu

Device Settings )
o3

“ Select to configure device settings.

‘ System Setup

Device Settings

RAID Controller in Slot 6; Dell PERC <PERC H730P Adapter> Configurati

Ethernat 10G 4P X551

ntears NIC 1Port 1 Inte 350 rNDC - 2

ntagrated NIC 1Port 2: InteliR} Ethernet 10G 4P X 55041350 rNDC - 24:8E:96:74:6E:BD

ntagrated NIC 01350 rfNDC - 24:6E:2

ntegrated NIC 1Port 4;

DELL PERC 5140 Caonfiguration Utility

AHC| Controller in Slot 7: BOSS-51 Configuration Utility

Please note: Only devices which conform to the Human Interface Infrastructure (HIl) in the UEFI
Specification are displayed in this menu.

" Manage RAID Controller Configurations.
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4. Click Main Menu.

Integrated RAID Controller 1 Dell <PERC H740P Adapter > Configuration Utility

Dashboard \lew

Jes
PROPERTIES

Stetus QOptimal

Dackplane 1

EB!

Er ure (
|
|
1

SHOWS menu ophons such as Configw ation Managament, Controlier Management, Vituy

0 Desk Management, Physical Dk Managsment and Hardware Components,

5. Click Configuration Management.

System Seatup

RAID Controller in Slot 6: Dell PERC <PERC H730P Adapter> Configuration Utility

Main Menu

Configuration Management I

Controller Management

Virtual Disk Management

Physical Disk Management

Hardware Components

o Displays configuration options. Some options appear only If the controller supports them.
0 As an example, create virtual disk, convert to Non-RAID, ... (Press <F1= for more help)

| = -
] e

6. Click Create Virtual Disk
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DEALEMC System Setup

RAID Controller in Slot 6: Dell PERC <PERC H730P Adapter> Configuration Utility

Main Menu « Configuration Management

Auto Configure RAID 0
oreate Virtual Disk [y
_reate Profile Based Virtual Disk

Views Disk Group Properties

lan-RAID Disk

Converttof

Clear Configuratior

Creates a virtual disk by selecting the RAID level, physical disks, and virtual disk
0 parameters.

7. Click Create Virtual Disk.

RAID Controller in Slot 6: Dell PERC <PERC H730P Adapter> Configuration Utility

Main Menu « Configuration Management « Create Virtual Disk

® L figurad Capacit O
Select Physical Disks
CONFIGURE VIRTUAL DISK PARAMETERS:
Virtual Disk Name y e e - RAIDA
Virtual Disk Size 3.638
Virtual Disk Size Unit s - oOMB O GB @B
Strip Element Size 64 KB
Read Policy : O No Read Ahead @® Read Ahead
Write Policy ® Write Back O Write Through O Force Write Back
Disk Cache @ Default O Enable O Disable
Default Initialization ® No O Fast O Full

_reate Virtua! Disk [y

Submits the changes made to the entire form and creates a virtual disk with the specified
” par

ameters.

8. Check Confirm and click Yes.
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DELLEMC  System Setup

RAID Controller in Slot 6: Dell PERC <PERC H730P Adapter> Configuration Utility

Main Menu « Configuration Management « Warning

Creating Virtual Disks will cause the data on the associated Physical Disks to be permanently

deleted.
Are you sure you want to continue with this operation?

v Confirm

Yeas

[
No

- -a "
e =

9. The Virtual Disk is created successfully. Click Ok.

@ =
S! Practical Activity 1.2.3: Installation of Hypervisor

”-
}'\XMI NDD]

Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are tasked with installing of Hypervisor on
the server administration.

2. Read the key readings 1.2.3 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.
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&%

To install a hypervisor, you’ll generally follow these steps:

Key readings 1.2.3: Installation of Hypervisor
[ ]

Step 1: Now Right Click on Virtual Machine and Power -> Power off the VM.

Windows Server 2012 R2 -

VMware Workstation

Ly Windows Seye=nantans
Close Tab

Power

s Removabie Devices
Pause
Send Ctrle Alt« Del
Grab Input

Snapshot

Capture Screen

Manage
Install VMweare Tooks...

Settings...

Step2: Now open the file Location for this Virtual Machine and open the file Extension (

*.vmx ) and open it with Notepad.

Start Up Guest
Shut Down Guest
Suspend Guest
Restart Guest
Power On

Power Off
Suspend

= Wi
File Home Share View
Freview pane BB Exira large icons &) Large v 25 Medium icor
g Details pane s con == Details
Navigation = 2 3
Dane” iles Conten
- - 7 v ThisPC » Llocal Dk (C) » Vmwoarel) » Windows Server 2
Ca Name
G SkyDrive
Windows Server 2012 R2.vmuxick
vmware.log
vmware-0.log
Documents
vmware-1.log
vpnntpeoxy.log
Pictures \
2] Windows Server 2012 R2.nvram
Video RY:
2 &5 Windows Server 2012 R2.vmak
Windows 7 Course <
L) Windows Server 2012 R2.vmsd
3 H @ Windows Server 2012 R2.vmnx
omegrou
& 9 L) Windows Server 2012 R2.vrnudf
5 Windows Server 2012 R2-<001 vymdk
& Windows Server 2012 R2-5002. vmdk
1 Thas PC

B . . - e
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: o - =N
N - o - b o

=  Edewah Notepads«

e B Lo Marge { R
Open with ’ Netepod |
Detads pane S ! {
Navigation & 1 B Addto wchwe. Vhware Player Jietected  Option
pane - fem
B Addto "Windows Server 212 R2rae” o VMware Weebstation |
g |
4 * Ths PC + Locs! Disk (C g CompraTInd el Choose dedadk program..
z v FETRTYD OR DR ‘ Compeess 1o “Windows Server 2012 RLa" and emad ——
~ W £ Bum with Nezo ' -~
& SkyDrve
ndd Send to vl
vimwal Cut |
mwal AR |
Docements Lopy |
vmwal
Create thorteut
vprinty
Pictures o Delete {
() winda {
Video
5 Windo Rename i A
) Winda Propertes |
3

Step 3: In the last line we will add this code and save it: hypervisor.cpuid.vO = “FALSE”
mce.enable = “TRUE”
vhu.enable = “TRUE”

Step 4: After that edit the setting on VM from vmware workstation select Processors and
check:
Virtualize Intel VT-x/EPT or AMD-V/RVI.

Virtualize CPU Performance counters.
Windows Server 2012 R2 - VMware Warkstation - 5 IEN

Home X 1 Windows Server 2012R2 ©

il Windows Server 2012 R2

v Devices
MK Mernory 268
(J Processors 4
e Hard Disk (SCS) 100 GB
yCO/DVD (SATA)  Using file L\OS\...
Tignetwork Adapter NAT
EBUsB Controller  Present

)i Sound Card Auto detect
. Printer Prezent
R Dwplay Auto detect

¥ Description

¥ Virtual Machine Details
State: Powesed off
Configuration file: C:\Vmwarel0\Windows Server 2012 RZ\Windows Server 2012 R2.vmx
fard ibility: Work 100 virtual machine

Step 5: Now the configurations is done, now Power on this virtual machine and install Hyper-
V Role.
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Mome - Windows Server 2012 R2

Windows Server 2012 R2

~ Devices
W% Memory 2GB
[ Processors 3

i Hard Disk (SCSD 100 GB

JCD/DVD (SATA)  Using file LAOS\...
T Network Adapter NAT
BB USE Controller  Present

) Seund Card Ao detect
(% Printer Present
MR Display Auto detect

+ Description
Type here 1o enter a descripbian of th

vrtual machine

¥ Virtual Machine Details
State: Powered off
Configuration fde: CA\Vmwarel0\Windows Server 2012 RZAWindows Server 2012 R2. v
tard patibility: Workstation 100 virtual machine

« Dashboard

WELCOME TO SERVER MANAGER

y erver [}
ke
i; All Servers o

B3 File and Storage Services b

WHATS NEW

LEASN MORE

ROLES AND SERVER GROUPS

B8 Windows Server 2012 R2

18| Windows Server Administration — Trainee Manual



Server Manager
Add Roles and Features Wizard

Description

Hyper-V ndes the sernces that
you ¢an use to create and manage
wirtual S and thew ressurces.
Active Directary Federation Services Each wirtual machine i 3 virtualized
computer system that operates in an
solated execution enviconment, This
allows you to run mu

| Agplication Server systems simultanedusly.

e Directory Certificate Services
Active Directory Domam Senices
Active Directory Lightweight Directoey Senvices

| Active Directory Rights Management Services

DHCP Server
DNS Server
"] Fax Server
(m] File and Storage Services (1 of 12 instalied)

ork Policy and Access Services

Print and Document Services

Remote Access

[[] Remote Desktop S

|EsBeviows:), [T

Server Manager
Add Roles and Features Wizard

Hyper-V allows you to virtualize your server workioads by running those workloads on virtual machines
You can uge virtual machings to consolidate multiple workiosds on one physical server, to improve
server avaiability, and to increase efficiency in developing and testing software,

Things to note:

* Before you mstall this role, you should identify which network connections on this server you want 1o
use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines.

~anfirrmanan

Moce information about Hyper-V

| < Previous || Next>
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Server Manager
Add Roles and Features Wizard

DESTINATION SERVER

> Virtual Switches BC.012:82

Virtual machines require virtual switches to communicate with other computers. After you install this
rele, you can create virtua! machines and attach them to 3 virtual switch

One virtual switch will be ceested for each network sdapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity 10 3 physical network. You
an 3dd, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Netwoek adapters:

Name Descniption

V| Ethemet0 Inte!(R) 82574L Gigabit Netwark Connecticn

i) We recommend that you reserve one network adapter for remote access 1o this server, To reserve a
network adapter, do not select it for use with a virtual switch,

Server Manager
Add Roles and Features Wizard

Hyper:V uses default locations to store virtual haed dik files and virtual machine conbiguration files
unless you speciy different locations when you create the fles, You can change these default locations
now, Of you can change them later by modifying Hyper-V settings.

Default location for virtua! hard disk files:
CAUsaes\Public\Documents\Hyper-V\Virtual Haed Disks | Browse... ]

Defauit kocation for virtual machine configuration files:

C:\ProgramData\Microsoft\Windows\Hyper-V | Browse_. l

{ « Previows. | | Next>

Step 6: After installing Hyper-V open the Hyper-V Manager from Administrative Tools.
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A I

i)

»
~ = Shortout Toois | Application Tools

Home Share View Manage Manage

File Explorer [
‘ P | » Adminstrative Tools »
Open new windows, thange I

| advanced foldeér and search -
£ N options, and more ‘
-‘ Desktop I Terminal Services
& Downloads ®: Component Services
L, Recent places 7 Computer Management
) Defragment and Optimize Drives
/& This PC Pl Event Viewer
74 Hyper-V Manager
€& Network S5, iSCSI Initiator

;‘;; Local Security Policy

75 ODBC Data Sources (32-bit)
75 ODBC Data Scurces (64-bit)
%) Performance Monitor

&) Resource Monitor

B o Sleoom ab _nn.ls

| Fle Action View Hep
Recycle BN IRl |

)
™=
I

| 33 HyperV Manager Actions
. g el
Jaocone Virtual Machines DC2012R2 =
Nome [% State CPUUsage  AssignedMemory  Uptime b »
No vitual machines were found on the seever % Import Virual Machin..,
% Hyper-V Sedtings..
1 Vitual Switeh Manage...
& Vinual SAN Manager..,
73 " N V; £dit Disk..,
= = (4 lnspect Disk.
Fb«kpolnts © (W) Stop Service
Mo viedud machine paiacted 7C Remove Server
(3 Refresh
View »
E Help
Details
Ho tem seected
< L] >
|DC-2012-R2: Ovirtusl machines selected.
Step 7: And Create a New Virtual Machine for test.
21| Windows Server Administration — Trainee Manual




L ' Fle Action View Help

Recycle , ‘a ¢ P V""I ﬂ !,:-‘r

23 Hyper-V Manager ‘l Actions
301~~~ [P S
L= e V| [ Vituel Machine- . DC-2012-R2 -
Import Virtual Machine... Hard Disk... Munge | Awigned Memory | Uptime New »
Hyper-V Settings... Floppy Disk... sre found on this secver w Import Vietusl Machin..,
Vistual Switch Manager... “| Hyper-V Settings...
Vietual SAN Manager... 1 Vinual Switch Manege...
£dit Disk... @ Virual SAN Manager..
Inspect Disk... = % EdaDiic.
Stop Service } Inspect Disk...
Remove Server Stop Service
fedreh No wrtusd machine selected Remove Server
View L4 Refresh
Help View »
E Hep
Details
No tam salacted
)
1< L] | 3
Launches the Myper-V settings user interface. J b)
— E—
i Hyper-V Manager =8 x |
File Action View Help
| 2m Bl
3 Hyper-V ManfTE = TR = .
5 §a oc- 24 New Virtual Machine Wizard
¢ : ) ”
| spedty Generatio :
A Generation
it Vitual Machin..
-V Settings...
Before You Begn Oxse the generation of this vieusl machine, Bl Switch Manage..,
Spedfy Name and Locaton ) Ganeraton 1 ol SAN Manager..
This virtusl machine generation providas the same virtusl hardware to the vrtual machine as n k.
previous versons of Hyper V.
Aszign Memory bt Disk...
Configure Networkng Generaton 2
Correct Vihaal Hard Dek This vietusl machine generation prorides sppoet for features such o5 Secure Boot, SCSTboot, and  [Pevice
PXE boot using a standard network adapter, Guest operating systems must be running at least veSaver
[rstalabon Options Windows Server 2012 oc 64t versions of Windows 2.
Summary 1) Oce & virtusl maching has been created, you cannot change (ts generation, b
’
| <Prewes | | Next> || Fosh || Cacel
L4 L
— ¥ L I 1" T
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CFile Action View Help

| i,z

§aoc202r2

A vrtul machine requires storage 50 that you can retal an opersting system, You con specfy the
#harage now o configure it later by madifying the vl machine s preperties.

@ Create s wius had dsk

Use this coon 10 Greate & VWO dynasically expanch e

tome: DTN |

Lecation: [C:itrdows_8. 10 ndows 8. 10 sl M ks [ Browse.. |
soe [ 127) 6B e 64 TH)

() Use an et virtusl hard dek
Use this opbion 10 attach an existng v il haed disk, either WO or YWHOX format.

st (Gl mer P Coaments Hrmer Al o Ouka) B

() Atach & vrtual hard dk laser
Use this aption 10 skip this step now and attadh an exsting wirtual hard disk later,

[<meven | | met> || e || cocd |

33 Hypes-V Manages
Fa oc-2002-R2 H )
Assign Memory
Before You Begn s:cfyhmw‘m‘;v y to alocate to this vietusl *mvzanmdvmmt&un
tvough ouuw:wm Wﬁm minimum amount recommended
Speofy Nome and Lecaton for the operating system, 4
Soedy Cenereucn surnpmescey: | 1029 v8
. [V} Use Dynamic Memary for this vietusl machine,
When you decide how much memary to ssion 0 3 vietusl machine, consider how you intend to
Connect WriualHard Disk omnwwmunmmmuum “
Instalaton Optens
Summary
ew
klp
| <rrevos | [ neas> || men || con |
i Hyper-V Manager
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File Action View Help
«» 2(m Bm

33 Hyper-V Manager
fa ocaoiz-R2

Hyper-V Manager =[] x

m Installation Options

Before You Begin
Speafy Name and Location
Speafy Generation

Assion Memdey
Configure Networking
Connect Virtual Hard Dk

Summary

mmmdmmmmmlmhnemu&emmﬁ,ummnﬂl per-V Settings...
: Swatch Ma
) Instsl an cperatng system later e
SAN Manager,
® Instal an operating system from a bootabie CO/OVD-ROM vy
O Physcal CODVD drwe: [0 ppect Disk...
~ Servic
© Inoge e (o) [EsersWdnnsbotor Destoplen sdons. 8| [ Bromsea. | T
pmove Server
) Irstall an operating system from & bootable fioppy disk Mresh
Meda lew »
oy dek A | 1] = - bip
O Irsta system from & network-based server

<predos | | meas || Fosn

i@
Fie Action View Help

+=| 2w BERE

23 Hyper-V Manager
s oc-2012-R2

oL
ﬁj Completing the New Virtual Machine Wizard

Before You Begn

Speafy Name and Locaten

Spedfy Generation

Assion Memory

Cenfigure Networking

Cornect Virtual Haed Dk
Instalaton Optors

Summary

You have successiuly completed the New Virtual Machine Wizard, You are about 1o create the
following virtual machine.

Descrpten:
Noeon: Wndims 8.3
Generaten Generaten §
ik ’“'Ns‘m‘ .
Dcks\Wndons 8. 1.ubdx (N, dyns (0P Service
Vesktopen_windows_3_1_enterpre  imove Server
Mfresh
ew »
<| " ] > i
elp

To create the virtual machine and dose e wizaed, cick Frsh.
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&
SI Practical Activity 1.2.4: Creating of virtual machines

-
Mt roDn]

Task:

1. You are asked to go to the computer lab and do the task below individually:
As a Trainee in Level 4 software development, you are requested to create a virtual machine

on server.
2. Read the key readings 1.2.4 in trainee’s manual

3. Follow explanations and instructions
4. Follow trainers while demonstrating how to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.

2
&

Key readings 1.2.4: Creation of virtual machines
Creating virtual machines (VMs) on VMware workstation

e Creation of virtual machines
1. Open VMWare Workstation Pro
2. From the Home tab, click on the “Create a New Virtual Machine”

—y s

®© @ =2

3. In a new window that opened asking What type of configuration do you want,
select the “Typical (recommended)” and click Next
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New Virtual Machine Wizard

VMW ARE Welcome to the New Virtual |
WORKSTATION Machine Wizard }

PRO™ 1 6
What type of configuration do you want?

o Typical (recommended)

Create a Workstation 16.2.x virtual
machine in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Help < Back Next > Cancel

4. Then, select “I will install the operating system later” and click Next

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
systerm. How will you install the guest operating system?

Install from:
Installer dinc:

No drives avallable

(_J Installer disc image file (i1so0):

Ef\software\_Getintopc.com_SRV2Z016.STD.ENU.MAY Browss

© 1 will install the opaerating system later.
The virtual machine will be creatad with a blank hard disk.

Help = Back Next > Cancel

5. After that, select “Microsoft Windows”, set the Version to “Windows 10 x64” and
click Next
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firtual Machine Wizard
Select a Guest Operating System
Which operating system will be installed on this virtual machine?
Guest operating system
© Microsoft Windows
(i," Linux

) VMware ESX
() Other

Version

Windows Server 2016

Help < Back Next > Cancel

6. In the next screen you can give your Virtual Machine a unique name and select a
different location. For this lab we will leave it as is and click on Next

Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

svrl

Location:
C:\Users\SOFTWARE\Documents\Virtual Machines\svr1 Browse...

The default location can be changed at Edit > Preferences.

< Back Next > Cancel

7. Next, set the Maximum disk size (GB): to 60.0, select “Store virtual disk as a single
file” and click Next
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AN & \ g A =r~hirna \Rardd
New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB): 60.0 -2

Recommended size for Windows Server 2016: 60 GB

© store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Next > Cancel

8. Check the final settings and click Finish

New Virtual Machine Wizard >

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2016.

The virtual machine will be created with the following settings:

Name: svrl
Location: C:\Users\SOFTWARE\Documents\Virtual Machines\svrl
Version: Workstation 16.2.x

Operating System: Windows Server 2016

Hard Disk: 60 GB

Memory: 2048 MB

Network Adapter: MNAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C...

Customize Hardware...

< Back Finish | Cancel

9. Inthe main VMWare Workstation view, right-click on your VM and from the drop-
down menu select “Settings”
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Pty @ wbivss

10. Temporarily disable the network adapter on your VM by selecting the Network
Adapter from the list on the left and unchecking the "Connect at power on" option
(on the right, under the Device status)

11. Select the CD/DVD (SATA) from the list on the left and select the “Use 1SO image

file”
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Devica Summary Dwvice mtotus
Mamory 2 Ge
"

oCussors z BB Connec: at povwer o
rd Dk (NVMG ) a0 o

JOVD (SATA) Aty detect Do
ork Adapter AT Usw pirysical drrvm

Comtrofier Freserm
Sound Card Ao detect
Oraplary ALRC Cete<t £\ SO e 4\ GOlMODC, CON_SRVZIO L6, ST 0, ENLLMAY Drowne
Advanced.
Agd... FEamovw

ox Cancel Mol

12. Click on Browse to navigate to the iso image file on your PC, select the correct iso
file and click Open

Tha PC + Werdiomn (I otaue
= i e
[ B
Gu o fokde
0 videos p Noww fsidor (2]
& Google Deve # Wnoows 10 Mg en-US

B _Cenrtnse coen SRR01GS

BB Wirciom 11 2200 THn Y en-UtSadd i

Py
ai:
« Wt
- N
s aso

Ao (L]

& SR

Fle name

13. This will take you back into Virtual Machine Settings window from where you can
click on OK to save the settings.
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Device status

@ Connact st power on

Annte dwtmct Cunewcton
BAY Unse phystcal drive:
Trusant

Mo dutect
Fyasent © Usn 150 wmage Nis

Auto detect B \softvnre|_Getintope. com_SAV2016. STD.ENLLMAY rowae

Ademnced

o Cancel eep

&3
S! Practical Activity 1.2.5: Installation of guest OS
o

Thingt to 96]

Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are asked to Install the guest OS (win 7 or
win 10) in VMware workstation.
2. Read the key readings 1.2.5 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.

2
¢
Key readings 1.2.5: Installation of guest OS

The steps to install a guest operating system (0OS) in VMware Workstation:

If you are installing the guest operating system from an ISO image file, configure the
CD/DVD drive in the virtual machine to point to the ISO image file and configure the
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drive to connect at power on.

1. Select the virtual machine and select VM > Settings.

Nwdowrs Server » Wnbens Server 201 Wendews Sorver 2012 W1

- N LE aCB * e L @ @

Wandous Server LY
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Virtual Machine Settings
Mardwere Ostons

Device
= Menmary
() Processors
T Hard Digk {SCST)
B CU/OVD (SATA)
= Floppy
NSOk Adapter
| USB Controller
Seund Card

=) Prnter
[ Despiny

S Wrwtom

Seamemany
863

GO CB

Usbag Mle O\ \SOIMTWA,

Using file autoinst.fip
NAT

Fresent

Acto astact

Presect

Ao Catect

Bl Getmxnccom Ltom. 16.04- araiid- 25

SR ST LAY - 200

LOPUANIOWS Senec XIED wih i

Davice status

- Connect st power on

Connection

: Use physical drive:

© use 150 mage fle:

C\Usars\ SOFTWAREDownicads\_Getintope.com 20

oK Canced

e 20N 1T W A WA 1 e

S0.upcia el ONS V0G4 b

3. (Remote virtual machine only) Select the location of the ISO image file.

Browse

Advanced...

Holo

4. Select Use ISO image file and browse to the location of the ISO image file.

2

& raCrw

Herww
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5. Select Connect at power on.

Windows 10 200 1000 w58 SvRas SViao R

State: Fowered of
Configuration file; ( s

Hardware compatibility: &
Primary IP address: Netwock informaton is not avalabie

6. Press any key

Mndaws 10 and latar w64 SVRIG SVRug » Win?

Press any key to boot from CD or DVD..
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» Windows Setup

BR Windows

Time 20 currency format: EEESSSLENERTIERT I

By Oousr ot Sapot iy _

Enter your language and cthes preferences and click "Next” te continue

7. Install windows 7/10/11

BR Windows
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8. Select the operating system you want to install

<) él Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified

Windows 11 Home

Windows 11 Home N 4127202
Windows 11 Team 471272023
Windows 11 Pro 4/12/2023
Windows 11 Pro N 41272023
Windows 11 Enterprise 471272023
Windows 11 Education 411272023

e dam ma e isamimmnn
Description:
Windows 11 Home

@ ¢ Windows Setup

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license far the
software from Microsoft or its licensed distributors.

al accept the Microsoft Software License Terms. If an organization is licensing it, | am authorized
to bind the organization.
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@ é] Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

" — =

e ——
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc, We
recommend backing up your files before you continue.

-
@ ﬁ] Windows Setup
Where do you want to install Windows?
MName Total size Free space Type
7_._;;, Drive 0 Unallocated Space 60.0 GB 60.0 GB
+4 Refresh 2‘\ Delete ‘/Enrmat .' Mew

&% Load driver :ﬂ Extend
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9. Install windows (Dauti, 2024)

e

v

Gattng thas roady fur smtalstion (K

\J
Points to Remember

Description of server OS

# RAID (Redundant Array of Independent Disks) combines multiple physical disks into
a single logical unit to improve performance, redundancy, and/or storage capacity.

# RAID Levels are RAID O (Striping), RAID 1 (Mirroring), RAID 5 (Striping with Parity),
RAID 6 (Striping with Double Parity), RAID 10 (1+0) (Striping and Mirroring).

» Advantages of RAID Technology are: Performance, redundancy, storage efficiency.

s Disadvantages of RAID Technology are: Cost, complexity, performance Trade-offs.
Creating virtual storage (RAID)

# To Create of Virtual Storage (RAID) on physical server follow steps:

v' Enter System Setup by pressing F2 at startup.
v Navigate to Device Settings.

v’ Select the appropriate RAID controller.

v’ Access the Main Menu.
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Go to Configuration Management.

Select Create Virtual Disk

Confirm by checking the box and clicking Yes.

The virtual disk is created successfully; click Ok to finish.

Installation of Hypervisor

e To install a hypervisor in a virtual machine (VM), you’ll generally follow these steps:

v

AN NN

Prepare Your Environment

Create a New Virtual Machine

Install the Operating System

Install the Hypervisor: choose a hypervisor like VMware ESXi, Hyper-V, or another one.
Configure the Hypervisor

Test and Verify

Creation of virtual machines

DN N N N

To Create of virtual machine, follow these steps:
Open VMWare Workstation Pro
From the Home tab, click on the “Create a New Virtual Machine”

In a new window that opened, select the “Typical (recommended)” and click Next
Then, select “I will install the operating system later” and click Next

Installation of guest OS

SN NN

To install a guest operating system (OS) in VMware workstation follow steps:

Select the virtual machine and go to VM > Settings.

Select CD/DVD drive, choose Use ISO image file, and browse to the I1SO location.
Enable Connect at power on.

Press any key to start the OS installation and follow the prompts.
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(ﬁ} Application of learning 1.2.

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. It aims to enhance its infrastructure by setting up a new server environment to
improve its virtualization capabilities and manage its data efficiently. As an System
Administrator, you are requested by Bxz Solutions Inc. to Configure RAID on the Physical
Server, Install a Hypervisor, Create a Virtual Machine (VM) and Install Guest Operating System
(OS) to establish a robust server environment.
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' Indicative content 1.3: Creation of Domain Controller

Duration: 5hrs

b ]
O@ Theoretical Activity 1.3.1: Description of Server Administrative tools

R
>

'Mn;'l: m9-;v
: ] Tasks:

1. You are requested to answer the following questions:
a) Define domain controller
b) Explain Server Administrative Tools.

2. Write answers on the paper or flipchart

3: Present your findings from discussion

4. Follow trainer on expert view

5. Ask any clarifications if any.

6. Remember to ready more on key reading 1.3.1 in the trainee’s manual

2
Yo
Key readings 1.3.1: Description of Server Administrative tools

A Domain Controller (DC) is a server that runs Active Directory Domain Services (AD DS),
which is responsible for handling authentication, authorization, and directory services
within a Windows domain.

Server Administrative Tools in Windows Server are a collection of utilities and features
designed to help system administrators manage server roles, configurations, and resources
effectively. These tools provide interfaces for handling various aspects of server
management, including:

1. Server Manager: A central console used for managing server roles, features, and overall
server performance.

2. Active Directory Administrative Center (ADAC): A graphical interface for managing
Active Directory environments, including user and group management.

3. Active Directory Users and Computers (ADUC): A traditional tool for managing user
accounts, groups, and computers within Active Directory.

4. Group Policy Management Console (GPMC): A tool for managing and configuring Group
Policy Objects (GPOs) across the network.

5. DNS Manager: Used for configuring and managing Domain Name System (DNS) settings
and records.
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6. Hyper-V Manager: Provides management of virtual machines and virtualization settings
within the server.

7. Task Scheduler: Automates administrative tasks by allowing the scheduling and
management of tasks.

8. Performance Monitor: Monitors and tracks system performance metrics and resource
usage.

9. Windows Admin Center: A modern, web-based management interface for Windows
Server and Windows 10.

10. Event Viewer: Provides access to logs of system and application events for
troubleshooting and monitoring.

11. Windows PowerShell: A command-line interface for scripting and automating server
management tasks.

G
\ ! Practical Activity 1.3.2: Installation of Active Directory Domain Services

@ (ADDS) and Promotion of server to a domain controller

g wﬁ‘ Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to the computer lab
to install Active Directory Domain Services (ADDS) and Promotion of server to a domain
controller in the windows server.

2. Read the key readings 1.3.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present the work to trainer and the whole class

2
Key readings 1.3.2: Installation of Active Directory Domain Services

To install Active Directory Domain Services (AD DS) on a Windows Server, you can follow
these steps:

1. Prepare the Server: Ensure that the server meets the minimum hardware requirements
and is running a supported version of Windows Server.

Additionally, assign a static IP address to the server and ensure it has connectivity to the
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network.

4:35

Tuesday, August 20

1. Access Server Manager: Log in to the server with administrative privileges and open
Server Manager. This can be done by clicking on the Start menu and selecting
"Server Manager."

w— s E3% Y W4l - £ 4 Sp— w— o v Sy e

—

SREVER12

3. Add the AD DS Role: In Server Manager, click on "Add roles and features"

from the dashboard or the Manage menu. This will open the Add Roles and Features Wizard.
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4. Select Installation Type: In the wizard, select "Role-based or feature-based installation"
and click "Next."

vy K% 1wl ww T o = ——y i W

& Beie based > ‘eetem-Sesed Fvieteton

Raoces Dedog Savicer watatance

5. Select the Server: Choose the server on which you want to install AD DS and click "Next."
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6. Select Role: From the list of server roles, select "Active Directory Domain Services" and

click "Next."

7. Add Features: The wizard may prompt you to add additional features required

by AD DS. Review the features and click "Add Features" to include them. Then, click "Next."
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8. Confirm Installation: Review the information on the AD DS page and click "Next" to
proceed.

9. Select Features: On the Features page, leave the default selections and click "Next."
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10. Confirm AD DS Role: Review the information about the AD DS role and click "Next."
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11. Confirm Installation: Review the summary of the installation and click "Install" to begin

the installation process.
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12. Installation Progress: The wizard will now install AD DS and any selected features. Wait

for the installation to complete.

B ] o W S

£l e B m K

13. Select "Add a new forest" if you are creating a new domain or "Add a domain controller
to an existing domain" if you are joining an existing domain. Provide the necessary
information, such as the domain name and the domain controller options, and follow the

prompts to complete the promotion process.
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= Active Directory Domain Services Configuration Wizard - | = [

- - TARGET SERVER
Deployment Configuration WIN-8TFRMOVOMMS

Deployment Configuration

Select the deployment operation

Domain Controller Cptions . o .
. ) () Add a domain controller to an existing domain

Additional Options (Z) Add a new domain to an existing forest

Faths ® Add a new forest

o

eview Options

Specify the domain information for this operation
Prerequisites Chack
Reoot domain name: testl.com

Maore about deployment configurations

14. Set Directory Services Restore Mode (DSRM) Password: During the promotion process,
set the password for the Directory Services Restore Mode (DSRM) administrator account.
This account is used for recovery purposes.

il Active Directory Domaln Services Configuration Wizard [=1° e
TARGET SERVER
< WIN STFRMOVIMMS
- setect funcboral ievel of the new forest and 100t domae
Windows Server 2012 B2 |*
Wiy Windaves Serves 2012 R2 |=
Fah pecity domun controlier capabdae
L i Domain Name m (DINS) s
Type the Directory Services Restore Mode (DSRM} password
Pasywors ssssssssnreenes
ssmord Srssasssssnanes
| < Previous | Next > Cancal |

15. Review and Confirm: Review the summary of the configuration and click "Next" to
proceed.

49| Windows Server Administration — Trainee Manual



16. Installation Progress: The wizard will now configure the domain controller settings.
Wait for the process to complete.

17. Restart the Server: After the configuration is complete, the server will need to be
restarted. You can choose to restart immediately or do it later.

[ Add Roles and Features Wizard

Active Directory Domain Services
Asdeonal steps ate requied 19 make this mackine & doman controber

Group Polcy Management
Remate Server Admimistration Tools
Ruole Adesinditration Took
AD DS and AD LDS Tooss
Active Duectory medule for Windouns PowerShel
AD ©5 Toods
Active Directony Administrattew Centar

AD D5 Snap-ins and Command-Lne Tooh

You Can cloge Ths wiZdnd without FeTUDSNg runming 125K, View Tk Orogress of 0pen TG page 208 Dy Jxk

09 Notdcanons n tre
B command bar and e Tark Detals

Liose

s e By e

To promote a server to a domain controller, you can follow these general steps:

1. Ensure that the server meets the hardware and software requirements for being a
domain controller.
Install the Active Directory Domain Services (AD DS) role on the server.

3.  Runthe Active Directory Domain Services Configuration Wizard to promote the server

to a domain controller.
Server Manager

Server Manager * AD DS @1 ['A Manage  Took

i--i SERVERS | Post-deployment Canfigura.. |

All servers | 1 total

E Dashboard

= 3 rrf 3 3 Configuration required for Active Directory Domain

Local Server I Configuration required for Active oy q } I
I Services at WIN-8TFRMOVIMMS e
I§ Al Servers

_

Filter Promote this server to a domain controller
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4. Select the appropriate configuration options, such as creating a new domain or joining
an existing one.

- - TARGET SERVER
Deployment Configuration e
nent Configuration .
= Select the deployment operation
Domain Controller Cptions . L .
. ) O Add a domain controller to an existing domain
Addifiopaliopaons () Add a new domain to an existing forest
Paths ® Add a new forest
Review Cptions . o . . R
Specify the domain information for this operation
Prereguisites Check
Root domain name: testl .cord
More about deployment configurations
< Previous | | Next = | | Install | | Cancel

5. Specify the domain controller's DNS settings and provide necessary credentials.

. . TARGET SERVER
Domain Controller Options WIN-BTERMOVOMMS
Deployment Configuration ) .
Select functional level of the new forest and root domain
Jomain Controller Opt
. Forest functional level: | Windows Server 2012 R2 | - |
DNS Options
Additional Options Domain functional level: | Windows Server 2012 R2 | A |
Paths Speci . .
pecify domain controller capabilities
BEVEWIGIpInnS Domain Mame Systern (DNS) server
Prereguisites Check Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSEM) password
Password: ssesssssssssnne
Confirm password: ssssscssssssend
More about domain controller options
< Previous | | Next » | | Install | | Cancel
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6. Review the summary and proceed with the promotion process.
£ Active Ditectory Domain Services Configuration Wizard | = o =N

TARGET SERVER
WIN-STFRASOVIMMS

f e 2 .
The NetSi0S name of the domai: TEST
fieview Options Forest Funcoanael Lese mciows Server 2012 §
ste
sbase doide
V3
10¢
el
, 3
/] p at = 7
< Previons Next > Concel
WE ‘ - 402 AW
- ] - a DriPI(  STEI

7. Once the promotion is complete, the server will be a domain controller and can start
managing the domain's resources.

tarting

BE Windows Server 2012 R2
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Points to Remember

e Description of Server Administrative tools

i. A domain controller (DC) is a server that runs the Active Directory Domain Services
(AD DS) role in a Windows Server environment.

ii. Server Administrative tools are: Server Manager, Active Directory Administrative
Center (ADAC), Active Directory Users and Computers (ADUC), Group Policy
Management Console (GPMC), DNS Manager, Hyper-V Manager, Task Scheduler,
Performance Monitor, Windows Admin Center, Event Viewer, Windows PowerShell

A. Install ADDS Role follow the following steps:
v" Open Server Manager

Add Roles and Features

Role-Based or Feature-Based Installation

Select Destination Server

AN NI

Select Server Roles

v" Complete Installation
B. Promote the Server to a Domain Controller
Access AD DS Configuration Wizard
Deployment Configuration

<

Domain Controller Options
Additional Options

Review Options
Prerequisites Check

AN NI Y R N

Server Restart

s

(yj Application of learning 1.3.

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. Located in Rwanda, Eastern area, Bxz Solutions Inc. aims to enhance its
infrastructure by setting up a new server environment to improve its data management and
network capabilities.

As an IT technician hired by Tech Solutions Inc., you are tasked with the following:

Tasks: 1. Install Active Directory Domain Services (AD DS)
2. Promote the Server to a Domain Controller
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j Indicative content 1.4: Installation of Server Roles and Features

Duration: 5hrs

b ]
o@ Theoretical Activity 1.4.1: Description of server roles and features

R
>

Twinga o 95“

1: You are requested to answer the following questions:
i. What is the primary function of a DNS server?
ii. What are DNS root hints used for?
iii. How do zones and zone files work in DNS?

Tasks:

iv. Discuss the key messages involved in the DHCP communication process.
v. Why is DHCP fault tolerance important?

2. Write answers on the paper or flipchart

3: Present your findings from discussion

4. Follow trainer on expert view

5. Ask any clarifications if any.

6. Remember to ready more on key reading 1.4.1 in the trainee’s manual

@
>

Key readings 1.4.1: Description of server roles and features
DNS (Domain Name System)

The Domain Name System (DNS) is a critical service that translates human-readable
domain names (e.g: www.example.com) into IP addresses that computers use to identify

each other on the network. DNS helps users and devices find and communicate with each
other over a network or the internet.

Queries: DNS queries are requests made by clients (usually DNS resolvers) to a DNS server
to translate a domain name into an IP address. There are two types of DNS queries:
recursive and iterative. In a recursive query, the DNS server provides a complete answer,
while in an iterative query, the DNS server may provide a referral to another server.

Operation: DNS servers respond to queries by consulting their own records, forwarding the
request to other DNS servers, or caching responses from previous queries to provide faster
responses in the future.
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Roles:

1. Authoritative DNS Server: Holds the definitive records for a particular domain and
answers queries about that domain.

2. Caching-only DNS Server: Does not hold any domain records but caches responses
from other DNS servers to improve performance.

3. Forwarding DNS Server: Forwards queries it cannot resolve to another DNS server,
reducing the workload on higher-level servers.

Root Hints: A list of root DNS servers that a DNS server can use to resolve queries for
domains it doesn’t know. The root hints direct the DNS server to the root zone of the
domain, from which it can continue resolving queries down the DNS hierarchy.

Zones and Zone Files:

1. Zones: A zone is an administrative space within a domain that a DNS server manages. It
contains all the DNS records for the domain or a portion of it.

2. Zone Files: Text files that store DNS records for a zone. They include records like A, MX,
and CNAME that map domain names to IP addresses or other resources.

DHCP (Dynamic Host Configuration Protocol)

The Dynamic Host Configuration Protocol (DHCP) is a network management protocol used
to automatically assign IP addresses and other network configuration parameters to devices
on the network, allowing them to communicate with each other.

s DHCP Messages and Operation:

Discover —>

Are there any DHCP servers
out there?

Il

. OFf 0T

Hello, how about
172.17.4.1007

Request ———>

lNhat would be terrific, thank
vOu.

&—— Acknowledge —

Alright, I've reserved
the IP for yvou
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1. DHCP Discover: A client sends a broadcast message to discover available DHCP servers.

2. DHCP Offer: A DHCP server responds with an offer, including an available IP address and
configuration options.

3. DHCP Request: The client requests the offered IP address.

4. DHCP Acknowledgment: The server acknowledges and finalizes the IP address
assignment.
# Fault Tolerance Implementations: To ensure continuous DHCP service
availability, administrators can implement fault tolerance using methods like:

1. DHCP Failover: Two DHCP servers share the load and provide redundancy by replicating
their lease databases.

2. Split Scope: Distributes the IP address pool between two servers, with each handling a
portion of the scope.

3. Hot Standby: One server is active, and the other is on standby to take over if the primary
server fails.
s Security Considerations: DHCP security issues include unauthorized DHCP
servers, address spoofing, and denial-of-service attacks. To mitigate these risks,
security measures include:

1. DHCP Snooping: Prevents unauthorized DHCP servers from operating on the network.

2. MAC Address Filtering: Ensures that only devices with authorized MAC addresses receive
IP addresses.

3. IP Address Tracking: Monitors and logs which devices are assigned which IP addresses
for accountability.

s Relay Agent: A DHCP Relay Agent is a network device that forwards DHCP
requests and replies between clients and DHCP servers when they are not on the
same local network. This allows DHCP clients on different subnets to
communicate with a central DHCP server without needing a server on each
subnet.
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G
» ! Practical Activity 1.4.2: Installation of server roles and features

>
F\umub“

Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to the computer lab
to install DNS and DHCP in server administration.

2. Remember to read the key readings 1.4.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present the work to the whole class

%

V Key readings 1.4.2: Installation of server roles and features DNS

1. Open the Server Manager on your Windows Server. You can find it in the taskbar or access
it through the Start menu.

2. In the Server Manager window, click on "Add roles and features" or a similar option.

Server Manager

Remowe Roles and Featurss

& Dashboard

= <
§ locz Server

Agd Servers

Crente Server Groop
BE Al Servers
i§ ADDS

= DNS

Server Mznager Properties

(90 )
€2J
»)
"
[N+
T
)
g
I

W§ Fle and Storage Services D <

WHATS NSV

LEARN NDRZ

3. The Add Roles and Features Wizard will open. Click "Next" to proceed.
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= Add Roles and Features Wizard = | = -

B f - . b - DESTIMATION SERVER
e1ore you negin WIN-ETFRMOVEMAS teztl com
Before You Begin This wizard .helps you install roles, role SIEWICES, or features. ‘r’ou.deFermme which rolles_. role services, or
features to install based on the computing needs of your organizaticn, such as sharing decuments, or
Installation Type hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completad:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

4. Select the installation type. Choose "Role-based or feature-based installation" and click
"Next."

= Add Roles and Features Wizard - |o =T

Select installation type OVSMMS s corm

WIN-2TFRMOVOMBME. test1.com

Before You Beqin Select the installation type. You can install roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next > | nsta Cancel

5. Select the appropriate server from the server pool and click "Next."
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Select destination server R ETPRIAC/AAAAR Sl s

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

(®) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Featuras

Filter:

Name IP Address Operating System

WIN-S8TFRMOVIMMS.te.. 192.168.6,172 Microsoflt Windows Server 2012 R2 Standard

1 Compuler(s)‘veund

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown,

| <Previous | | Newt > J | Install |

6. Scroll down and find the "DNS Server" role. Check the box next to it to select it.

Select server roles ORI i ol gt

I A The destination server has a pending restart, We recommend that you restart the destination server before either installing o... x
Select one or more roles to install on the selected server,

Before You Begin

Installation Typae Roles Description
Sarvar Selection 3 : T~ Domain Name System (DNS) Server
T — (] Active Directory Certificate Services | provides name resolution for TCP/IP
|v| Active Directory Domain Seivices (Installed) networks. DNS Server is easier to
Faatures ] Active Directory Federation Services manage when it is installed on the

samae server as Active Directory

|_] Active Directory Lightweight Directory Services Dodnain Seivicas: I Vo selact the

[] Active Directory Rights Management Services - Active Directary Domain Services
7] Application Server role, you can install and configure
[C] DHCP Server DNS Server and Active Directory
- Domain Services to work together,
]
] Fax Server
[ [®] File and Storage Services (2 of 12 installed) —
=] Hyper-v

[] Network Policy and Access Services
] Print and Document Services
[C] Remote Access

[_LPrcvlous | | Next » l [ Inetall ' I Cancel

7. A prompt will appear asking to add the required features for the DNS role. Click "Add
Features" to include the necessary features.
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Add features that are reguired for DMNS Server?

The following toocls are required to manage this feature, but do not
have to be installed on the same server,

4 FRemote Server Administration Tools
4 FRole Administration Tools
[Tools] DS Server Tools

Include management tools (if applicable)

Add Features

8. Click "Next" to proceed.

DESTINATION SERVER
Select server roles WIN-ETFRMOVOMMS.test1.com
| M, The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection i
[ Active Directory Certificate Services il mﬂ;ﬁﬂiﬁﬁmlizﬁiizﬁ;
Active Directory Domain Services (Installed) networks. DNS Server iz easier to
Features [] Active Directory Federation Services manage when it is installed on the
DNS Server [ Active Directory Lightweight Directory Services Tome sener e Ml':" = D"Elc‘;'{h
o ) . main Services. If you select the
Confirmation [[] Active Directory Rights Management Services - Active Directory Domain Services
|:| Application Server role, you can install and configure
[ DHCP Server DNS S_enrer a_rld Active Directory
SRS Domain Services to work together.
NS Serves
[] Fax Server
I [M] File and Storage Services (2 of 12 installed) L
[ Hyper-v
[[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access ™M
<Previous | | Net> | | nstal || Cancel
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DNS role. Click "Next" to continue.

9. In the Features section, you can review the features that will be installed alongside the

Select features

Add Roles and Features Wizard

_I:I-

DESTINATION SERVER
WIN-ETFRMOVOMMS.test1.com

| i The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x

Installation

Before You Begin

Select one or more features to install on the selected server.

Features

Description

NET Framework 3.5 combines the

BitLocker Drive Encrypti o
0 I QEREr HvE Enenypren power of the NET Framewark 2.0
[ Bitlocker Network Unlock APls with new technologies for
[] BranchCache = building applications that offer
DNS Server [ Client for NFS appealing user interfaces, .prots_.-ct
) o your customners' personal identity
Confirmation [ Data Center Bridging information, enable seamless and
[] Direct Play secure communication, and provide
the ability to model a range of
[] Enhanced Storage L 9
. . business processes.
[[] Failover Clustering
v| Group Policy M t
[ 115 Hostable Web Care
[] Ink and Handwriting Services
[[] Internet Printing Client
[] 1P Address Management (IPAM) Server
— W

< 1] ¥

| < Previous | | Mext » | nsta Cancel

10. On the DNS Server page, read the information provided and click "Next."

_I:I-

(=1 Add Roles and Features Wizard

DESTINATION SERVER
WIN-ETFRMOWVIMMS.test1.com

DNS Server

Domain Name System (DN5) provides a standard method for associating names with numeric Internet
addresses, This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unigue across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Before You Begin

Installation Type

Things to note:

Confirmation * DNS server integration with Active Directory Domain Services automatically replicates DNS data

& 1atiol
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network, if you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain

Services Installation Wizard by selecting the Active Directory Domain Services role.

nsta Cancel

< Previous | | Mext =
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11. Review the summary of your selections and click "Install" to begin the installation
process for the DNS server role and features.

= Add Roles and Features Wizard = [ = -

DESTIMATIOM SERVER

Confirm installation selections T T T

| I The destination server has a pending restart. We recommend that you restart the destination server befere either installing o... x

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these opticnal features, click Previous to clear
their check boxes.

DNS Server

Remote Server Administration Tools

Role Administration Tools
DNS Server Toals

Export configuration settings
Specify an alternate source path

< Previous Next > | Install | | Cancel |

12. Once the installation is complete, you can configure and manage the DNS server using
the DNS Manager tool. To promote a server to a domain controller, you can follow these
general steps:

o Add Roles and Features Wizard (-]

View mstallstion progress

§), Festure instailabon

DNS Server
Remote Server Adminestration Tools

= Role Administration Tooks
ONS Server Tooks

You can close ths wizard without interrupting 1unning tasks. View task progress or open this
B page again by clicking Notfications in the command bae. and then Task Detals

ft conhguration 1ethngs

62| Windows Server Administration — Trainee Manual




Then configuration of DNS Manager is Done
DHCP

1. Open the Server Manager on your Windows Server.

2. In the Server Manager window, click on "Add roles and features" or a similar option.

Remove Rokes andd Fratures

Dashboard WELCOME TO SERVER MANAGER
aa Add Senvers

iw arves Creste Server Group
fia Ans vars o
B A Servers o Confiaiire 1 : PR Sarves Manager Progarties
AD D5
DNS
» \ ] 12at -

File and Storage Servces

o I =

LEARN MOSE

3. The Add Roles and Features Wizard will open. Click "Next" to proceed.

= Add Roles and Features Wizard \;li-

DESTIMATION SERVER

BE]CO e yDU begiﬂ WIN-BTFRMOVIMMS testl.com

This wizard helps you install roles, role services, or features, You determine which roles, role services, or
features to install based on the computing needs of your organizatien, such as sharing documents, or
hosting a website,

To remove roles, role services, or features;
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current secunity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click MNext.

[[] skip this page by default
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4. Select the installation type. Choose "Role-based or feature-based installation" and click
"Next."

DESTINATION SERVER

SE|€Ct installation type WIN-STFRMOVEMMS test].com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| <Previous || Next> | Install | | Cancel

5. Select the appropriate server from the server pool and click "Next."

o ORI R ~| o A - DESTINATION SERVER
Select destination server WIN-BTFRMOVOMMS test1 com
Before You Begin Select a server or a virtual hard disk on which to install roles and features,
Instaliation Type (@) Select a server from the server pool

) Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

WIN-BTFRMOVOMMS.te,.. 192.168.6,172 Microsoflt Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager, Offline servers and newly-added servers from which data
collection is still incomplete are not shown,

| < Previous I I Next » ] I install | Cancel
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1. Scroll down and find the "DHCP Server" role. Check the box next to it to select it.

DESTINATION SERVER
Select server roles WIN-BTFRMOVIMMS test1.com
| My The destination server has a pending restart. We recommend that you restart the destination server before either installing o... X
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
erer sescton [] Active Directory Certificate Services kal E:on;:l; ('-[l)‘:é;c;:gg:a;:;;les T
Active Directory Domain Services (Installed) to centrally canfigure, manage, and
Features [[] Active Directory Federation Services provide temporary IP addresses and
[] Active Directory Lightweight Directory Services :;l;t::t::’rmation fogdient
[] Active Directory Rights Management Services
[] Application Server
O
DNS Server (Installation pending restart)
[ Fax Server
» [m] Fileand Storage Services (2 of 12 installed) —
[ Hyper-v
[] Metwork Policy and Access Services
[ Print and Document Services
[ Remote Access o
| < Previous | | Next > | | Install | | Cancel |

7. A prompt will appear asking to add the required features for the DHCP role. Click "Add
Features" to include the necessary features.

Add features that are required for DHCP Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

‘ Add Features | ‘ Cancel
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8. Click "Next" to proceed.

DESTINATION SERVER

Select server roles WIN-SETFRMOVIMMS. test].com

| M The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Seruercescion [1 Active Directory Certificate Services il E:or;:;‘; [%c:élg:;;:il'\!;::a:ri:rllles o

Active Directory Domain Services (Installed) ta centrally configure, manage, and
Features [] Active Directory Federation Services provide temporary IP addresses and
DHCP Server [ Active Directory Lightweight Directory Services ::::::b:';‘l’"“a""" fiogidisat
Caonfirmation [] Active Directory Rights Management Services

[] Application Server =

DHCP Serve

DNS Server (Installation pending restart)

[] Fax Server

[+ [m] File and Storage Services (2 of 12 installed) L

[ Hyper-v

[] Metwork Policy and Access Services

[ Print and Document Services

[ Remote Access "

| < Previous | | MNext » | | Install | | Cancel

9. On the DHCP Server page, read the information provided and click "Next."

DHCP Server S

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection

Server Roles

Features Things to note:

* You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

< Previous | | Mext = | | Install | | Cancel
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10. Review the summary of your selections and click "Install" to begin the installation
process for the DHCP server role and features.

=i Add Roles and Features Wizard -9 .
i = - = = DESTIMATION SERVER
Confirm installation selections WIN-BTFRMOVOMMS et com
| L The destination server has a pending restart. We recommend that you restart the destination server before either installing o... X

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server

Remaote Server Administration Tools

Role Administration Tools
CHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous Mext = | Install | | Cancel |

11. Once the installation is complete, you can configure and manage the DHCP server using
the DHCP Manager tool.

[ Add Roles and Features Wizard == .

o 2 2 A = L Y DESTINATION SERVER
Installation progress TP ndd i i

View installation progress

). Feature installation

A restart is pending on WIN-8TFRMOVOMMS.test1 m, You must restart the destination server

o finish the installation

DHCP Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without Interrupting running tasks, View task progress or open this
(3] page again by clicking Notifications in the command bar, and then Task Details

Export configuration settings

Close

Then configuration of DHCP Server is Done (Krause, 2024)
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Points to Remember

# Description of server roles and features

1. The Domain Name System (DNS) is a critical service that translates human-readable
domain names (e.g: www.example.com) into IP addresses.

2. Root Hints: A list of root DNS servers that a DNS server can use to resolve queries for
domains it doesn’t know.

3. Zones and Zone Files

4. Key messages involved in the DHCP communication process are:DHCP Discover, DHCP
Offer, DHCP Request, DHCP Acknowledgment

5. Fault Tolerance Implementations: To ensure continuous DHCP service availability,
administrators can implement fault tolerance
Installation of server roles and features

Installing DNS Server Role:

Open Server Manager.

Click on Add roles and features.

Proceed through the wizard by clicking Next.

Select Role-based or feature-based installation and click Next.
Choose the local server and click Next.

Check DNS Server and click Add Features.

Click Next through the subsequent screens.

Click Install.

Once installation completes, close the wizard.

DN N N N N N N N

Installing DHCP Server Role:

Open Server Manager.

Click on Add roles and features.

Proceed through the wizard by clicking Next.

Select Role-based or feature-based installation and click Next.
Choose the local server and click Next.

Check DHCP Server and click Add Features.

Click Next through the subsequent screens.

Click Install.

Once installation completes, close the wizard.

AN N N N N N Y
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(ﬁ} Application of learning 1.4.

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. Located in Rwanda, Eastern area, Bxz Solutions Inc. aims to enhance its network
infrastructure by setting up essential server roles, including DNS and DHCP, to improve

network management and efficiency.

As a system Administrator hired by Tech Solutions Inc., you are tasked with the following:

Tasks: Installation of Server Roles and Features (DNS and DHCP)
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| Indicative content 1.5: Configuration of DNS

Duration: 6hrs

&3
5‘1 Practical Activity 1.5.1: Configuring the lookup zones

>
Thingt mDn‘]

Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to the computer lab
to configure the Lookup zones in server administration.

2. Remember to read the key readings 1.5.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task

5. Perform the task on your computer

6. Present the work to the whole class

2 S"

V Key readings 1.5.1: Configuring the lookup zones

Lookup Zones in DNS refer to databases that store domain name information and are used
to resolve domain names to IP addresses or vice versa.

Lookup zones in DNS are divided into two types:

1. Forward Lookup Zone: This zone resolves domain names to IP addresses. It is the most
common type of DNS zone.

2. Reverse Lookup Zone: This zone resolves IP addresses to domain names. It is used to
perform reverse DNS lookups, mapping an IP address to its associated hostname.

To configure DNS lookup zones, you can follow these steps:

1. Open the DNS Manager on your Windows Server. You can access it through the Server
Manager or directly from the Start menu.
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ey e

Reverse Lookup Zones, and Conditional Forwarders.

k-

2. In the DNS Manager, you will see different sections such as Forward Lookup Zones,

e DNMS Manager

File Action View Help

e ] XE & = FRELE]

£, DNS

_I:I-

Mame
I ﬂ WIN-8TFRMOVSMMS.testl .| [ Forward Lookup Zones
| Reverse Lockup Zones
| Trust Points
| Conditional Forwarders
Global Logs
%) Root Hints

|| Ferwarders

3. To configure a Forward Lookup Zone:

v Right-click on "Forward Lookup Zones" and select "New Zone."
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File  Acticn Veew Help
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£ Ons HNarme Type %t”
4 F WIN-ETPRMOYSIG testl.com | mdcatett com Active Directory-Integeated Pr. Busning
b Forward Loginm Fraar Jtetlcom Active Dewctery-intugrated Pr..  Rumning
b Reversaboo New Zoee...
b L Teust Powes Viow .
+ | Condtansl
b (4f Global Loy, | Refresh
Expoat Lict..
Help

v Follow the wizard to create a new zone and specify the zone type (primary,
secondary, or stub) and the zone name (e.g., yourdomain.com).

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

[f] Store the zone in Active Directory {available only if DMNS server is a writeable domain
controller)

v" Choose the appropriate zone replication options and DNS database file location.

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings: i

Name: IT 1
Type: Active Directory-Integrated Primary
Lookup type: Forward

| v

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dlick Finish.
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v" Once the zone is created, you can manage its properties, add resource records, and
configure other settings.

4. To configure a Reverse Lookup Zone:

v’ Right-click on "Reverse Lookup Zones" and select "New Zone."

Fie Actien  View  Help

o 2 v ! u 3 : |

5 D

o [ WRNATRRMOVEMMS test] com o Add 3 Nerw Zome
4 1) Vorweed Loakup Zones

oned, Esch tone sorey micemation stout one o mose
ucus DINS domains

Reverss Logh—= Tamnn Te add & new scne, on S Action menuy, dick New Zoce
Trut Pty New Zore
Condéional View N
b & Global Logn
Refeech
elp

v" Follow the wizard to create a new zone and specify the zone type (primary,
secondary, or stub) and the network ID or IP address range.
New Zone Wizard : [

Reverse Lookup Zone Name
A reverse lookup zone translates 1P addresses into DNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network 10:
192 168 .0
The network 10 15 the portion of the IP addresses that belongs to this zone, Enter the
fetwork 1D in its normal (not reversed) order,

If you use & zero in the network 10, It will appear in the zone name, For example,
network ID 10 would create zone 10.in-addr.arpa, and natwork ID 10.0 would create
zone 0, 10.in-addr  arpa.

) Reverse lookup zo0e name:

6.168. 19201 -addr. arpa

[ \'BGC-’( ” Next > I I Cancelv l

v" Choose the appropriate zone replication options and DNS database file location.
v" Once the zone is created, you can manage its properties, add resource records, and
configure other settings.

New Zone Wizard - =

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
upacified the following settings:
sy
~ Name: 6,168, 192,in-addr. arpa |

Typei Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup,

To clone thin wizard and create the new zone, click Finish,

<Back || Fineh | [ cancel

73| Windows Server Administration — Trainee Manual



5. You can also configure zone transfer settings for each zone to control how the zone
information is replicated between DNS servers.

v Right-click on the zone and select "Properties."

0T

Update Server Data File
Reload

Mew Host (A or AA8A84]...
MNew Alias (CNAME])...

Mew Mail Exchanger (MX)...

[ T W= A TR

Mew Domain...

Mew Delegation...

Other Mew Records...

DMSSEC 3
All Tasks [
View >
Delete

Refresh

Helg Export List...

Properties

Help
v' Go to the "Zone Transfers" tab and configure the settings for allowing or denying
zone transfers to specific DNS servers.

L3

-9 DMNS Manager
FI|E o= S L~
4= o IT Properties _
2 D}’ General | Statof Athorty (5084) | Mame Servers
a4 3 WINS | Zone Transfers | Security folder)
1 A zone transfer sends a copy of the zone to the servers that request a copy. folder)
[C] Mllow zone transfers:
To any server
Only to servers listed on the Mame Servers tab
Only to the following servers
|IP Address Server FQDN
To specify secondary servers to be notified of zone Notify
updates, click Motify. =
m
[ ok || caneel Apply Help

| Events | | ;
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&
SI Practical Activity 1.5.2: Creation of Alias (CNAME)

=
M\ o Dc“

Task:

1.You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to the computer lab
to create an Alias (CNAME) record in DNS server administration.

2. Ask to read the key readings 1.5.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer
6. Present the work to the whole class

@
>
Key readings 1.5.2: Creation of Alias (CNAME)

A CNAME (Canonical Name) record is used to create an alias for another domain name.
It allows you to point multiple domain names to the same IP address or web server,
making management easier. For example, you can have www.example.com point to
example.com using a CNAME record.

To create an Alias (CNAME) record in DNS, you can follow these steps:

1. Open the DNS Manager on your Windows Server. You can access it through the Server
Manager or directly from the Start menu.

s Tare ) an Wekatao o

Server Manager * Dashboard @) I e
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2. In the DNS Manager, navigate to the Forward Lookup Zone where you want to create
the Alias (CNAME) record.
3. Right-click on the zone and select "New Alias (CNAME)" from the context menu.

L3

= DNS Manager
File  Action View Help

o= 7E XE & = i E&

& DNS MName

A _E] WIN-8TFRMOVSMMS. test1.com g—l(sameasparentﬁ
4 || Forward Lookup Zones =] (same as parent f(

b 2] _msdestestl.com
IT

-

Update Server Data File
Reload

MNew Host (A or AAAA)..,
Mew Alias (CMAME]...

MNew Mail Exchanger (MX]...

MNew Domain...

v v v v
& [
i T i e A= [ AN (13 I'-..

MNew Delegation...

Other Mew Records...

DMSSEC 3
All Tasks 4
View 3
Delete

Refresh

Export List...

Refreshes the Properties

Help | |

4. In the New Resource Record window, enter the Alias name. This is the domain name
or hostname for which you want to create an alias.

Mew Resource Record -

alias (CNAME)

alias name (uses parent domain if left blank):
[ |

Fully gualified domain name (FQDMN):
| rtb.IT. |

Fully qualified domain name (FQDMN) for target host:

| || Browse... |

[C] Allow any authenticated user to update all DMS records with the same
name. This setting applies only to DNS records for a new name,

Ok | | Cancel
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5. In the Fully qualified domain name (FQDN) for target host field, enter the fully qualified

domain name or hostname to which the alias should point.
Mew Resource Record L*]

Alias (CMAME)

Alias name (uses parent domain if left blank):
e |

Fully qualified domain name (FQDM):
| rtb.IT. |

Fully qualified domain name (FQDN) for target host:

|test1.cc-m || Browse... |

[]Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.,

| oK | | Cancel |

6. Click "OK" to create the CNAME record.
6. The Alias (CNAME) record will now be added to the DNS zone.

MName Type Data

—| (same as parent folder) Start of Authority (SOA) [1], win-Btfrm
é—l(same as parent folder) MName Server (M5) win-8tfrmovd
= Alias (CNAME) testl.com

&
SI Practical Activity 1.5.3: Configuring DNS records

>
'm.m o Dn]

Task:

1. You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to the computer lab
to configure different types of DNS records, including A, AAAA, CNAME, MX, PTR, NS, and SOA
in server administration.

2. Remember to read the key readings 1.5.3 in trainee’s manual

3. Follow explanations and instructions
4. Follow trainers while demonstrating the steps to perform the task
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5. Perform the task on your computer
6. Present the work to the whole class

2
>
Key readings 1.5.3: Configuring DNS records

DNS records are the fundamental components of DNS zones. They define the relationships
between domain names and IP addresses or other resources.

To configure different types of DNS records, including A, AAAA, CNAME, MX, PTR, NS, and
SOA, you can follow these steps:

1. Open the DNS Manager on your Windows Server. You can access it through the Server
Manager or directly from the Start menu.

Wy Corrpater
» Windows Serve 200 Server . « 2| r Nesgs Tl Vs el

2. In the DNS Manager, navigate to the appropriate Forward Lookup Zone or Reverse
Lookup Zone where you want to create the DNS record.

%, DNs
4 5 WIN-8TFRMOVIMMS.testl.com
- || Forward Lookup Zones

- || Reverse Lookup Zones
B || Trust Points
i || Conditional Forwarders

3. Right-click on the zone and select the type of record you want to create (e.g., "New Host
(A or AAAA)," "New Alias (CNAME)," "New Mail Exchanger (MX)," etc.).
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& DNS
4 0 WIN-ETFRMOVEMMS test!.com
4 Forward Lookup Zones
msdcs.testl.com

"

’ Reloa
Revi
Trus Wew Host (A or AAAA)

b
! ——f
b Con New Alas (CHAME]...

)

i3 Glet News Mail Exchanger (MX)
New Doman,

New Delegation..
Other New Records..,
DNSSEC ’

Al Tasks ’
View .

Dedete
Relresh
Export List

m 4 bewe Properties

4. Follow the wizard or the prompt to provide the necessary information for the specific
record type you are creating.

Mew Host =

Mame {uses parent domain name if blank):
| rtbz2 |

Fully qualified domain name (FQDM):
rt | rtb2.baka.com. |

IF address:
| 192.168. 10. 15| |

T

=1

=1

st Create assocated pointer (PTR) record

[Jallow any authenticated user to update DNS records with the
Same owner Name

Add Host Cancel

Here's a brief description of each record type:

A Record: Maps a domain name to an IPv4 address. This is the most common DNS record
used to point a domain name to a web server.

AAAA Record: Maps a domain name to an IPv6 address. Similar to an A record but for IPv6
addresses.

CNAME (Canonical Name) Record: Points one domain name to another domain name (an
alias). For example, www.example.com could point to example.com.
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MX Record: Directs email to the mail server for a domain. This record specifies the mail
servers responsible for receiving email on behalf of a domain

PTR (Pointer) Record: Used in reverse lookup zones to map an IP address to a domain name.
It provides the reverse mapping for A records.

NS (Name Server) Record: Specifies the authoritative name servers for a domain. These
servers are responsible for resolving queries for that domain.

SOA (Start of Authority) Record: Contains administrative information about the domain,
including the primary name server, the email of the domain administrator, and other
important details about the domain’s DNS settings.

5.Complete the process to create the DNS record.

e » Windows Server 2016

6. You can manage and modify the properties of the DNS record by right-clicking on it and
selecting "Properties."

\J
Points to Remember

e Configuring lookup zones
1. Open DNS Manager: Access via Server Manager or Start menu.
2. Sections such as Forward Lookup Zones, Reverse Lookup Zones
3.Configure Forward Lookup Zone
4. Configure Reverse Lookup Zone
5. Configure Zone Transfer Settings
e Creation of Alias (CNAME)
You can follow these steps:
1. Open the DNS Manager on your Windows Server.
2. In the DNS Manager, navigate to the Forward Lookup Zone where you want to create the
Alias (CNAME) record.
3. Right-click on the zone and select "New Alias (CNAME)" from the context menu.
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4. In the New Resource Record window, enter the Alias hame.
5. In the Fully qualified domain name (FQDN) for target host field, enter the fully qualified
domain name or hostname to which the alias should point.
6. Click "OK" or finish to create the CNAME record.
e Configuring DNS records
To configure different types of DNS records, including A, AAAA, CNAME, MX, PTR, NS, and
SOA, you can follow these steps:

1. Open the DNS Manager on your Windows Server.

2. In the DNS Manager, navigate to the appropriate Forward Lookup Zone or Reverse Lookup
Zone where you want to create the DNS record.

3. Right-click on the zone and select the type of record you want to create (example "New
Host (A or AAAA)," "New Alias (CNAME)," "New Mail Exchanger (MX)," etc.).

4. Follow the wizard or the prompt to provide the necessary information for the specific
record type you are creating.

5. Complete the process to create the DNS record.

6. You can manage and modify the properties of the DNS record by right-clicking on it and
selecting "Properties"

A

(yj Application of learning 1.5.

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. Located in Rwanda, Eastern area, Bxz Solutions Inc. aims to enhance its network
infrastructure by setting up essential server roles, including DNS Configuration to improve
network management and efficiency. As an System Administrator hired by Bxz Solutions Inc.,
you are tasked with the following:

Task: Configure DNS Zones, Create Alias (CNAME) Records, Manage DNS Records.
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| Indicative content 1.6: Configuration of DHCP Parameters

Duration: 6hrs

ot
sg Practical Activity 1.6.1: Configure DHCP scope parameters
o

Thingt to 96‘]

Task:

1.You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to configure DHCP
scope parameters in server administration.
. Read the key readings 1.6.1 in trainee’s manual
. Follow explanations and instructions
. Follow trainers while demonstrating the steps to perform the task
. Perform the task on your computer
. Present the work to the whole class

o o 1 b WN

. Remember to perform practical activity 1.6.1

2
Key readings 1.6.1: Configure DHCP scope parameters

To configure DHCP scope parameters, including scope name, range of IP addresses,
subnet mask, exclusions, lease time, and starting the DHCP service, you can follow
these steps:

1. Open the DHCP Manager on your Windows Server. You can access it through the
Server Manager or directly from the Start menu.
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2. In the DHCP Manager, expand the server name and navigate to "IPv4" or "IPv6"
(depending on the IP version you are configuring).

o » Wandorws Server J0LA
¥ Dice
Fle Amon  Vaw bl

e um e

2 CHCP Nane
4 wn-cuddvtos taka com @ | =
| Se-eigvhan e oy
Pa Move 2ctpen »

b

3. Right-click on "IPv4" or "IPv6" and select "New Scope" from the context menu.
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4. Follow the New Scope Wizard to configure the DHCP scope parameters. Here's how
you can set the key parameters:
The Scope Name is a descriptive label that identifies the scope within the DHCP server.
It helps differentiate between various scopes, especially in networks with multiple
subnets or VLANs.

Mew Scope Wizard

Scope Name e
“'ou have to provide an identifying scope name. You also have the option of providing

a description.

Type a name and description for this scope. This information helps you quickly idertify
how the scope is to be used on your netwaor.

Mame: |RTB

Description: |HWAN DA TVET BOARD|

= Back Mexdt = Cancel
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The Range of IP Addresses defines the available IP addresses that the DHCP server can
assign to network devices. For example, a range of 192.168.0.20 to 192.168.0.254
allows any IP address within that range to be assigned.

Starting IP Address: Specify the first IP address in the range that will be assigned by the
DHCP server.

Ending IP Address: Specify the last IP address in the range.

The Subnet Mask determines which part of an IP address belongs to the network and
which part identifies the host. It ensures that devices receiving IP addresses are correctly
segmented into their respective networks.

| Mew Scope Wizard

IP Address Range ——
You define the scope address range by identifying a set of consecutive |IP addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |152.1sa. 0 .20 '

End IF address: |152.1ss. 0 254

Configuration settings that propaogate to DHCP Client

Length: 24;|

Subnet mask: |255.255.255_ 0

< Back Mext = Cancel

Exclusions: are IP addresses or address ranges excluded from the DHCP scope, ensuring
they are not assigned to clients. This is essential for avoiding conflicts with statically
assigned IP addresses.
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Mew Scope Wizard

Add Exclusions and Delay ——
Exclusions are addresses or a range of addresses that are not distibuted by the
gerver. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |P address range that you want to exclude. ¥ you want to exclude a single
address, type an address in Start IF address only.

Start IP address: End IP address:
192 168 . 0 . 40 192 .168 . 0 . 100 Ad b

Excluded address ange:

s

Subnet delay in milli second:

a

=

< Back Mext = Cancel

Lease Duration: Set the lease time, which determines how long an IP address is leased
to a client before it must be renewed. Specify the lease duration in hours, days, or
weeks.

The Lease Time specifies how long a client can use an IP address before the lease expires
and the address needs to be renewed. For example, a lease time of 8 hours means
that after 8 hours, the client must either renew the lease or request a new IP
address.

Lease duration for DHCP clients

' |imited to:
Days: Hours: Minutes:
| g | p== | |
" Unlimited

Activate the Scope: Enable the scope to start leasing IP addresses.

5. Complete the wizard to create the DHCP scope with the specified parameters.

6. Once the scope is created, you can modify its properties by right-clicking on it and
selecting "Properties.” This allows you to make changes to the scope settings, such
as lease duration, exclusions, and more.
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7. To start the DHCP service, right-click on the DHCP server name and select "Authorize"
or "Start" from the context menu. This will activate the DHCP service and allow it to
begin leasing IP addresses to clients.

File Action View Help
e 2@ XEe=z HEEH®

? [EH cp Contents of Superscope Status Description
v & win-ouSirhOvhue.baka.com [ Scope [192.168.10.0] RTB = Active RWANDA TVET BOARD
¥ j"i) |‘P.“4 = Scope [192.168.11.0] RTB ** Active ™ RWANDA TVET BOARD
» L1 Superscope RTE RWANDA I Scope [192.168.12.01 RTR = Active ™ RWANDA TVET BOARD

[ .3 Server Options j— - -

[ Policies _I Scop{ Manage Authorized Servers ? O
%% g"ter; j :z::: Authorized DHCP servers: E
’ ! [ Scops Authorize DHCP Server ? X J D
[ Scopt D
| Scopt Type the name or |P address of the DHCF server you want to authorize. J D
[T Scopt Name or IP address: J o
] Scops 152.168.10.100 D
[ Scopt D
1 Scopy ok | cCacd || D
[ Scop D
[ Scopt D
= Scops QK | Close | D
P Scopeproorremrer o Ve vwmrrer v ool
=} Scope [192.168.27.0] RTB ** Active ™ RWANDA TVET BOARD
= Scope [192.168.28.0] RTE ** Active ** RWANDA TVET BOARD
™| Scope [192.168.29.0] RTE ** Active ™ RWANDA TVET BOARD
= Scope [192.168.30.0] RTB ** Active ™ RWANDA TVET BOARD
P Scope [152.168.31.0] RTE ** Active ** RWANDA TVET BOARD
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&
SI Practical Activity 1.6.2: Configuring DHCP reservations

-
}\m“ an]

Task:

1. You are requested to go to the computer lab and do the task below individually.
As a Trainee in Level 4 software development, you are requested to go computer Lab to

configure DHCP reservations in server administration.

2. Read the key readings 1.6.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present the work to the Trainer and whole class

Al

v Key readings 1.6.2: Configuring DHCP reservations

To configure DHCP reservations, which assign specific IP addresses to specific devices based
on their MAC addresses,

Reservation: Ensures that a specific device always receives the same IP address from the
DHCP server. This is done by associating the device's MAC address with a fixed IP address
within the DHCP scope. Useful for devices that require a consistent IP, such as printers or
servers.

you can follow these steps:

1. Open the DHCP Manager on your Windows Server. You can access it through the Server
Manager or directly from the Start menu.

8 W n

v Local Serves

2. In the DHCP Manager, expand the server name and navigate to "IPv4" or "IPv6"
(depending on the IP version you are configuring).

88 |Windows Server Administration — Trainee Manual



- B v et L o W

} ey s of DM e At

A DoC Y e

Te w9t 8 comman o e [1CF rormem et w S e hee e 0K

3. Expand the DHCP scope where you want to create the reservation.

{r+ Home [[* Windows Server 2016

Z DHCP
File Action View Help
LI ANl 7|
& DHCP A
~ o win-ouSirhOvhue.baka.com
v i, |Pvd
v [[g Scope[192.168.0.0] RTB
£} Address Pool

=l
B

A reservation ensures that a DHCP client is always assigned the same IP addre

@ Address Leases To add a reservation, on the Action menu, click New Reservation.

= | Reservations

. Scope Options Mote: An exclusion prevents a DHCP client from ever obtaining an address frg
_,.'_ Policies Exclusion ranges can be defined in Address Pool,

4. Right-click on "Reservations" and select "New Reservation" from the context menu.

{r+ Home [ windows Server 2016

% DHCP
File Action View Help
bl AN} s (NN 7|
% DHCP ~
v 3 win-ouSirhOvhue.baka.com
v B P4
v 9 Scope [192.168.0.0] RTE
£} Address Pool

-l
B

Reservations

A reservation ensures th

@ Address Leases Te add a reservation, or
o R
J_. esen MNew Reservation... Mote: :
% Scope ote: An exclusion pre
_,-_'_ Policie View . Exclusion ranges can b«
| Scope[19 For more information a
x Refresh
| Scope[19
| Scope[19 Help

1 Scope 190 v e

5. In the New Reservation window, provide the following information:
Reservation Name: Provide a descriptive name for the reservation to identify it easily.
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IP Address: Enter the specific IP address you want to assign to the device.

MAC Address: Enter the MAC address of the device for which you want to reserve the IP
address.

Description (optional): Add an optional description to provide additional information about
the reservation.

Mew Reservation ? >

Provide information for a reserved client.

Reservation name: |HTE34
IP address: | 192 . 168
MAC address: |ns[:-[:-23|325551
Description: |HTE= RWNDA|
Suppored types

{* Bath

" DHCP

" BOOTP

Add | Cloze

6. The reservation will now be added to the DHCP scope, ensuring that the specified device
always receives the assigned IP address.
{i+ Home l_'m Windows Server 2016
F DHeP
File Action View Help

=% | 7 E 6= HE *

k] DHCP ~ || Reservations
v o win-oudirhlvhuebaka.com Twl [192.168.0.150] RTB20
v o IPv4 T[] [192.168.0.160] RTB34

w || Scope[192.168.0.0] RTB
it Address Pool
@ Address Leases
w = Reservations
w| [192.168.0.150] RTB20
v [192.168.0.160] RTB34
., Scope Options

= Policies
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SI Practical Activity 1.6.3: Configuring DHCP failover

-
Thirgt mnn‘]

Task:

1.You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to configure DHCP
failover for high availability and redundancy in server administration.
2. You are asked to read the key readings 1.6.3 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present the work to the Trainer and whole class

2
Yo
Key readings 1.6.3: Configuring DHCP failover

To configure DHCP failover for high availability and redundancy,

DHCP Failover is a setup where two DHCP servers work together to provide continuous
service. If one server stops working, the other can take over.

Failover is a backup system for DHCP servers, making sure that if one server fails, the other
can continue to provide IP addresses and keep your network running smoothly.

you can follow these steps:

1. Open the DHCP Manager on your Windows Server. You can access it through the Server
Manager or directly from the Start menu.
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2. In the DHCP Manager, expand the server name and navigate to "IPv4" or "IPv6"
(depending on the IP version you are configuring).
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3. Right-click on "IPv4" or "IPv6" and select "Configure Failover" from the context menu.
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4. In the Configure Failover Wizard, choose the appropriate options for your failover
configuration:

Select the DHCP scope to configure failover for.

# Choose the partner server: Specify the IP address or hostname of the partner
server that will participate in the failover.

» Specify the relationship name: Provide a descriptive name for the failover
relationship.

# Choose the mode: Select the failover mode, such as Load Balance or Hot
Standby, based on your requirements.

® Specify the communication protocol and port: Choose the protocol (IPv4 or IPv6)
and the port number for the failover communication.

s Set the relationship authentication: Specify the shared secret for authentication

between the DHCP servers.

s Configure the failover settings: Set the percentage of load balancing, the
maximum client lead time, and other parameters based on your needs.
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Configure Failover

Select from failover relationships which are already configured on this serverﬁ

There are existing failover relationships configured on this server with win-8tfrmovSmms

Please select one of the existing relationships to use

Relationship name:

Maximum Client Lead Time 1 hrs O mins
Mode Load balance
State switchover interval: Disabled

Load Balance Percentage

(=]

Local Server: 5

Pariner Server: 50 %

< Back Next > Cancel

5. Complete the wizard to configure the DHCP failover relationship.

onbgure Fadover

Falover wil be set up between pc1est | com and
wir-Rfrmoy Sme wei the following parametens

2COpes

152162 700

Falatiorahp Name Wi bg Th 327008 teet 1 comwn
Mamrmum Chent Load Time 1 hes O

Mode oad balarce

Qe Setchover ntervel eatiad

< >

oad Exlance Percentage
Local Server 30

Panner Sorver

< Back Canced
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6. The DHCP failover relationship will now be established between the primary and partner
servers, providing redundancy and high availability for DHCP service.

— e m—

Configure Failover _

Progress of failover corfiguration.

The log below shows the progress of the various tasks for configuring failover
including any emors encountered.

Add scopes on partner server ... Successiul |
Disable scopes on patner semver ............................ Successful

Creation of failover corfiguration on partner server ... Successful

Creation of failover corfigurstion on host server ... Successful

Activate scopes on partner server....................... Successful

Configure failover successful .

Close

7. You can monitor and manage the DHCP failover relationship by right-clicking on the
DHCP scope and selecting "Manage Failover" from the context menu. This allows
you to view the status, modify settings, and monitor the failover relationship.

Scope [192.168.100.0] RTE RW Properties _

i |Genela| I DMS I Network Access Protectionl Failover | Advanced

Relationship Name: Itb-tb 12.1tb1 Jocal
Partner Server: Itb12.nb1 local
Mode: |Load balance
Max Client Lead Time: [1 hrz 0 mins

State Switchover Interval: |80 mins

State of this Server: |Nomal

State of Partner Server: |Nomal

Load Balance Percentage

Local Server: 50 %

Partner Server: 50 %

ok || Cancel Apply
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Points to Remember

Configure DHCP scope parameters

You can follow these steps:

1.

o vk wnN

Open the DHCP Manager on your Windows Server.

In the DHCP Manager, expand the server name and navigate to "IPv4" or "IPv6".
Right-click on "IPv4" or "IPv6" and select "New Scope" from the context menu.
Follow the New Scope Wizard to configure the DHCP scope parameters.

Complete the wizard to create the DHCP scope with the specified parameters.

Once the scope is created, you can modify its properties by right-clicking on it and
selecting "Properties".

To start the DHCP service, right-click on the DHCP server name and select "Authorize"
or "Start" from the context menu.

Configuring DHCP reservations

You can follow these steps:

1.
2.

Open the DHCP Manager on your Windows Server.
In the DHCP Manager, expand the server’s name and navigate to "IPv4" or "IPv6"
(depending on the IP version you are configuring).
Expand the DHCP scope where you want to create the reservation.
Right-click on "Reservations" and select "New Reservation" from the context menu.
In the New Reservation window, provide the following information:
a) Reservation Name
b) IP Address.
c) MAC Address
d) Description (optional)
Click "Add" or "OK" to create the reservation.
The reservation will now be added to the DHCP scope, ensuring that the specified
device always receives the assigned IP address.
Configuring DHCP failover

You can follow these steps:

o vk wNRE

Open the DHCP Manager on your Windows Server.

In the DHCP Manager, expand the server name and navigate to "IPv4" or "IPv6"
Right-click on "IPv4" or "IPv6" and select "Configure Failover" from the context menu.
In the Configure Failover Wizard, choose the appropriate options for your failover
Complete the wizard to configure the DHCP failover relationship.

The DHCP failover relationship will now be established between the primary and
partner servers, providing redundancy and high availability for DHCP service.
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7. You can monitor and manage the DHCP failover relationship by right clicking on the
DHCP scope and selecting "Manage Failover" from the context menu. This allows you
to view the status, modify settings, and monitor the failover relationship.

e

(y!} Application of learning 1.6.

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. Located in Rwanda, Eastern area, Tech Solutions Inc. aims to enhance its network
infrastructure by setting up essential server roles, including DNS and DHCP, to improve
network management and efficiency.

As an System Administrator hired by Bxz Solutions Inc., you are tasked with implementing
best practices for configuring DHCP Scopes, Reservations, and Failover in Windows Server.

97 |Windows Server Administration — Trainee Manual



| Indicative content 1.7: Monitoring of Server Services

Duration: 3hrs

&
sg Practical Activity 1.7.1: Use nslookup command for resolving DNS

>
T\uv" o 90‘]

Task:

1.You are requested to go to the computer lab and do the task below individually.

As a Trainee in Level 4 software development, you are requested to go to use nslookup
command is a useful tool for troubleshooting and monitoring DNS resolution in server
administration.

2. Remember to read the key readings 1.7.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present the work to the whole class

S

Q’ Key readings 1.7.1: Use nslookup command for resolving DNS

The nslookup command is a useful tool for troubleshooting and monitoring DNS resolution.
It allows you to query DNS servers and retrieve information about domain names and IP
addresses. Here's how you can use it:

1. Open acommand prompt on your client machine.
2. Type "nslookup" followed by the domain name or IP address you want to
resolve.
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3. Press Enter to execute the command.

4. The command will display the corresponding IP address or domain name,
along with additional information such as the DNS server used for the
lookup. Example: nslookup www.example.com

Practical Activity 1.7.2: Checking IP DHCP configuration on client

Task:

1.You are requested to go to the computer lab and do the task below individually.

As a Level 4 software development trainee, you are requested to check the IP DHCP
configuration on a client machine using Windows.
2. Remember to read the key readings 1.7.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present the work to the whole class
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Key readings 1.7.2: Checking IP DHCP configuration on client

To check the IP DHCP configuration on a client machine using Windows, you can use the
following commands:

1. Open acommand prompt.
2. Type "ipconfig" and press Enter.
3. The command will display the IP address, subnet mask, default gateway, and other

network configuration details for all active network interfaces. Example: ipconfig
Administrator: Command Pramat [=10 e

Notes: By using these commands, you can gather information about DNS resolution and

DHCP configuration on client machines, helping you monitor and troubleshoot server
services effectively.
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Points to Remember

e Use nslookup command for resolving DNS

1. Open acommand prompt on your client machine.

2. Type "nslookup" followed by the domain name or IP address you want to
resolve.

3. Press Enter to execute the command.

4. The command will display the corresponding IP address or domain name, along
with additional information such as the DNS server used for the lookup.
Example: nslookup rtb.local

Checking IP DHCP configuration on client

. Open a command prompt.

Type "ipconfig" and press Enter.

The command will display the IP address, subnet mask, default gateway, and other
network configuration details for all active network interfaces. Example: ipconfig

gea

PR
(7/? Application of learning 1.7.

O 00 F e

FFF Ltd company, located in Gicumbi District, Northern Province, is hiring a System
Administration Technician to use nslookup command is a useful tool for
troubleshooting and monitoring DNS resolution and check the IP DHCP configuration
on a client machine in windows server administration. The technician will also be
responsible for documenting the entire process. All tasks must be completed within a
three-hour timeframe.
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==l Learning outcome 1 end assessment
B:

Theoretical assessment
Question 1. Circle the letter corresponding to the correct answer:
i. What is a primary function of a server in a network?

A) To request data from clients

B) To provide resources, data, or services to clients
C) To manage network operating systems

D) To run on top of a hypervisor

ii. What type of hypervisor runs directly on the physical hardware without needing a host
operating system?

A) Type 2 Hypervisor

B) Hosted Hypervisor

C) Bare-Metal Hypervisor
D) Managed Hypervisor

ii. Which of the following is an advantage of server virtualization?

A) Increased hardware costs

B) Decreased resource utilization
C) Improved disaster recovery

D) Reduced scalability

iv. What is the key characteristic of RAID 0?

A) It provides redundancy by duplicating data across multiple disks.

B) It splits data into blocks and distributes them across multiple disks without redundancy.
C) It combines mirroring and striping for performance and redundancy.

D) It uses double parity to protect against up to two disk failures.

v. Which RAID level offers protection against up to two disk failures?

A) RAID 0
B) RAID 1
C)RAID 5
D) RAID 6
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vi. What does a Type 2 Hypervisor require to operate?

A) Direct access to physical hardware
B) A host operating system

C) Additional storage drives

D) Higher network bandwidth

vii. Which RAID level combines striping and mirroring for high performance and fault
tolerance?

A) RAID 0
B) RAID 1
C)RAID 5
D) RAID 10

viii. What is a disadvantage of RAID 5?

A) It requires double storage capacity.

B) It offers no redundancy.

C) It has slower write performance due to parity calculations.
D) It does not support multiple disk failures.

ix. Which software component is essential for managing a network and enabling
communication between servers and clients?

A) Web Server Software

B) Virtualization Software

C) Network Operating System (NOS)
D) Backup Software

X. What is the primary function of a domain controller (DC) in a Windows Server
environment?

A) To manage virtual machines

B) To authenticate and authorize users and computers
C) To configure DHCP scopes

D) To troubleshoot DNS issues

Xi. Which RSAT tool is used to manage users, groups, and organizational units in Active
Directory?

A) DNS Manager
B) Active Directory Users and Computers (ADUC)

103 | Windows Server Administration — Trainee Manual



C) Group Policy Management Console (GPMC)
D) Remote Desktop Services Manager

xii. Which RSAT tool would you use to manage DNS zones and records?

A) DHCP Manager

B) Hyper-V Manager

C) Active Directory Sites and Services (ADSS)
D) DNS Manager

xiii. What is the purpose of the Group Policy Management Console (GPMC)?

A) To manage virtual networks

B) To configure DHCP scopes

C) To manage Group Policy Objects (GPOs)
D) To oversee server performance

xiv. Which tool is used to configure and manage DHCP scopes and IP address leases?

A) Server Manager

B) DHCP Manager

C) Active Directory Sites and Services (ADSS)
D) Hyper-V Manager

xv. What role does Active Directory Domain Services (AD DS) serve in a server
environment?

A) It manages the replication topology and site configuration.
B) It provides virtual machine management and storage.

C) It handles user authentication and authorization.

D) It manages server roles, features, and performance.

xvi. What is the purpose of server roles in a Windows Server environment?

A) To provide additional features to enhance server capabilities

B) To manage user sessions and server performance

C) To enable the server to perform specific functions for users or other computers
D) To troubleshoot and configure DNS issues

xvii. Which RSAT tool would you use to manage virtual machines and virtual networks?
A) Hyper-V Manager

B) Server Manager

104 | Windows Server Administration — Trainee Manual



C) Remote Desktop Services Manager
D) Group Policy Management Console (GPMC)

xviii. What do server features in Windows Server do?

A) They allow remote management of the server operating system.

B) They provide optional components that enhance server capabilities.
C) They manage the replication and site configuration.

D) They handle user authentication and authorization.

xix. Which RSAT tool provides an overview and management of server roles, features,
status, and performance?

A) Active Directory Sites and Services (ADSS)
B) DNS Manager

C) Server Manager

D) Remote Desktop Services Manager

Question 2. Fill in the Blanks space with the appropriate words. Select from the given
choices

i. A query involves the DNS server handling the entire resolution process and
returning the final result to the client. (Root Hints, Caching, Recursive)

ii. In DNS operations, helps improve performance by storing recently resolved
query results. ( Root Hints, Caching, Recursive)

iii. are lists of IP addresses of root DNS servers used by DNS servers to start the
resolution process.( Root Hints, Caching, Recursive)

iv. An DNS server provides definitive answers for queries about domains it is
responsible for.

V. A file contains DNS resource records such as A, CNAME, and MX records for a
zone.( message, Zone, Authoritative)

vi. The DHCP client starts the process by sending a message to locate available
DHCP servers.( Discover, message, Zone)

vii. The DHCP server confirms the assignment of an IP address and provides additional
configuration settings with a message.( Acknowledgement, Discover, Zone)

viii. The DHCP process begins with the client sendinga message.
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ix. DHCP involves configuring two DHCP servers to share lease information,
allowing one server to take over if the other fails.( Failover, Discover, Acknowledgement)

X. To prevent unauthorized DHCP servers from providing IP addresses, network
administrators use on switches. (Forwarding, Relay, operates, DHCP Snooping)

xi. A DHCP agent forwards DHCP messages between clients and servers when
they are on different subnets. (Forwarding, Relay, operates, DHCP Snooping)

xii. The DHCP relay agent operates by receiving DHCP requests from clients and
them to the appropriate DHCP server.( Forwarding, Relay, operates)

Practical assessment

Bxz Solutions Inc. is a company specializing in providing IT solutions for small and medium
businesses. Located in Rwanda, Eastern area, Bxz Solutions Inc. aims to enhance its network
infrastructure by setting up essential server roles, including Active Directory and various
network services, to improve network management and efficiency.

As an System Administrator hired by Bxz Solutions Inc., you are tasked with the following:

i. Prepare the Windows Server OS Environment
ii. Install and Configure Active Directory
iii. Install and Configure Services and Features.

END
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Indicative contents

2.1 Creation of Users Accounts

2.2 Management of Users Accounts

2.3 Management of User Groups

2.4 Management of Organization Units (OU)
2.5 Assignment of Permission to Users

2.6 Management of Client Machines

Key Competencies for Learning Outcome 2: Manage Users

Knowledge Skills Attitudes
@ Description user #» Creating account s Being problem
account policies s Managing  user solver
s Differentiate user accounts s Having ethical
account levels s Managing  user conduct
@ Description of groups ® Being patience
Group Policy Object s Applying ® Being calm
(GPO) permission to # Working in a
users Team
® Joining client to e Engaging in
the domain Continuous
* Managing GPO Learning.
settings
& Applying
delegation of
control
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Duration: 30hrs

Learning outcome 2 objectives:

“9

By the end of the learning outcome, the trainees will be able to:

1.

W oo N ULk WN

Describe clearly user accounts in windows server

Differentiate properly user account levels used in server

Create properly user accounts in windows server

Manage properly user accounts in windows server

Manage properly the user groups in windows server

Manage properly organization units in windows server

Join properly client to the domain in windows server

Describe clearly Group Policy Object (GPO) used in client machine
Manage properly GPO settings in server machine

10. Apply clearly delegation of control in server machine

11. Assign clearly permissions on user accounts control

12. Manage appropriately client machine based on ICT policies

- ' 7
wResources

Equipment Tools Materials
e Computer o VMWare workstation, e windows
e Server e VMWare ESXI e Internet

e Oracle Virtual Box
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“ Indicative content 2.1: Creation of User Accounts

Duration: 5 hrs

Z ]
O@ Theoretical Activity 2.1.1: Description of user accounts

222
>

}Mn;; T 9;
: Tasks:

1: You are requested to answer the following questions:
a) Define user account and user account policies
b) Differentiate standard and Administrator account
. Write answers on the paper or flipchart
. Present your findings from discussion

2

3

4. Follow trainer on expert view

5. Ask any clarifications to the trainer
6

. Remember to ready more on key reading 2.1.1 in trainee’s manual

e

v Key readings 2.1.1.: Description of user accounts
A user account refers to an individual's account within the Active Directory or local user
database. A user account is created for each user who needs access to the system,
resources, and services.
User: a user is an individual who has been granted access to the system. Users can log in
to the system and perform various tasks, such as running applications, accessing files, and
managing system settings. Each user has a unique username and password that is used to
authenticate their identity and control their access to the system.
User account policies in Windows Server refer to a set of rules and configurations that
govern the security and management of user accounts within a Windows Server
environment. These policies help ensure the confidentiality, integrity, and availability of
resources and data by defining various restrictions and requirements for user accounts.

Account Policies are classified into two categories:

1. Password policies: Password Policies are a set of policies that determine how a
password should be set for an AD user account. it's better to have stronger
password policies to ensure that it is not easy for an attacker to guess the
passwords.

2. Account lockout policies: These policies determine the number of failed login
attempts allowed before an account gets locked out, as well as the duration of the
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lockout period. They help protect against brute-force attacks and unauthorized

access attempts.

Identification of user account level of access

In Windows Server, there are two common levels of user account access: Standard

and Administrator.
1. Standard User Account: A standard user account is a non-administrative account
with limited privileges. Users with standard accounts can perform regular tasks such
as running applications, accessing files and folders, and customizing their own
settings. However, they do not have the authority to make system-wide changes,
install or uninstall software, or modify critical system settings. This level of access is
suitable for everyday users who do not require administrative privileges.

2. Administrator Account: Administrator accounts are special accounts that are

used for making changes to system settings or managing other people's accounts.

They have full access to every setting on the computer. Every computer will have

at least one Administrator account, and if you're the owner you should already

have a password to this account.

&
\! Practical Activity 2.1.2: Creation of user account in windows server

Fum‘fpﬁl

Task:

1. You are requested to go to the computer lab and do the task below individually.

As alearnerin Level 4 software development, you are tasked with managing student accounts
within an Active Directory environment. Your first task is to create a new user account for a
new student. After that, you need to copy an existing student account to create a second
account.

2. Read the key readings 2.1.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.
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Key readings 2.1.2: Creation of user account in windows server

Create New User Account
This Article will show you how to create a user on the Windows Server step by step:

Step 1. Run Server Manager and click on Tools then click on Active Directory Users
and Computers:
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Step 2. Under Local Users and Groups Right click on Users then select New, then click on

User.
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113 | Windows Server Administration — Trainee Manual



Step 3: Fill in User Information.
1. First Name: Enter the user's first name.
2. Last Name: Enter the user's last name.
3. User logon name: Enter the username. You can also choose the logon name
format (e.g., username@domain.com).
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Step 4: Set the Password.

1. Enter the password for the new user in the Password and Confirm password fields.
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Step 5: Complete the Wizard.
1. Review the information you have entered.
2. Click Finish to create the user account.
Copy Account

Copying an account allows you to create a new user account with similar properties to
an existing one.

Steps for copying an account in windows server administration :
Step 1. Right-click on the user account you want to copy and select “Copy”.

Step 2. Fill in the new user account's details such as “First Name”, “Last Name”, and
“User logon name”.

Step 3. Set the Password and Complete: Set the new user's password, and choose the
relevant password options:

User must change password at next logon: Recommended for security.
User cannot change password: Useful for service accounts.
Password never expires: Use cautiously, mainly for service accounts.

P wnNR

Account is disabled: Enable the account later if needed.

Step 5. Click on “Next” and “Finish” to create the copied account.
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Points to Remember

# Description of user accounts:

v A user account refers to an individual's account within the Active Directory or local
user database.

v’ User account policies in Windows Server refer to a set of rules and configurations that
govern the security and management

v’ User account levels are: Standard user account and Administrator Account

To Create New User Account follow the steps bellow:

Run Server Manager and Open Tools.

Under Local Users and Groups Right click on Users
Fill in User Information

Set the Password

vk wnN e

Complete the Wizard

S

( Application of learning 2.1.

Company Named Rwanda Revenue Authority is hiring an IT System Administrator to manage
their Active Directory environment. As part of the assessment, the candidate is required to
complete two tasks within a 1-hour timeframe: Firstly, create a new user account for Eric
Murindwa with the username eric.murindwa and password Kigali@123. Secondly, copy the
Eric Murindwa account to create a new user named Pepe Uwitonze with the username
pepe.uwitonze and the same password. The tasks will perform in 1hour.
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Indicative content 2.2: Management of User Accounts

Duration: Shrs
&
SI Practical Activity 2.2.1: Managing user account
o

Thingt to D{:]

Task:

1. You are requested to go to the computer lab and do the task below individually:

As the system administrator for a medium-sized company, you need to manage the user
account for Kamana in a Windows Server environment. Your tasks include resetting Kamana’s
password, reactivating the account, deactivating it temporarily, and customizing account
parameters.

2. Read the key reading 2.2.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating the steps to perform the task

5. Perform the task on your computer

6. Present the work to the whole class

2
g
Key readings 2.2.1.: Managing user account

Changing user account password

For changing user account password follow these steps bellow:

Step 1: Log in: Connect to your server with the login credentials which direct you to
client area.

Step 2: Changing a password: Click on the windows icon in the lower-left corner,
and search Control Panel.
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Step 3: Under User Account headings, click on Change account type.

Server Manager * Dashboard

Step 4: Click on the user you want to change the password.
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Step 5: Click on Change the password and fill password fields .
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Step 6: Click on Change password

# Remove account
Login to the Windows Server machine using an account with administrative privileges.
Follow these steps to delete a user account on a Windows Server

1. Open ADUC from Server Manager: Open Server Manager> Go to Tools and select
Active Directory Users and Computers.

2. Navigate the Default Container: Expand the domain node and select the Users
container or other relevant containers where users might be located.

3. Find and Delete the User Account: Right-click the user account and click on Delete,
and Confirm the deletion.

s Activate account

When you activate a user account, the assigned user can log on to the network and
access network resources to which the account has permission, such as shared
folders and the Remote Web Access site.

To activate a user account

1. Openthe Windows Server Essentials Dashboard.

119 | Windows Server Administration — Trainee Manual



2. On the navigation bar, click Users.

3. Inthe list view, select the user account that you want to activate.

4. In the <User Account> Tasks pane, click Activate the user account.

5. Inthe confirmation window, click Yes to confirm your action.

# Deactivate a user account

When you deactivate a user account, account access to the server is temporarily
suspended. Because of this, the assigned user cannot use the account to access
network resources such as shared folders or the Remote Web Access site until you

activate the account.

To deactivate a user account

1.

Open the Windows Server Essentials Dashboard.

On the navigation bar, click Users.

In the list view, select the user account that you want to deactivate.
In the <User Account> Tasks pane, click Deactivate the user account.

In the confirmation window, click Yes to confirm your action.

\J
Points to Remember

AN N NN

AN N N

AN

120| Windows Server Administration — Trainee Manual

To Change user account password, follow the following steps:
Login

Changing a password

Under user Account headings, then click on Change account type
Click on the user you want to change the password.

Click on Change the password and fill password fields

Click on Change password.

To remove a user account, follow the steps

Open ADUC from Server Manager

Navigate the Default Container

Find and Delete the User Account

To activate a user account, follow the steps:

Open the Windows Server Essentials Dashboard.

On the navigation bar, click Users.

To deactivate a user account, follow the steps




v" Open the Windows Server Essentials Dashboard.
v On the navigation bar, click Users.

5]

%
Application of learning 2.2.

As the system administrator, you are tasked with managing a single user account for Kamana
in a Windows Server environment. The tasks include resetting Kamana’s password to
Gisenyi@100, reactivating the account, temporarily deactivating it, and customizing account
parameters such as setting logon hours from 8:00 AM to 6:00 PM and and updating the home
directory to \\Server\Home\Kamana.
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‘ Indicative content 2.3: Management of User Groups

Duration: 5 hrs.

@ Theoretical Activity 2.3.1: Description of user groups
R
P

Trings to 96

Tasks:

1. You are requested to answer the following questions:
A. Define term groups in windows server
B. Explain types of user groups in windows server

%g N

T
M= E

2. Write answers on the paper or flipchart
3: Present your findings from discussion
4. Follow trainer on expert view

5. Ask any clarifications if any.

6. Remember to ready more on key reading 2.3.1 in the trainee’s manual.

2 &
‘ Key readings 2.3.1.: Description of user groups

» Creation of group

A group is a collection of user accounts, and possibly other groups, that can be
managed as a single unit.

Groups can be assigned permissions just like users, and all members of the group
automatically receive those permissions.
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Groups can be useful for the separation of users, allowing you the ability to manage
access to certain files/folders/applications on a group basis both locally and in a
domain environment.

s Types of groups

1. Security Groups: Used to assign permissions to resources. Members of a security
group receive the permissions assigned to the group.

2. Distribution Groups: Used primarily for email distribution lists in environments
like Microsoft Exchange. These groups are not used for assigning security

permissions.
&
»! Practical Activity 2.3.2: Managing user groups
d'ﬁ
e l Task:

1. You are requested to go to the computer lab and do the task below individually:

As trainees in L4SOD, you are tasked with managing user groups within a Windows
Server virtual machine. Your objective is to create a new group named L4SOD, add a
previously created user to this group, and subsequently remove the user. Document
each step of this process by capturing screenshots after creating the group, adding the
user, and removing the user.

2. Read more on key reading 2.3.2 in Trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.

® ¢

&
Key readings 2.3.2: Managing users in group
Creation of group

Steps for creating group in windows server administration:

1. In Server Manager, click on "Tools" and select "Active Directory Users and
Computers."
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2. Right click on domain name, then Select "New" > "Group".
3. In the New Object - Group window, Add Group name(e.g. L4SOD) and select Group
scope: Global, Group type: Security

New Object - Group X

:ﬂ‘ Create In:  Eugene.com/

Group name:
L4sog|

Group name (pre-Windows 2000):

L4S0D
Group scope Group type
' Domain local ® Security
® Global Distribution
' Universal

OK l Cancel

4. Click OK to create the group.

» Adding users in groups
Add User (Kamana Andre) to the Group(L4SOD) through the following steps:

1. In Server Manager, click on "Tools" and select "Active Directory Users and
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Computers."

2. Right-click on User (Kamana Andre) and select "Properties."
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3. In the User (Kamana Andre) Properties window, go to the "Member Of" tab.

4. Click on "Add."
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5. In the Select Groups window: Type L4SOD in the "Enter the object names to select" field.
Click "Check Names" to resolve the group name. Once the name resolves, click OK.
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7. Click Apply and then OK to save the changes.

8. To Verify Right-click on the L4SOD group, select "Properties," and go to the
"Members" tab. Ensure that User (Kamana Andre) is listed as a member of the group.

» Removing users from group
If you need to remove User (Kamana Andre) from the L4SOD group:

1. In the Active Directory Users and Computers window, right-click on the L4SOD group.
Select "Properties"

2. Go to the "Members" tab.

3. Select User (Kamana Andre) from the list of members.
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4. Click "Remove".

» Winwkoon Seveey M1

5. Click OK to save the changes.

\J
Points to Remember

» Description of user groups

v" A group is a collection of Active Directory objects. The group can include users,
computers, other groups and other AD objects.
v' Types of groups in windows server are: Security Groups and Distribution Groups

» To Manage users in group, follow the following steps:

v' In Server Manager, click on "Tools" and select "Active Directory Users and
Computers."

v’ Right click on click on domain name then Select "New" > "Group".

v" In the New Object - Group window: type Group name, Group scope: Global, Group
type: Security.
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{9} Application of learning 2.3.

Company Rwanda TVT Board (RTB), dedicated to promoting quality education in technical and
vocational training from levels one (1) to five (5), RTB is hiring an IT System Administrator. As
part of the assessment, the IT System Administrator must complete the following tasks within
1 hour: Create a new group named students in Active Directory. Then, add the users Eric
Murindwa and Pepe Uwitonze to the students group. Finally, remove Eric Murindwa from
the students group. These tasks will demonstrate the IT System Administrator's ability to
manage group memberships and use Active Directory tools effectively.
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| Indicative content 2.4: Management of Organization Units (OU)

Duration: 5hrs

&
5‘1 Practical Activity 2.4.1: Creation of Organization Units

>
Thingt mDn‘]

Task:

1: You are requested to go to the computer lab and do the task below individually:

You are L4 SOD trainees, your school is expanding its IT infrastructure. As part of this
expansion, you need to organize users into specific Organizational Units (OUs) for better
management and security. You have been tasked with creating an OU named “OU-
Department”, adding created user kamana Andre to this OU, and then removing kamana
from this OU. Document each step with screenshots.

2. Read key reading 2.4.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.

30

o
Key readings 2.4.1 Creation of Organization Units

Organizational Units (OUs) are Active Directory containers that can contain users,
groups, computers, and other Ous.

An OU is a container within a Microsoft Windows Active Directory (AD) domain that
can hold users, groups and computers and other organizational units. It is the
smallest unit to which an administrator can assign Group Policy settings or account
permissions.

An AD organizational unit can have multiple OUs within it, but all attributes within
the containing OU must be unique. Active Directory OUs cannot contain objects
from other domains.

OUs are used to:
1. Represent your organization hierarchically and logically
2. Manage a collection of objects in a consistent way

3. Delegate permissions to administer groups of objects
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4. Apply policies
* Creation of an Organizational Unit (OU):
1. Open Server manger> Tools > Active Directory users and computers >

2. In the ADUC console, right-click on the domain name (e.g., Eugene.com) in the left
pane.

3. Select New > Organizational Unit from the context menu.

4. In the dialog box, name the OU (e.g. OU-Department).

5. Optionally, check the box for "Protect container from accidental deletion" to
prevent accidental removal.

6. Click OK to create the OU.

# Adding Users in OU

Step 1: Navigate to the location where the user’s name (e.g. Kamana Andre) is stored
in ADUC

Step 2: Right-click on user (Kamana Andre) and select Move.

Step 3: In the Move dialog box, browse to and select the newly created organization
unit (OU-Department).

Step 4: Click OK to move user (Kamana Andre) to the OU.

# Remove the User from the Organizational Unit (OU)

Step 1: Navigate to organization unit (OU-Department) in ADUC.
Step 2: Right-click on user (Kamana Andre) and click on Remove.

Step 3: In the Remove dialog box, select the container where you want to move user
(Kamana Andre)

Step 4: Click OK to remove user (Kamana Andre) from organization unit (OU-
Department).

\J
Points to Remember

® Creation of Organization Units:

v" In Active Directory Users and Computers, select the top-level organizational unit you
created
v’ Right-click and select New > Organizational Unit.

# To Create user in organization Units follow the following steps:
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v In the ‘Active Directory Users and Computers’ console, navigate to the OU where you
want to create the users.
v Right-click on the OU and select ‘New’ > ‘User’.

5]

( Application of learning 2.4.

RISA has the mission of digitizing the Rwandan society through increased usage of Information
and Communication Technologies and innovation technology as a cross-cutting enabler for
the development of other sectors, spearheading Rwanda's digital and social economic
transformation. As part of the hiring process for an IT System Administrator at RISA, you are
required to complete the following tasks within 1 hour: Create a new Organizational Unit (OU)
named “Training Department”, add the users “Eric Murindwa” and “Pepe Uwitonze” to this
OU, and then remove “Pepe Uwitonze” from the “Training Department” OU.

N.B: Capture screenshots of each step.
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| Indicative content 2.5: Assignment of Permission to Users

Duration: 5hrs

&
sg Practical Activity 2.5.1: Granting and revoking User account permissions

>
T\uv" o 90‘]

Task:

1: You are requested to go to the computer lab and do the task below individually:

In this practical task, you are requested to manage user account permissions for Kamana
Andre within your company's Active Directory, specifically related to the L4SOD group. Your
goal is to grant Kamana Andre full permissions related to the L4SOD group, ensuring he has
comprehensive access. After verifying that Kamana has been granted full permissions, you
will then revoke these permissions to remove his access. Document each step with
screenshots

2. Read key reading 2.5.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.
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2
Key readings 2.5.1: Grant and Revoke Users account permissions

Grant: To grant means to give or provide someone with certain rights, permissions,
or privileges. When you grant permissions to a user or group, you are allowing them
access to specific resources, such as files, folders, or system settings. Granting
permissions typically involves specifying the type and level of access that the user or
group should have.

Revoke: To revoke means to take back or remove previously granted rights,
permissions, or privileges. When you revoke permissions from a user or group, you
are removing their access to specific resources. Revoking permissions is

done when you want to restrict or deny access to certain files, folders, or system

Settings that were previously granted.

Grant Users account permissions

Step 1: Open Active Directory Users and Computers (ADUC): Click on Start menu,
Search for "Active Directory Users and Computers" and click on it to open.

Step 2: Locate the Object (User, Group, or Organizational Unit)

In the ADUC console, expand the appropriate Organizational Unit (OU) where the
object (user, group, or OU) is located.

Find and select the object to which you want to assign permissions.

Step 3: Open Properties of the Object: Right-click on the selected object (e.g., a user,
group, or OU) and click on ""Properties."
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Step 4: Add the User to the Object

# Click"Add..." to open the "Select Users, Computers, Service Accounts, or Groups"
dialog.

Kamana Andre Properties
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s Enter the name of the user you want to assign permissions to in the search field.
# Click "Check Names" to verify the user account.
s Click "OK."
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Step 5: Assign Permissions to the User

#  With the user selected in the "Group or user names" list, check the appropriate
permission boxes in the "Permissions for [User]" section.

7

+» Common permissions include:

1. Full Control: Grants all permissions.

2. Read: Allows the user to read the object's properties.

3. Wirite: Allows the user to modify the object's properties.

4. Modify: Allows the user to make changes without full control.

# After selecting the necessary permissions, click "Apply" and then "OK."
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Step 6: Verify Permissions

SEVICEs SEVICES DEIVICES

# Go back to the "Security" tab and review the permissions assigned to the user.
# Ensure that the user has the correct level of access.

Revoke Users account permissions

Step 1: Open Active Directory Users and Computers (ADUC): Click on Start menu,
Search for "Active Directory Users and Computers" and click on it to open.

Step 2: Locate the Object (User, Group, or Organizational Unit)
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e In the ADUC console, expand the appropriate Organizational Unit (OU) where the
object (user, group, or OU) is located.

# Find and select the object from which you want to revoke permissions.

Step 3: Open Properties of the Object: Right-click on the selected object (e.g., a user, group,
or OU) and select "Properties."

# Navigate to the "Security" tab.

Step 4: Revoke the User's Permissions

# |n the "Group or user names" list, select the user whose permissions you want to
revoke.

# Uncheck the boxes for the permissions you want to revoke (e.g. Full Control, Read,
and Write).

Step 5: After modifying or removing permissions, click "Apply" and then "OK."

Step 6: Go back to the "Security" tab and review the list to ensure the user's permissions
have been correctly revoked.

» Change remote account permission for a user account

To change the remote account permissions for a user account in Active Directory, follow
these steps:

Step 1: Open Active Directory Users and Computers (ADUC)

& Click on Start menu, Search for "Active Directory Users and Computers" and click on
it to open.

Step 2: Locate the User Account

#In the ADUC console, expand the appropriate Organizational Unit (OU) where the user
account is located.
» Find and select the user account for which you want to change remote permissions.

Step 3: Open Properties of the User Account

. Right-click on the user account and select "Properties."
. Navigate to the "Security" tab.

Step 4: Modify Remote Account Permissions

. In the "Group or user names" list, ensure that the user or group that
needs remote access is listed. If the user or group is not listed, click "Add." to
include

° Once the correct user or group is selected, check or uncheck the relevant
permission boxes.
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+» Common permissions for remote access might include:
1. Remote Desktop Users: Allows the user to log in remotely via Remote

Desktop.
2. Allow log on through Remote Desktop Services: Ensures that the user can

access the system remotely.
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Step 5: After selecting or modifying the permissions, click "Apply" and then "OK."
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Step 6: Go back to the "Security" tab or check the "Remote Desktop Users" group to ensure
the user's permissions have been correctly modified.
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Points to Remember

Granting and revoking User account permissions:

Grant: To grant means to give or provide someone with certain rights, permissions, or

privileges.

Revoke: To revoke means to take back or remove previously granted rights, permissions, or

privileges.

a. Grant Users account permissions steps:

v
v
v

v

Open Active Directory Users and Computers (ADUC) from the Start menu.

Locate and select the desired object (user, group, or OU) in the ADUC console.
Right-click the object, go to "Properties," and under the "Security" tab, click "Add" to
find the user.

Assign the necessary permissions to the user, apply changes, and verify the
permissions.

b. Revoke Users account permissions steps:

v
v
v
v

Open Active Directory Users and Computers (ADUC) from the Start menu.
Locate the user, group, or Organizational Unit (OU) and open its properties.
In the "Security" tab, select the user and uncheck the permissions to revoke.
Click "Apply" and "OK," then review to ensure permissions are removed.

c. Change remote account permission for a user account

v

v

Open Active Directory Users and Computers (ADUC), locate and right-click the user
account, then select Properties.

Go to the Security tab and check if the user or group needing remote access is listed;
if not, click Add to include them.

Modify the permissions by checking or unchecking relevant boxes like Remote
Desktop Users or Allow log on through Remote Desktop Services.

Click Apply, then OK, and verify the changes in the Security tab or the Remote
Desktop Users group.
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| Indicative content 2.6 Management of client machines

Duration: 5hrs

&
SI Practical Activity 2.6.1: Joining a client computer to the domain

>
.r\uvn an]

Task:

1. You are requested to go to the computer lab and do the task below individually:

As trainees, you practice key tasks related to managing client machines, including changing
the computer name to your family name, establishing connectivity between a client and
server, and changing the client’s membership from a Workgroup to a Domain.

2. Read the key reading on Practical Activity 2.6.1

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.

2
(g
Key readings 2.6.1: Joining a client computer to the domain

How to join a client to domain

' &
Computer Name/Domain Changes

0 Welcome to the howtogeek.local domain,

7 il

We have shown you how to install Active Directory on your network, but it’s
pointless to have a DomainController unless you add your machines to the Domain,

so today we’re going to cover how to do that.

Adding a Computer to an Active Directory Domain is not hard by any means, but there
are 3 things you should always remember:
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Rename the machine to a user friendly, recognizable name before adding it

to the Domain.
Make sure your DNS settings are pointing to the correct DNS Server for the

domain.

3. You have to have access to a Domain account that is part of the Domain

Admins security group.

Joining a client to a Domain

1. Open Computer and click on the System Properties button.

I WM IR QI RSP T

2.Now click on the advanced system settings link on the left-hand side
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- = 1
@v.{;? » Control Panel » System and Security » System v [49 [ Search Controt arel o
Control Panel Home oL
& View basic information about your computer
% Device Manager Windows edition
% Remote settings Windows 7 Utimate

% System protection Copyright © 2009 Microsoft Corporation. Al nights reserved.

& Aguanced yitemctingy Service Pack1
\_‘I

System
Rating: m Windows Expenence Index
Processon Intel{R) Core(TM) 7 CPU 930 @ 280GHz 2.80 GHz
Installed memory (RAM): 100 GB
System type: 64-brt Cperating System
Spezlso Pen and Touch: No Pen or Touch Input is availabte for this Display N
Action Centes . .
Computer name, domain, and workgroup settings
Wl ¢ WIN-IMKQZEFEEPT o
omputer name: - Change settings
Performance Information and i ’ o
Tools Full computer name: WIN-IMKQ2BFEBPT
Computer description: >

3.When the advanced system settings open, switch to the computer name tab.

I System Properties b M

| Computer Name | Hardware | Advanced | System Protection | Remote |

&' Windows uses the following irformation to identify your computer
= onthe network.

Computer descrption: |
For example "Ktchen Computer” or “Mary's
Computer™.

Full computer name: WIN-TMKQ2BFEBP7

Workgroup: WORKGROUP

To use a wizard to join 3 domain or workgroup, cick
; D Network 1D...

To rename this computer or change its domain or Change...

4.Click on the change button, from here you can change your Computers
Name to a more friendly name.
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7 ™
Computer Name/Domain Changes ﬂ

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
WIN-TMKQ2BFEBP7

Full computer name:
WIN-TMKQ2BFEBP7

Member of
© Domain:
@ Workgroup:
WORKGROUP
\.
[ Computer Name/Domain Changes ﬂ\

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
HTG-Win7Uttimate)

Full computer name:
HTG-Win7Uttimate

Member of
©) Domain:

@ Workgroup:
WORKGROUP

[ ok ][ cancel

5.Now switch the radio button, in the bottom section, from Workgroup to Domain.
This will make the text boxbecome available.
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s = A
Computer Name/Domain Changes E

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Moare information

Computer name:
HTG-Win7Ultimate

Full computer name:
HTG-Win7Ultimate

Member of
© Domain:

() Workgroup:
| WORKGROUP

6.Now type in the name of your domain, ours is howtogeek.local, but yours will be
whatever you made it whenyou set up Active Directory

Computer Name/Domain Changes &

You can change the name and the membership of this

Computer name:
HTG-Win7Ultimate

Full computer name:
HTG-Win7Ultimate

Member of
© Domain:
howtogeek local
() Workgroup:
| WORKGROUP

[ ok ][ cancel |

When you hit enter, or click ok, you will be asked for the user name and password of a
Domain Admin user account.
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e ™y
Windows Security @

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

—’ | Mser name ‘
‘ | Password ’

Domain: howtogeek.local

L 0K J{ Cancel ]

If you specify the correct credentials, you will be welcomed to the Domain. (Lee, 2024)

"
Computer Name/Domain Changes L-_gh_dr

(0) Welcome to the howtogeek.local domain.

o]

o

Practical Activity 2.6.2: Implementation of delegation of control

I
Tm\a'ﬂo‘\

Task

1. You are requested to go to the computer lab and do the task below individually:

"As a system administrator, use the Delegation of Control Wizard to assign Kamana from the
‘HelpDesk’ group permissions to create, delete, and manage user accounts, as well as reset
user passwords and force password changes at the next logon. Ensure that these permissions
are limited to the specified organizational unit (OU). Document the steps and permissions
configured."

2. Read key reading 2.6.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.
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2
Key readings 2.6.2: Implementation of delegation of control

In this article we’ll learn the steps to delegate control in Active Directory Users
and Computers. In Organizations, delegate control is given to the help-desk
representative to perform the tasks of reset password,add computer or server in
domain, create new user, etc. In a domain, domain administrator is a user who can
perform all operations and tasks related to domain and Active Directory. Domain
Administrator is a member of Domain Admins group and also a user who is not
available 24 x 7 x 365. So, the question is when the domain administrator is not
available then who will manage the Active Directory.

First option is that, we will add any other user into the Domain Admins group. This
would assign Domain Admin permissions to the newly added user, these rights
are sufficient to perform any domain level changein the environment. But do you
really want to give keys of kingdom to anyone? In my opinion, this is notthe right
way of delegating control.

There is another option of Delegate Control using Active Directory Users and
Computers, through whichwe can deploy customized access and permissions for
the domain users. Through this, users can perform thetasks that Administrator is
designated to perform.

Steps to Delegate Control to Domain Users

We’'ll create group of users, to whom we’ll delegate rights to manage user accounts.

It is recommended todelegate access to groups instead of delegating permissions to

an individual user.

1. Open Active Directory Users and Computers, right click on an Organizational Unit

(Sales) on which wehave to delegate control and then click on “New” and click on

Group to create a new group.
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| File Action View Help
, W o i e B oA e a
e zE 40 XE = B 88
i :—:I Active Directory Users and Computers [DC01.ITIngredients.com]
b | Saved Queries
4 Z3 Mingredients.com

b [ Builtin

p | Computers

b & Demain Controllers

b [ 1 ForeignSecurityPrincipals

b =1 Managzd Service Accounts

b 2] Purchase

b l%%z Delegate Control...
Move...
Find..
 New » ' Computer
AT »  Contact
View >

2.0n New Object-Group console, enter the group name, select Global and Security
options from the given options in group scope and group type respectively. Click
on ok. In this example, we will create a group naming

% Createin: ITIngredients.com/

Group name:
[ |

Group name {pre-Windows 2000):

-,

=2 === Spor gy 35 - =

Group scope Group type
) Domain local (®) Security
(® Global () Distribution
O Universal

Helpdesk.
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3. Right click on the group (Helpdesk) and click on Properties to open the properties
console to modify various group settings.

File Action View Help

e 2 +0|XE =2 B e us.:n?aa

] Active Directory Users and Computers [DCO1.I|| Name
p | Saved Queries
4 33 ITingredients.com 2 tuot Aid taa graup.
b - Builtin TIr1clree] Sz 1M°"°
p | Computers == Bt 3tu03 + A Coand Mail
[ ff_‘_i| Domain Controllers & u0d All Tasks .
p | ForeignSecurityPrincipals ‘!’ 05
b | Managed Service Accounts & tuls Cut
p 5] Purchase Delete
i % lS::rss Rename

4. On Group Properties console, under members tab click on Add to add users into
this group. Verify all theadded users. Now, these users are the group members of
Helpdesk group.
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General | Members | Member Of | Managed By |

Members:

Name Active Directory Domain Services Folder
&. tul1 ITingredients.com./Sales

& tul2 ITingredients.com./Sales

5. Right click on the Organizational Unit (Sales) and click on Delegate Control to
delegate the customized permissions to the user or a group of users. This wizard will
only delegate access for Sales OU and not for other OUs.

Fie Action Vlew Help

e 20 40/ XE &= |

i 3 Active Directory Users and Computers [DCO1.1
b i Saved Queries
4 33 Mingredients.com
b [ Builtin
1j Computers
i [> ’L..g DczmamControH::r WA AL
g_j Fo:ergnSecuntyPrincnpabs I
b [ Managed Service Accounts
p &) Purchase

(55 Sale=l— ——
5 Move..,
Find...
New 2
Al Tasks v
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6. On the “Delegation of Control Wizard” we can see the relevance of delegate

control. We can grant users permission to manage users, computers, groups, OU

and other objects of AD Users and Computers. Click on Next
to continue.

Users or Groups &

Delegation of Control Wizard -
Select one or more users or groups to whom you want to delegate control. i ‘)\
4

Selected users and aroups:
$2, Helpdesk {(ITINGREDIENTS \Helpdesk)

Add.. || Remove

<Back | Net> | | Cancel

7. In users and groups console, click on Add to add the group. Here, we have
added Helpdesk group so thatwe can assign permissions to the group members.
Click on next to continue.

8. In Tasks to Delegate console, select “delegate the following common tasks” and
select permissions from the given tasks. Or select the “Create a custom task to
delegate” to give custom permissions to the users otherthan the above permissions.
Click on Next to continue. For this example, we’ll delegate control for “create, delete
and manage user accounts” and “Reset user passwords and force password change

at next logon”.
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Tasks to Delegate
You can select common tasks or customize your own.

(®) Delegate the following common tasks:

“

[¥] Reset user passwords and force password change at next logon
[T] Read all user information

[ Modify the membership of a aroup

(] Join & computer torthe domair

1 [} Manage Grou‘p,.Policy firks <

D' Generate Resultant Set of Policy {Planning)

< m

L

() Create a custom task to delegate

[ <Back ||

9. On the “Completing the Delegation of Control Wizard” verify the selected options on
previous consoles and Click on Finishto close the console.

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Control
wizard.

You chose to delegate control of objects [A]
in the following Active Directory folder:

|Tingredients.com/

Lev el ey rlpe £ s
The grobps, users ‘or complters fo whichyou,/ | |
have given control are:

Helpdesk (ITINGREDIENTS \Helpdesk) —-
You chose to delegate the following tasks:

To close this wizard, click Finish.

<Back || Fmsh | [ Cancel | | Hep |

Conclusion:

Delegate access would enable set of users to perform the tasks that are normally
performed by Domain Admins.

It would only restrict the user to the OU on which rights are delegated.
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(ﬁ’r% Theoretical Activity 2.6.3: Description of Group Policy Object (GPO)

"..m;mﬂ Tasks:

1. You are requested to answer the following questions:

iv.
V.

Compare term Group policy and Group Policy Object (GPO)
Describe 3 types of Group Policy Object

Discuss on the following Hierarchy finds on Group Policy Object:
a) Local

b) Site

c) Domain

d) OU

What is group Policy Template (GPT)?

Where group policy template stored?

2. Write answers on the paper or flipchart

3: Present your findings from discussion

4. Follow trainer on expert view

5. Ask any clarifications if any.

6 Remember to ready more on key reading 2.6.3 in the trainee’s manual

30

o
Key readings 2.6.3: Description of Group Policy Object (GPO)
What is a GPO?

Group Policy is a tool that allows you to specify managed configurations for users and
computers through Group Policy settingsand Group Policy Preferences.

Local Group Policy Editor is used to configure Group PolicySettings that affect only
local computer or user.

GPO is managed in ADDS environment through the Group Policy Management
Console (GPMC).

GPO types
There are three types of GPO:

1. Local Group Policy Objects: Refers to the collection of group policysettings that
only apply to the local computer and to the users who log on to that computer. Local
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GPOs are used when policy settings need toapply to a single Windows computer or
user. Local GPOs exist by default on all Windows computers.

2. Non-local Group Policy Objects: Is used when policy settings have to apply to one
or more Windows computers or users. Non-local GPOs apply to Windows computers
or users once they’re linked to Active Directory objects, such as sites, domains or
organizational units.

3. Starter Group Policy Objects: Introduced in Windows Server 2008,starter GPOs are
templates for Group Policy settings. These objects enable an administrator to create
and have a pre-configured group of settings that represent a baseline for any future
policy to be created.

A starter GPO is a type of nonlocal group policy object that's used as atemplate when
creating a new GPO within ADDS. Starter GPOs can be used when an organization has
a requirement that certain mandatory settings should always be in place. Having a
starter GPO would then ensure that as each GPO is created, the mandatory settings
are already pre-populated within it. This helps to save time for administrators.

Because they're used as templates, Starter GPOs can't be linked to ADDS objects like
nonlocal GPOs. The amount of starter GPOs that canbe used within ADDS is unlimited.
However, only one Starter GPO can apply to a group policy object.

GPOHierarchy/Precedence

Precedence in group policy, like the name suggests, simply refers to the order or rank
that policy applies.

Group Policy objects are applied in a hierarchical manner, and often multiple Group
Policy objects are combined together to form the effective policy. Local Group Policy
objects are applied first, followed by site level, domain level, and organizational unit
level Group Policy objects.

Group policy is processed in the following order:

Local GPO (least important)

Site

Domain

Organization unit; sub-Organization Unit

vk wnN e

Enforcement GPO is applied to domain (most important)

153 | Windows Server Administration — Trainee Manual



GPO Order of Precedence

The group policy that is processed first has the least precedence. The one
that is processed last has the most as shown in the following figure.

Nonlocal Group Policy linked at

, elr/ ] the OU

»
r Fl Nonlocal Group Policy linked at
'c' | I the Domain

Nonlocal Group Policy linked at
the Site

Local Group Policy

&
$ 3
5
)
n
| ©@

The group policy that is processed first has the least precedence. The one
that is processed last has the mostas shown in the above figure.

GPO Hierarchy are:

1. Local: GPOs that are applied to the computer's local policy for eachuser; Local is
applied since nothing else is configured.

2. Site: GPOs that are applied to the site of which the computer is a member.
3. Domain: GPOs that are applied to the domain of which the computeris a member

4. OUs: GPOs that are applied to the OUs on which the computer isplaced

N.B The last GPO to be applied win

Regardless of whether the computer for which GPOs are applied is or isnot a member
of the domain, we encounter the following two ways to apply GPOs:

v' Non-domain computer: The computer on which the GPO is applied locally

v/ Domain computer: The computer on which the GPO is applied through Active
Directory

e Group Policy Template (GPT)
The Group Policy template (GPT) is a file system folder that includes policy data
specified by .adm files, security settings, script files, and information about
applications that are available for installation.
The GPT is located in the system volume folder (SysVol) in the domain \Policies
subfolder.
The Group Policy template is a collection of files that is stored in the SYSVOL of each
domain controller.
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» ! Practical Activity 2.6.4: Managing GPO settings

>
}'mlub“

Task:

1: You are requested to answer the following activity individually:

As Level 4 trainees, you are tasked with managing Group Policy Objects (GPOs) in a Windows
Server environment. Your goal is to create and configure a GPO named "Student-GPO", utilize
the Group Policy Editor, and manage user settings through the Group Policy Management
Console (GPMC).

2. Read the key readings 2.6.4 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task
5. Perform the task on your computer

6. Present your work to the trainer and whole class.

i
Key readings 2.6.4: Managing GPO settings

e CreateGPO

GPOs are applied recursively, and this means that the settings will also be applied to
all sub-OUs beneath the original OU the GPO was applied to.

1. To start Group Policy, you need to click Tools > Group Policy Management within
Server Manager.

[ DErverManager

Server Manager * Dashboard
Actwe Directory Adminstrative Cenfier
Acswe Directory Domairs 2nd Tnusts

WELCOME TO SERVER MANAGER

Acsve Direcioey Modiule for Windows PowerShell

=
B Llocal Server i | Acsve Directory Set=s and Senices
-E All Sarvers - . Aciwe Directory Users and Computers
i@ ADDS S feeimt A
D DS
T Seun
Component Senaces
DINS URCK START
F —

[}
=
2 A Competer Management
B Fe and Sto Coaseron £ RO0MmMeSssndie £ )
SR Defragment and Optimize Drives
1 or carup Disk Cleamup
FJL o
WHAFS &Y . )
LEARN MORE
ODBC Data Sources 325t}
CDEC Data Sources [64-o4t)

ROLES AND SERVER GROUPS

Berformance Mongor
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2. Once the console loads, you will need to expand the Forest Eugene.com by clicking
the arrow. Now you see Domains, Sites, Group Policy Modeling and Group Policy Results.
Domain: Folder contains all the domains that are underneath the forest
Sites: Folder contains all your sites that you may have configured through Active
Directory Sites and Services, in short, this is used when you have servers that are
physically in a different location
Group Policy Modeling and Group Policy Results: are both tools that can be used to
troubleshoot any Group Policy issues that may arise.

Group policy management console

m WELCOME TO SERVER MANAGER
Local Seeve 4 Group Policy Manegeman - =]
& File  Action  View Window Hale
o= =) s H
2 Gecop Pukey Menagement | Group Policy Management
v 1\ Fermt Eugenecem -

= B H-I8

& Group Pelicy Management | Default Domain Policy

v { Foress Eugene.com

Scope  Detafs  Setegy  Delsgetion
Links

Diplay Srkca in thiy ocsten

v dh Demaing
Lugere com

The fcllcmryg stus domars. and OUs am bekoed 4o Pas GPO

Locanon Endarved Lk Enatves Fatt

F3 Euvgere con o Yex

4 shared_GPO

4. Brech
loman Contro
4. IPRC_MUSANTZE
PROMUSANZE
. MUSANZE_TECH
epartment

ner x AL ,
Al . | The ssttrigs in this GFO cam only spply 10 the following grouss. usees, wnd cormpetens
Group Polcy OF

v YW Filtens taree

2 Starter GPOu B Auherscated Users
W Stes
& Group Poicy Modeling

Growp PoAcy Resuts

Ad3 Rarove

Under Eugene.com

e domain Default Domain Policy GPO: group policy created automatically when
a new domain is created. Since it is directly underneath the domain, it will be
applied to all the Active Directory objects beneath the root of the domain.
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e The Group Policy Objects folder contains ALL the GPOs that are inside this domain
whether they are in use or not.

e WMI Filters allow you to add specific rules of when a specific GPO should be applied
or not.

For example, you could only apply a particular GPO if the computer is using an
operating system of Windows 7 or newer.

The Starter GPOs folder is used when you want to import or export GPOs for distribution
to other environments.

GPOs are often used in a modular sense, meaning that an administrator might create
several GPOs, and apply them to OUs as needed. For example, you could create a GPO
that installs Adobe Flash Player, and apply the GPO to all the OUs that contain computers
which would need Adobe Flash Player installed. Or you could create a GPO that prevents
users from launching Internet Explorer, and you could link

that GPO to all the OUs where you don’t want the users to launch Internet Explorer.

Creating a GPO is very similar to creating a user account or organizational unit in Active
Directory.

You simply need to right-click on a domain or OU and choose Create a GPO in this
domain, and Link it her.

Creating GPO

- ' - -

L File Action View Window Help
@ |nmE B(XE | H 6

&, Group Policy Management OU-Department
~ _E\. Forest: Eugene.com
~ [55 Domains -

~ 3 Eugene.com Link Crder GPO

= audit folder

-[ Default Domain

[ eugGPO

:/ hiding cloock

- Mewl

[ shared GPO
Btech

~ Demain Contro

1 IPRC_MUSANZE

| IPRCMUSANZE

| MUSANMZE_TECH

| OU-Dernartmand

| RP ‘ ;reate a GPO in this domain, and Link it hb
o] TEST ink an Existing GPO... —

=t Grou
?‘\."‘n"Ml
] Starte

[ Sites Group Policy Modeling Wizard...
sei Group Policy

Linked Group Policy Objects | Group Policy Inheritance  Delegation

) [l [ [l [
&l g

Block Inheritance

Group Policy Update...

a MNew Organizational Unit
= Group Policy

View ¥
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2L Group Policy Management OU-Department

v 5\:\' F?rest: Eusene.com Linked Group Policy Objects  Group Policy Inheritance  Delegation
w |55 Domains

v 3 Eugenecom Link Order GPO
,._’ audit folder
s/ Default Domain
s eugGPO
,._’ hiding cloock
[ Newl
" shared_GPO
Btech
| Domain Contro
" IPRC_MUSANZE
| IPRCMUSAMNZE
| MUSAMZE_TECH
| OU-Departmend
| RP
| TEST
"5} Group Policy Ot
7 WMI Filters
] Starter GPOs Cancel
[ Sites
sii Group Policy Modeling

£l
E

New GPO X
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1+ Group Policy Results

2. Using the GPO Editor

Step 1: After creating the GPO, right-click the newly created GPO under the appropriate
OU in the GPMC.

Step 2: Select "Edit" from the context menu to open the Group Policy Management
Editor (GPO Editor).

Step 3: In the GPO Editor, navigate through the policy settings under Computer
Configuration or User Configuration depending on the policy you want to manage.
Step 4: Make the necessary changes to the policy settings. For example, you can
configure password policies, software installation policies, or security settings.

Step 5: After editing, close the GPO Editor to save your changes.

3. Using GPMC to Manage GPO

Step 1: In the GPMC, you can manage existing GPOs by right-clicking on a GPO and
selecting "Edit," "Delete," "Back Up," or other management options.

Step 2: You can also "Link an Existing GPO" to other OUs or domains by right-clicking
the desired OU or domain and selecting "Link an Existing GPO...".

Step 3: Use the "Group Policy Results" and "Group Policy Modeling" features in GPMC
to simulate and analyze the impact of GPOs on specific users or computers.

Step 4: Monitor GPO status and replication by using the "Status" tab in the GPMC, which
provides information on the GPO's deployment and status.
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Points to Remember

¢ Joining a client to a Domain follow the following steps:

v
v

v
v
v

Open System Properties on the computer and click Advanced system settings.
Under the Computer Name tab, click Change and update the computer's name if
needed.

Switch from Workgroup to Domain and enter your domain name.

Enter the Domain Admin username and password when prompted.

If the credentials are correct, you'll be welcomed to the domain.

¢ Implementation of Delegation of control

v

v

v

Open Active Directory Users and Computers, right-click on the Organizational Unit
(OU) (e.g: Sales) and create a new group (e.g: Helpdesk) by selecting New > Group.
Set the group scope to Global and type to Security, then add users to the group
through the Properties console.

Right-click the OU (Sales) again and select Delegate Control to launch the wizard.

¢ Description of Group Policy Object (GPO)

v

v

v

Group Policy is a tool used by system administrators to quickly and easily make
configuration changes to users and computers within Active Directory.

Group Policy works by applying GPO (Group Policy Objects) to the OU structure you
have created in Active Directory

A Group Policy Object contains configuration settings for both users and computers.
When a GPO is applied to an OU, the settings configured in the GPO are applied the
users and computers that are within the OU.

e There are three types of GPO:

v

v

<

Local Group Policy Objects. Refers to the collection of group policy settings that only
apply to the local computer and to the users who log on to that computer.

Non-local Group Policy Objects. Is used when policy settings have to apply to on or
more Windows computers or users.

Starter Group Policy Objects. A starter GPO is a type of nonlocal group policy object
that's used as a template when creating a new GPO within ADDS.

GPO Hierarchy/Precedence: Precedence in group policy, like the name suggests,
simply refers to the order or rank that policy applies.

Local: GPOs that are applied to the computer's local policy for each user; Local is
applied since nothing else is configured.

Site: GPOs that are applied to the site of which the computer is a member.

Domain: GPOs that are applied to the domain of which the computer is a member
OUs: GPOs that are applied to the OUs on which the computer is placed
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e Manage GPO settings
Steps to Create a Group Policy Object (GPO):
v" Open Group Policy Management and navigate to the desired container (site, domain, or
Oou).
Right-click the container, select "Create a GPO in this domain," and name the GPO.
Click OK, then right-click the new GPO and select "Edit" to configure the settings.
Close the editor after making your changes.

AN NN

Verify the GPO application using the Group Policy Results tool to ensure it’s linked to the
correct container.
e Using the GPO Editor

v’ After creating the GPO, right-click the newly created GPO under the appropriate OU in the
GPMC.

v’ Select "Edit" from the context menu to open the Group Policy Management Editor (GPO
Editor).

v' In the GPO Editor, navigate through the policy settings under Computer Configuration or
User Configuration depending on the policy you want to manage.

v’ Make the necessary changes to the policy settings. For example, you can configure
password policies, software installation policies, or security settings.

Using GPMC to Manage GPO

v" In the GPMC, you can manage existing GPOs by right-clicking on a GPO and selecting "Edit,"
"Delete," "Back Up," or other management options.

v You can also "Link an Existing GPO" to other OUs or domains by right clicking the desired
OU or domain and selecting "Link an Existing GPO...".

v’ Use the "Group Policy Results" and "Group Policy Modeling" features in GPMC to simulate
and analyze the impact of GPOs on specific users or computers.

v Monitor GPO status and replication by using the "Status" tab in the GPMC, which provides

information on the GPO's deployment and status.
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(ﬁj Application of learning 2.6

FFF Ltd company, located in Gicumbi District, Northern Province, FFF Ltd has a problem that
there no way to manage their client’s machines hence, they need to join a client computer to
domain the access to their system they have recently developed so that all users in the
company will be able to access it from the server in order to manage their client’s machine
and user accounts. As an IT technician, you are hired by FFF Ltd to Create and configure Group
Policy Objects (GPOs) in server that will manage user settings through the Group Policy
Management Console (GPMC).

Tasks:

# To change the client’s membership from a Workgroup to a Domain” DDance”

# To use the Delegation of Control Wizard to assign Kamana from the 'HelpDesk’
group permissions to create, delete, and manage user accounts, as well as reset
user passwords and force password changes at the next logon.

» To create and configure a GPO named "Student-GPO"
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==l Learning outcome 2 end assessment
B:

Written assessment

Question 1. Circle the letter corresponding to the correct answer:
i.  Which of the following is a security group in Windows Server?
a) Distribution Group
b) Global Group
c) Universal Group
d) All of the above
ii.  Whatis the purpose of an Organizational Unit (OU) in Active Directory?
a) To group users for email distribution
b) To provide security permissions to objects
c¢) To organize objects hierarchically and logically
d) To create a backup of Active Directory
iii.  Which of the following is not a common user account permission in Active Directory?
a) Full Control
b) Modify
¢) Read and Write
d) Administrator
iv.  What is the default user account type created when a new user is added to Active
Directory?
a) Administrator
b) Standard User
c) Guest
d) Domain User
Question 2: Read the following statement related to carry out finishing activity and Answer
following questions by using True or False
1. The Domain Admins group has full control over all objects in an Active Directory
domain.
2. You can create a new user account by copying an existing one.
Question 3. Fill in the Blanks space with the appropriate words. Select from the given

choices
1. A(n) is a collection of user accounts and other objects in Active
Directory.
2. The tab in the user account properties dialog allows you to manage

group memberships.
3. To change a user's password in Active Directory, you need to have
privileges.
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Practical assessment

As the IT Administrator for Special Solutions, you are responsible for effectively managing
user accounts, permissions, and network security. Create new user accounts for Umutoni
Claudine (Sales Department), Kamali Emmanuel (IT Department), and Kanyana Viviane
(Human Resources). Assign appropriate permissions based on their roles: Umutoni Claudine
(access to sales-related systems and data), Kamali Emmanuel (full administrative privileges),
Kanyana Viviane (access to HR systems and employee data). Set strong password policies for
all accounts. Manage existing user accounts by resetting passwords, deactivating/activating
accounts, and updating contact information. Create and manage user groups: "Sales Team"
and "IT Support.” Assign permissions to these groups based on their roles. Organize users into
OUs: Sales, IT, and Human Resources. Move users to their respective OUs and apply specific
policies or settings. Delegate permissions to a help desk technician for password resets and
user account creation/deletion within the "Sales" and "IT" OUs. Ensure proper oversight and
control over delegated permissions. Implement strong password policies, enable account
lockout policies, and regularly review user permissions. Provide user training on proper
password management, security practices, and the use of company systems. Maintain
detailed documentation of all user accounts, permissions, and policies. Regularly audit user
account activity to identify potential security threats and compliance issues. By successfully
completing these tasks, you will demonstrate your ability to effectively manage user
accounts, permissions, and OUs in a dynamic and growing business environment.
END
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WEB SERVER

Configuration, Deploy, Maintain and Troubleshoot
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Indicative contents

3.1 Introduction to Web Servers

3.2 Configure 1IS with Window Server

3.3 Management of 1IS Web Server

3.4 Setting Environment of Developed Web App
3.5 Verify Server Environment Requirement

3.6 Hosting Web App

3.7 Verification of Successfully Hosted Web App

Key Competencies for Learning Outcome 3: Deploy Web Application

Knowledge Skills Attitudes
e Description of web servers | e Applying IIS with web e Being ateam player
e Description of FTP and server e Being creative
HTTPs protocol e Managing IIS web server | e Having attentiveness
e Description web hosting e Setting up environment e Having persistence in
platforms of web app troubleshooting
e Verifying server e Being patient
environment e Being effective in time
e Hosting web app management
e Testing hosted app

Duration: 25hrs

Learning outcome 2 objectives:

“9

By the end of the learning outcome, the trainees will be able to:

1. Describe clearly web servers/hosting platform used in windows server
Describe clearly web servers/hosting platform used in windows server
Describe clearly FTP and HTTPs protocol used in communication
Describe correctly web hosting platforms used for hosting
Set up properly environment of web app in server
Verify clearly server environment used in windows server
Apply properly IIS in windows server to web server
Manage correctly web server for hosting application

WK NOUL e WN

Host correctly a web app in web server via windows server
10. Test clearly hosted app in web server
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“ Resources

Equipment

Tools

Materials

e Computer
e Server

VMWare workstation
VMWare ESXI
Oracle VirtualBox

Widow Server
Internet
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“ Indicative content 3.1: Introduction to Web Servers

Duration: 3hrs

@ ]
O@ Theoretical Activity 3.1.1: Description of web server/hosting platforms
R
™

Twinga o 91

Tasks:

1: You are requested to answer the following questions:
A. Define the term "Web Server”
B. What does "lIS" stand for?
C. Explain the following types of Web Servers/Web Hosting Platforms:
i. 1ISWeb Server
ii. Apache Web Server
iii.  Nginx Web Server
iv. Litespeed Web Server
v.  Apache Tomcat
vi.  Node.js
vii.  Lighttpd
D. Mention the benefits and drawbacks of 1IS
2. Write answers on the paper or flipchart
3: Present your findings from discussion
4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 3.1.1 in the trainee’s manual

@ ‘@’

v Key readings 3.1.1: Description of web server/hosting platforms
A. Definition of key terms
A web server is a computer that hosts web pages, making them accessible online.
A web server is a computer system capable of delivering web content to end users
over the internet via a web browser. It functions by receiving HTTP (Hypertext Transfer
Protocol) requests from clients, processing these requests, and delivering the
requested resources back to the clients. Web servers are fundamental to the
functioning of the World Wide Web, enabling websites and web applications to be
accessible to users globally. Popular web server software includes Apache HTTP
Server, Nginx, Microsoft Internet Information Services (IIS), and others.
B. IIS stands for Internet Information Services
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C. Types of Web Servers/Web hosting Platform

1. lIS (Internet Information Services): Developed by Microsoft, Internet Information
Services (lIS), is a web server designed for hosting web pages on Windows and
Windows Server.

2. Apache HTTP Server: Apache HTTP Server. A free and open-source web server used
for many operating systems, including Windows, Linux, and macOS.

3. Nginx (pronounced "Engine-X"): Initially designed only for HTTP web serving, this
open-source software now also serves as a reverse proxy, HTTP load balancer, and
email proxy. NGINX is known for its speed and ability to handle multiple connections,
making it suitable for high-traffic websites.

4. LiteSpeed Web Server: LiteSpeed is a commercial web server known for its high
performance and scalability. It's designed to be a drop-in replacement for Apache
while offering better performance, especially under high load conditions.

5. Apache Tomcat: Apache Tomcat is an open-source web server and servlet container
developed by the Apache Software Foundation. It's primarily used for deploying Java-
based web applications and servlets.

6. Node.js: Node.js is not a traditional web server like the others listed. Instead, it's a
JavaScript runtime built on Chrome's V8 JavaScript engine. Developers can use Node.js
to build scalable network applications, including web servers, using JavaScript on the
server-side.

7. Lighttpd (pronounced "Lighty"): Lighttpd. A free and open-source web server
software known for its fast data processing with less CPU power. Lighttpd is also
popular for its small memory footprint, allowing the server to handle more requests
while maintaining responsiveness and performance.

D. Explain benefits and drawbacks of 1IS

Some benefits and drawbacks of using Internet Information Services (IIS) in Windows
Server:

® Advantages of IIS:

1. Windows Integration: IIS integrates seamlessly with Windows Server and Active
Directory, providing easy management and strong authentication/authorization
capabilities within a Windows environment.
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2. Ease of Use: It offers a user-friendly GUI, making it accessible even for those who
are not experienced with command-line interfaces. Extensive documentation and
community support further ease the learning process.

3. Security: IS comes with built-in security features like request filtering,
authentication, and SSL certificate support, leveraging Windows security
mechanisms like NTFS permissions for enhanced protection.

4. Scalability: 1IS is scalable and can handle everything from small websites to large
enterprise applications. It supports load balancing and web farms, ensuring high
availability and reliability.

5. Language Support: While optimized for ASP.NET, IIS supports other web
technologies such as PHP, JavaScript, and classic ASP, making it versatile for
various development needs.

6. Management Tools: Administrators can manage IIS servers remotely using IS
Manager, and PowerShell integration allows for automation and scripting,
making server management more efficient.

#» Drawbacks (Disadvantages) of IIS:

1. Windows Dependency: IIS is exclusive to Windows operating systems, which can be
a limitation for organizations using Linux or other non-Windows systems.
Additionally, Windows Server licenses can be costly.

2. Resource Intensive: IIS can be demanding on system resources, particularly when
running alongside other Windows services, potentially impacting performance in
high-traffic environments.

3. Security Risks: Due to its popularity, IIS is a common target for cyberattacks,
necessitating frequent security updates and vigilant configuration to avoid
vulnerabilities.

4. Learning Curve: Despite its user-friendly interface, managing IIS, especially in large-
scale or complex environments, can be challenging for beginners and may require
significant learning.

5. Limited Customization: Compared to open-source web servers like Apache or
Nginx, IS offers fewer third-party modules and plugins, which can limit
customization and flexibility.

6. Compatibility Issues: Some older web applications may not fully support the latest
versions of IIS, leading to compatibility challenges that may require additional effort
to resolve.
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Points to Remember

# Description of web server/hosting platforms:

A. A web server is a computer that hosts web pages, making them accessible online.
B. IS stands for Internet Information Services

s Types of Web Servers/Web hosting Platform are: IIS (Internet Information
Services), Apache HTTP Server: Apache HTTP Server, Nginx (pronounced "Engine-
X"), LiteSpeed Web Server, Apache Tomcat, Node.js, Lighttpd

» Advantages of IS are: Windows Integration, Ease of Use, Security, Scalability and
Language Support

s Drawbacks (Disadvantages) of IIS are: Windows Dependency, Resource Intensive,
Security Risks, Learning Curve, Limited Customization and Compatibility Issues
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' Indicative content 3.2: Configure IIS with Windows Server

Duration: 4hrs

1
S! Practical Activity 3.2.1: Adding Roles and features during IIS configuration

Thingt to fo\

o U1 b W N

™ 4
Task:

1. You are requested to go to the computer lab and do the task below individually.

As trainees in L4 Software Development, you install and configure 1IS and DNS Server on
Windows Server 2022. You enable essential features for IS, including HTTP functionality,
ASP.NET, CGlI, and FTP, and set up the DNS Server role. After installation, you verify the
configurations by checking the IIS Welcome page and the DNS Server setup.

. Read key reading 3.2.1 in trainee’s manual

. Follow explanations and instructions

. Follow trainers while demonstrating how to perform the task
. Perform the task on your computer

. Present your work to the trainer and whole class.

2
g
Key readings 3.2.1: Adding Roles and features during IIS configuration
e Enabling DNS Server

Why would you enable the DNS server when configuring IIS on a Windows Server?

DNS Server Role: DNS is responsible for translating human-friendly domain names
(e.g., www.example.com) into IP addresses that computers use to communicate. If
your IIS server is going to host websites, enabling DNS allows the server to manage its
own domain names or resolve other domain names.

Steps to Enable DNS server in windows server

Step 1. Open Server Manager by clicking on the Start menu, searching for Server
Manager, and selecting it.

Step 2. Choose Installation Type: Select Role-based or feature-based installation and
click Next.
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stepl Select Destination Server: Choose the server where you want to enable
the DNS server, then click Next.
step2 Add DNS Server Role: In the Server Roles section, check the DNS Server
box. If prompted, add any required features. This will allow your server to resolve
domain names and manage DNS zones.
step3 Review and Confirm: After selecting the DNS Server role, review your
choices, and click Install to begin the installation process.
step4d Complete Installation: Wait for the installation to complete, and ensure

there are no errors.
3.2.1.2. Install IIS Role in selected Server
1. Open Server Manager

e Loginand open Server Manager from the Start menu.

2. Add Roles and Features

e C(lick Manage > Add Roles and Features.
e Click Next until you reach the Roles section.

3. Select Server Roles

e Check Web Server (lIS).
e Click Add Features when prompted, then click Next.
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4. Skip Features Selection

e On the Select features page, click Next.

5. Configure IIS Role Services

e Click Next on the Web Server Role (lIS) page.

e Under Role Services:

v' Enable HTTP Features: Default Document, Directory Browsing, HTTP Errors, Static
Content.

Enable ASP.NET: Select ASP.NET version (e.g., ASP.NET 4.8).
Enable CGI Interface: Check CGlI.

Add FTP Feature: Check FTP Service and FTP Extensibility.

AN NN

Enable HTTP Health and Diagnostics: Check HTTP Logging and Request Monitor.

Click Next.

.....
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6. Confirm and Install

» Review selections on the confirmation page and click Install.

» Wait for the installation to complete, then click Close.
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7. Verify IIS Installation

s Open a web browser and navigate to

“http://localhost”
“http://<Server_IP_Address>” to see the IIS Welcome page.

or
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8. Check IIS Features

# Open IIS Manager from Server Manager > Tools.

s Verify the enabled features in 1IS Manager.

i

e DNS is responsible for translating human-friendly domain names into IP addresses that
computers use to communicate.
e Steps to Enable DNS server in windows server
v Open Server Manager
v’ Choose Installation Type
v’ Select Destination Server
v Add DNS Server Role
v’ Review and Confirm
v' Complete Installation
e Steps to Install 1IS Role in selected Server
v Open Server Manager: Log in and open Server Manager from the Start menu.
v Add Roles and Features
v’ Select Server Roles
v' Skip Features Selection > On the Select features page, click Next.
v’ Configure 1IS Role Services: Click Next on the Web Server Role (IIS) page.
v’ Confirm and Install
v’ Verify IIS Installation
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(&} Application of learning 3.2.

FFF Ltd company, located in Gicumbi District, Northern Province, FFF Ltd has a problem that
there no way to configure their IS with windows server hence, they need to install and
configure IIS and DNS Server on Windows Server the access to their system they have recently
developed so that all users in the company will be able to access it from webpage and DNS
server. As an IT technician, you are hired by FFF Ltd to install and configure 1IS and DNS Server
on Windows Server
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' Indicative content 3.3: Management of IIS Web Server

Duration: 4hrs

2 ]
o@ Theoretical Activity 3.3.1: Explanation of handler mapping
AR

Thinga 1o 91

Tasks:

1. You are requested to answer the following questions:
a. Explain handler mapping
b. Discuss on different types of requests
2. Write answers on the paper or flipchart
3. Present your findings from discussion
4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 3.3.1 in the trainee’s manual

&
Key readings 3.3.1: Explanation of handler mapping

A. Handler mapping in Windows Server: Refers to the process of associating specific
actions or handlers with particular types of requests in Internet Information
Services (IIS). In simpler terms, it's like telling the server how to respond to
different types of requests.

B. The types of requests

1. Incoming Request: When a request is made to the server (e.g., a request for a
webpage), the server needs to know how to handle that request.

2. Handler Mapping: is the mechanism by which IIS determines which module or
program should handle a particular type of request. This mapping is usually
based on the file extension or the URL of the request.

3. Mapping Rules: In Windows Server, you can define mapping rules in the IIS
Manager. These rules specify which handler should process requests for specific
file types, directories, or URLs.

4. Choosing the Handler: Once a request comes in, IIS checks its handler mappings
to determine which handler should process the request. This handler could be a
built-in 1IS module, an ISAPI extension, a CGl script, or a custom program.

5. Processing the Request: The chosen handler then processes the request
according to its logic. For example, if the request is for a static HTML file, IS might
use a built-in handler to serve the file directly

6. Sending Response: Finally, the handler generates the appropriate response (e.g.,
HTML content) and sends it back to the client that made the request.
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: \ Tasks:

1. You are requested to answer the following questions:

a.

Explain Connection tasks

b. Discuss on at least three (3) common connection tasks in Windows Server

2. Write answers on the paper or flipchart

3. Present your findings from discussion

4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 3.3.2 in the trainee’s manual

Key readings 3.3.2: Explanation of Connection tasks

Connection tasks in Windows Server typically refer to various activities related
to managing network connections, remote access, and communications within a
network environment. These tasks encompass a range of activities aimed at
configuring, monitoring, and troubleshooting network connections to ensure
smooth operation and security.

Breakdown of some common connection tasks in Windows Server:
1.

Network Configuration: This involves setting up and configuring network
interfaces, IP addresses, subnets, and other network settings on the server.
Remote Access Configuration: Windows Server allows remote access to resources
and services through protocols like Remote Desktop Protocol (RDP), Virtual Private
Network (VPN), or Secure Shell (SSH).

Firewall Configuration: Windows Server includes a built-in firewall that helps
protect the server from unauthorized access and malicious network traffic
Network Monitoring and Troubleshooting: Connection tasks also include
monitoring network performance, identifying bottlenecks or connectivity issues,
and troubleshooting network problems.

DNS Configuration: Domain Name System (DNS) is crucial for translating human-
readable domain names into IP addresses.

Active Directory Integration: In a Windows Server environment, Active Directory
(AD) is used for centralized authentication and management of network resources.
Virtual Networking: With technologies like Hyper-V, Windows Server allows for
virtualization of networking resources, enabling the creation and management of
virtual networks, switches, and network adapters.
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Tasks:

1. You are requested to answer the following questions:
a. Explain in detail the use of FTP protocol
b. Differentiate Authentication and Authorization as two vital information security
2. Write answers on the paper or flipchart
3. Present your findings from discussion
4. Follow trainer on expert view
5. Ask any clarifications if any.
6. Remember to ready more on key reading 3.3.3 in the trainee’s manual

Key readings 3.3.3: Explanation of FTP protocol

A. FTP (File Transfer Protocol) is a standard network protocol used for the transfer
of files between a client and a server on a computer network. In Windows Server,
you can set up an FTP server using the built-in Internet Information Services (lIS)
role.

General overview of how to set up FTP in Windows Server using IIS:

1. Install the FTP Server Role: You can do this through the Server Manager
Go to "Add Roles and Features" and select the FTP Server role.

2. Configure FTP Site: After installing the FTP Server role, you need to configure an
FTP site. Open the Internet Information Services (lIS) Manager, right-click on
"Sites," and select "Add FTP Site." Follow the wizard to specify a site name,
physical path (where files will be stored), and bindings (IP address and port).

3. Specify FTP Authentication: Decide on the authentication method for your FTP
site. You can choose between Anonymous Authentication, Basic Authentication,
or Windows Authentication.

4. Configure Authorization: Determine who has access to your FTP site and what
level of access they have. You can configure authorization rules based on user
accounts or groups.

5. Set Up Firewall Rules: Ensure that the necessary firewall rules are in place to
allow FTP traffic through. This typically involves opening port 21 for control
connections and additional ports for data connections if you're using passive FTP.

6. Test Your FTP Site: Once configured, you can test your FTP site by connecting to
it using an FTP client such as FileZilla or the command-line FTP client built into
Windows.
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7. Monitor and Maintain: Regularly monitor your FTP server for performance,
security, and any potential issues. You may need to adjust settings or apply updates
as necessary.

A. Difference between Authentication and Authorization
Authentication is the process of verifying who a user is, while Authorization is the
process of verifying what they have access to.

@ I~
ﬁ%ﬁl Theoretical Activity 3.3.4: Explanation of Site binding used by HTTP or HTTPS
R

&  brotocols

\'m».l 1088
: Tasks:

1. You are requested to answer the following question:

a. Explain Site binding used by HTTP or HTTPS protocols

2. Write answers on the paper or flipchart

3. Present your findings from discussion

4. Follow trainer on expert view

5. Ask any clarifications if any.

6. Remember to ready more on key reading 3.3.4 in the trainee’s manual

2
V‘("
Key readings 3.3.4: Explanation of Site binding used by HTTP or HTTPS protocols

Site binding is a configuration setting used primarily with Internet Information
Services (11S), which is Microsoft's web server software.

Bindings are a collection of elements that define how your website will be accessed.

1. Domain Name: With HTTP or HTTPS site binding, you can associate each website
hosted on the server with one or more domain names.
IP Address: You can also bind websites to specific IP addresses on the server.

3. Port Number: In addition to IP addresses, you can bind websites to specific port
numbers on the server. By default, HTTP uses port 80, and HTTPS uses port 443.

4. Protocol (HTTP or HTTPS): Site binding allows you to specify whether a website
should handle HTTP requests, HTTPS requests, or both.
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o
s ! Practical Activity 3.3.5: Configuration of site binding of HTTP or HTTPS
Protocols
-

Task:

mena‘
1_._As‘tﬁrainee you are requested to perform the following activity individually:
As trainees in L4 Software Development, you configure site bindings for HTTP or HTTPS
protocols in Windows Server, you typically use Internet Information Services (IIS)
2. Read the key readings 3.3.5 in trainee’s manual
3. Follow explanations and instructions
4. Follow trainers while demonstrating how to perform the task
5. Perform the task on your computer
6. Present your work to the trainer and whole class.

A%

V Key readings 3.3.5: Configuration of site binding of HTTP or HTTPS Protocols
To configure site bindings for HTTP or HTTPS protocols in Windows Server, you
typically use Internet Information Services (lIS).

Here's how you can do it:
1. Open Internet Information Services (1IS) Manager:

e You can open it by searching for "IIS" in the Start menu or by typing inetmgr in the
Run dialog box (Win + R) and pressing Enter.

2. Select Your Website:

» In the Connections pane on the left-hand side, navigate to the site you want to
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configure bindings for, and click on it to select it.

2 B Explore Vab
3 % Start Page . = Edit Permissions...
i . b 4 o
463 WIN-IRFTLKOFTE (BAKA\Ady | | Fte” AT ool . jit Site
d ASP.NET a sl
22& \\“‘/// Basic Settings...
NET NET .NET Error = View Applications

Authorizat... Compilation Pages View Virtiial Ditectories

(9 @ Manage Website @
NET

.NET Trust  Application 2 Restart
Globalization ~ Levels Settings b Start

e S

Connection SMTP E-mail

x [®] Browse %80 (http)
Strings
& Browse baka.com on
Iis A 19216840300 ()
= Va1l X | Advanced Settings...
< w B Features View || 2 Content View lClon:'lgure ©
Ready &

3. Add a Binding:
# In the Actions pane on the right-hand side, click on "Bindings."

# In the Site Bindings window, click "Add..." to add a new binding.

Lo Internet Information Services (lIS) Manager = [=] ==

’@ © |& » WIN-IRFTLFKSFTE » Sites » Default Web Site »

Hast Name Port IP Address Binding Informa...
a0 *
localhost
localhost
08

*

baka.com 192.168.10.3

Ready N

4. Choose Protocol:

» Select either HTTP or HTTPS, depending on your requirements.
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5. Specify IP Address and Port:

443.
Add Site Binding [ [x]]
Type: IP address: Port:
[ http v] (e v| [s0 |
Host name:
Example: www.contoso.com or marketing.contoso.com
0K | | Cancel

e Internet Information Services (IIS) Manager = | =] =
© |€5 » WIN-IRFTLFKOFTE » Sites » Default Web Site » |in @ -
File i .,
Site Bindings T X
C
. Add Site Bindi _j
¢ - Type ng -~
635-1 htp ' Type: IP address: Port:
A--*’_—j net, -
hittp v |AIIUn355|gned v| |SD |
= msm
&
‘ nett https
net.p net.msmmg | —
hittp msmg.formatname
net.tcp s4.com or marketing.contoso.com
net.pipe —
Al =
N — ;| EFesres View & ConttView Contiure .
Ready ﬁ'j

s If you have multiple IP addresses configured on your server, choose the
appropriate one from the drop-down menu. Otherwise, leave it as "All
Unassigned."

s Enter the port number. For HTTP, the default port is 80. For HTTPS, it's usually
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6. Select SSL Certificate (if configuring HTTPS):

If you're configuring an HTTPS binding, you'll need to select an SSL certificate. If
you haven't installed one yet, you'll need to do so before this step.

Add Site Binding (2 x]

Type: IP address: Port:
https v | [192.168.10.3 w |443
Host name:

[ ] Require Server Name Indication

S5L certificate:

Mot selected W Select...

Cancel

7. Host Name (Optional for HTTPS):

If you want to configure host headers, you can specify the host name for the site.
This is optional for HTTP but often required for HTTPS bindings if you're hosting
multiple

websites on the same IP address.
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Add Site Binding [2 ]

Type: IP address: Port:

| http v| [192.168.103 v| [s0 |
Host name:

|I:|aka.cc|m |

Example: www.contoso.com or marketing.contoso.com

oK | | Cancel

8. Apply and OK:
# Click "OK" to save the binding configuration.
9. Restart the Website:

» After adding or modifying bindings, it's a good practice to restart the website to
apply the changes. You can do this by selecting the website in IIS Manager and
then clicking "Restart" in the Actions pane.

- Windons Server

Internet Information Services

Wlernetiie

+ Berwenuto «

£ o NI Werwenido 1oy geksnie

i
LA U cancanrs EVEROIK
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Points to Remember

Explanation of handler mapping

# Handler mapping in Windows Server refers to the process of associating specific
actions or handlers with particular types of requests in Internet Information
Services (lIS).

Explanation Connection tasks

s Connection tasks in Windows Server typically refer to various activities related to
managing network connections, remote access, and communications within a
network environment.

Breakdown of some common connection tasks in Windows Server:

v

AN

v

v

Network Configuration

Remote Access Configuration

Firewall Configuration

Other connection tasks are: Network Monitoring and Troubleshooting, DNS
Configuration, Active Directory Integration, Virtual Networking.

s Explanation FTP protocol

FTP (File Transfer Protocol) is a network protocol used to transfer files between a client
and a server over a TCP/IP network.
Authentication vs Authorization
Authentication is the process of verifying who a user is, while Authorization is the process
of verifying what they have access to.

s Explanation Site binding used by HTTP or HTTPS

v’ Site binding is a configuration setting used primarily with Internet Information Services
(I1S), which is Microsoft's web server software. Here's how it works:

v" Domain Name: With HTTP or HTTPS site binding, you can associate each website
hosted on the server with one or more domain names.

v" IP Address: You can also bind websites to specific IP addresses on the

v’ server.

v" Port Number: By default, HTTP uses port 80, and HTTPS uses port 443. However, you
can configure IIS to listen on alternative ports if needed.

v Protocol (HTTP or HTTPS): Site binding allows you to specify whether a website should
handle HTTP requests, HTTPS requests, or both.

®» To configure site bindings for HTTP or HTTPS protocols in Windows Server (lIS)
follow steps bellow:
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v" Open Internet Information Services (IIS) Manager: You can open it by searching for
"lIS" in the Start menu or by typing inetmgr in the Run dialog box (Win + R) and
pressing Enter.

Select Your Website

Add a Binding

Choose Protocol (HTTP or HTTPs)

Specify IP Address and Port

Select SSL Certificate (if configuring HTTPS)

Host Name (Optional for HTTPS)

Apply and OK

Restart the Website

i

(yj Application of learning 3.3.

D N NI N N NN

FFF Ltd company, located in Gicumbi District, Northern Province, FFF Ltd has a problem that
there no way to configure site binding of HTTP or HTTPS Protocols hence, they need to site
binding of HTTP or HTTPS Protocols in Windows Server the access to their system they have
recently developed so that all users in the company will be able to access it from site. As an
IT technician, you are hired by FFF Ltd to configure site bindings for HTTP or HTTPS protocols
in Windows Server.
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| Indicative content 3.4: Setting Environment of Developed Web App

Duration: 4hrs

e I~
O@ Theoretical Activity 3.4.1: Describing web hosting platforms

222
>

}Mn;; T 9;
: Tasks:

1. You are requested to answer the following questions:

i. How would you define web hosting?

Ii. What are the key differences between free and paid hosting platforms?
provide 4 examples of each type.

iii. What are the key technical requirements for hosting a website that involves
backend functionalities, and what are some examples of popular database
clients that may be needed?

iv. How do the technical requirements differ between hosting a dynamic website
with backend server support and a static website without backend server
needs?

2. Write answers on the paper or flipchart

3: Present your findings from discussion

4. Follow trainer on expert view

5. Ask any clarifications if any.

6. Remember to ready more on key reading 3.4.1 in the trainee’s manual

2
w@‘
Key readings 3.4.1: Describing web hosting platforms

A. Web hosting is an online service that makes your website’s content accessible on
the internet. We have two main hosting platforms:
B. Free hosting Vs Paid hosting
Free hosting: Free hosting is when a web hosting company provides free access to
web domains and hosting. Small businesses, startups, and personal bloggers are the
primary audience for free hosting.
can be a good starting point for small, personal projects with low traffic and limited
budgets. However, it typically comes with ads, limited storage and bandwidth, and
less reliable performance.
Below is a list of examples of host providers that offers free hosting:
1. WordPress.com: WordPress.com offers free hosting with easy-to-use website
building tools. Users can create blogs and basic websites without technical
expertise.
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2. Wix.com: Wix provides a free hosting option with a user-friendly website
builder. It’s known for its drag-and-drop design capabilities.

3. Weebly.com: Weebly offers a free hosting plan that allows users to create
simple websites and online stores using a simple website builder.

4. Blogger.com: Blogger is a free blogging platform by Google. Users can create
and publish blogs with ease.

5. 000WebHost.com: 000WebHost offers free web hosting with no ads. It's
suitable for users looking for a more ad-free experience.

Others are: X10Hosting.com, Bravenet.com, 5GBFree.com, Freehostia.com,
FreeWebHostingArea.com

Paid hosting: Paid hosting is when you pay a fee for a web hosting services
provider to host your website on their dedicated servers.

on the other hand, offers better performance, security, and reliability. It also
provides more customization options, reliable customer support, and the ability
to scale your website as it grows.

The following is a list of examples of popular web hosting providers (paid web
hosting platform): BlueHost, HostGator, Namecheap, InMotion, GoDaddy,
Hostinger, SiteGround, Digital Ocean.

C. Analysis of technical requirements for each hosting platforms:
Requirements of hosting platforms varies according to the website to host; the
technologies used to develop the website, the amount of data to be processed,
the script support required and many more other factors that defines the
compatibility between your created website and your hosting server. If your
website possesses a database, then you will need a host whose server supports
backend functionalities otherwise, database server will not be required.
1. Hosting with backend server
All of the elements required for the website or application to perform as it should
are the backend developer's responsibility. The backend consists of three parts: a
server, an application, and a database.
Depending on the platform selected, the following is a list of popular database
clients as requirements according to your chosen platform.

1. MysQL
Microsoft SQL Server
PostgreSQL
MONGO DB
Oracle
SQlite
PL/SQL

No vk~ wnN
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Dynamic Websites: Requires a server to process requests, manage databases, and
execute backend code.

Requirements: Server hosting for PHP, Node.js, Python, or other backend languages;
database support like MySQL, PostgreSQL.

2. Hosting without backend server
A website which only requires displaying pre-defined data essentially does not
require any back-end logic. These websites are usually called static websites and does
not require backend servers during their hosting processes, therefore the
requirements are minimal: No database server required, disk space is minimal and
load time may increase.
A few examples for such websites could be:

. A website about a company.

. A personal portfolio.

. An events page.

A W N

. An online journal/newspaper.
Static Websites: Suitable for free hosting or basic paid plans.
Requirements: HTML, CSS, JavaScript files, no need for server-side processing.

<
\ Practical Activity 3.4.2: Verifying a local web app and configuring backend

@ Technology in IIS web server

o wﬁ‘ Task:

1. You are requested to go to the computer lab and do the task below individually:
Set up and verify a local web application stored in a folder named “test1site”, which

I"

contains an “index.html” file displaying the message "Hello L4 SOD." Your goal is to
ensure that this web app operates correctly in your local environment using 1S before
it is deployed to a production server.

2. Read the key readings 3.4.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.
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Key readings 3.4.2: Verification of Local Web App to Be Deployed to the Server

Stepl. Prepare Your Local Environment

1. Ensure that IIS is installed and running on your local machine

2. Create a Local Directory for Your Web App:

Create a directory named testlsite where you'll place your web app files. For

»

example: “C:\inetpub\wwwroot\test1site.

h. - wwwroot
]
- @ » WN-SNDTAC
’ P Thm PC > local Duk (C) » meped »
File  View Help
Cemner taons.
w Ouack scoess
- > ' )
[ i [ & Disitop Test YSite
W) Stan Page L ) € isstarthem
- . - T TYC] ~ b Sty o
v N3 WIN-ANDTAGOTSMS (FUGE E{cacsrans € iisstart prg
Documents -

o2 Applicaticn Pooks
v & Stes

& Defoun Web St

& Fowues *

System 12

W Thes X
» 3D Cbjpcas
- Deskbog
Dooamersy
& Dowrdoads
J Music

= Pcwies

B Videos
£ Lol Disk (C)

8 DVD Dview (D VMw

BB DVO Diivw D0 Vidwa

P Natwork

wWwWr oot - 5]

Step2. Deploy Web App Locally

1. Create Your Web App Files

Inside the testlsite directory, create an index.html file with the following content:
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Step3. Configure IIS for Local Verification

Open IIS Manager:

1. Go to Start - Administrative Tools - Internet Information Services (IIS) Manager.

2. Create a New Site:

In IS Manager, right-click on Sites in the left panel and select Add Website.

® Site name: Test1Site
® Physical path: C:\inetpub\wwwroot\test1site

® Binding: Set the type to http, and assign a port (e.g., 80 if it is free). You can leave
the hostname empty for local testing.

s Click OK to create the site.
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Site name:
itesﬂslte.local

\ [tesﬂ site.local ] Select..,

Content Directory

Physical path:
‘ C\inetpub\wwwroot\ Test1Site

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http v IAII Unassigned v] |80 l

Host name:
test1site.locall l

Example: www.contoso.com or marketing.contoso.com

% & » WIN-NDTAGOTSM3I » Sites »

File View Help

& testisitelocal

3. Set Default Document:

In 1IS Manager, select your new site (Test1Site) from the list.

| ]
® In the central panel, double-click on Default Document.
& Ensure that index.html is listed. If not, click Add and enter index.html.

. ¢ sit
~ 1nes
Q- ld |7 B f
€3 Start Page =
G Filter: - ¥Go -G Al .
v 93 WIN-NDTAGDTSM3 (EUGEN | _ e NS S0 SCHOND 9% No Grouping

o} Appbcation Pools Name D Status Binding Pat

v & Sttes @ Default Web Site 1 Started (ht.. 80 (hitp) %S

@ Default Web Ste @ testisitelocal 2 Started (... testisitelocsl on *:80 (http) cA
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indexchtmi X

html

charsets
name=
tie Test 1 Site
body {
font-family: Arizl,
text-align:
padding: 5@px;

background-color: W#fafasa;

« I
hi {

}

Hello L4 SODII1!

Step4. Test the Web App Locally
1. Open a Web Browser:

# Navigate to https://localhost or http://localhost:80 (if you used port 80).
2. Verify the Output:

# You should see the index.html page with the message "Hello L4 SOD" displayed.
‘-._:1 A Not secure htps/ localbost

Hello L4 SOD!!!

3. Troubleshooting:

s [If the web page does not load, check IIS logs for errors.
» Ensure that the “testlsite” folder and files have the correct permissions.
o Verify that lIS is configured correctly and that no other site is using the same port.

3.4.2.2. Configuration of backend technology in 1IS web Server
1. PHP Environment Variables

# Go to Control Panel - System and Security - System - Advanced system
settings - Environment Variables.

s Add a new system variable:

i.  Variable name: PHPRC,

196 | Windows Server Administration — Trainee Manual




ii.  Variable value: Path to php.ini (e.g., C:\PHP\php.ini).
2. Configure WinCache for PHP
A. Download and Install WinCache: Obtain WinCache from the PHP website or PECL.
B. Update php.ini: Add extension=php_wincache.dll to php.ini.
C. Restart IIS: Open IIS Manccager and restart the server.
3. FastCGI Handler Mapping for PHP
A. Open IIS Manager: Go to Server -> Handler Mappings.
B. Add FastCGI Handler: Click Add Module Mapping:

s Request path: *.php
® Module: FastCGIModule
# Executable: Path to php-cgi.exe (e.g., C:\PHP\php-cgi.exe)
# Name: PHP via_FastCGl
C. Click OK and restart IIS.

4. lISNode Module for Node.js
A. Install IISNode: Download and install ISNode.
B. Add Node.js Handler:

& In IS Manager, select the server node.

# Go to Handler Mappings and click Add Module Mapping:

* Request path: *.js

® Module: iisnode

» Executable: Path to iisnode.dll (e.g., C:\Program Files\iisnode\iisnode.dIl)
# Name: Node.js

Click OK

C. Create web.config for Node.js: Add the following content to “web.config” in your
site's root directory:
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encoding="UTF

name="iisnode" path="app.js" verb="*" modules="iisnode

e watchedFiles="web.conf

5. Configure web app environment security
A. Configure HTTPS:

® Obtain an SSL certificate.

® In lIS Manager, go to Bindings and add an HTTPS binding, selecting your SSL
certificate.

B. Restrict File Access:

» Set appropriate file and directory permissions to limit access.

C. Regular Updates:

# Keep PHP, Node.js, and IIS updated to their latest versions.

\J
Points to Remember

# Describing web hosting platforms
Explanation of hosting platforms available

» Web hosting is an online service that makes your website’s content accessible on
the internet.

» Free hosting is when a web hosting company provides free access to web domains
and hosting.

» Paid hosting is when you pay a fee for a web hosting services provider to host your
website on their dedicated servers.

# Hosting with backend server: All of the elements required for the website or
application to perform as it should be the backend developer's responsibility.
Dynamic Websites: Requires a server to process requests, manage databases, and
execute backend code.

» Requirements: Server hosting for PHP, Node.js, Python, or other backend
languages; database support like MySQL, PostgreSQL.
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» Hosting without backend server: A website which only requires displaying pre-
defined data essentially does not require any back-end logic.

Static Websites: Suitable for free hosting or basic paid plans.
Requirements: HTML, CSS, JavaScript files, no need for server-side processing.

s Testing on local/remote computer/Server
a) Network

To perform testing on local or remote computers/servers through a network in Windows
Server, you can use various tools and methods depending on what you're trying to achieve.
Here's are the different tools:

Ping

Tracert

Telnet

PowerShell Test-NetConnection

Remote Desktop

ANEA NI N Y R N

Network Monitoring Tools
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: Indicative content 3.5: Verify Server Environment Requirement

Duration: 4hrs

@ I~
qj?lrg Practical Activity 3.5.1: Testing on local/remote computer/Server
R

Things o o
: ] Tasks:

1. You are requested to go to the computer lab and do the task below individually.

Testing on a local or remote computer/server according to network, security, files, and
visibility criteria.

2. Read the key readings 3.5.1 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.

¢

>
* Key readings 3.5.1: Testing on local/remote computer/Server
a) Network
To perform testing on local or remote computers/servers through a network in Windows
Server, you can use various tools and methods depending on what you're trying to
achieve.
1. Ping: Use the ping command to check the connectivity between your server
and other computers/servers on the network. Open Command Prompt and
type:

2. Tracert: Use the tracert command to trace the route that packets take from your server

to the destination server. This can help identify network issues along the way. Open
Command Prompt and type:

3. Telnet: Telnet can be used to test connectivity to a specific port on a remote server.
Open Command Prompt and type:

4. PowerShell Test-NetConnection: PowerShell provides the Test-NetConnection cmdlet,
which allows you to diagnose connectivity to a remote server.
Open PowerShell and type:

Test-NetConnection -Computeriame
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b)

1.

12

c)

10.

11.

Security

Testing on local or remote computers/servers through security in Windows Server
typically involves various steps to ensure that systems are secure and protected
from potential vulnerabilities or threats.

Access Control and Permissions: Ensure that access control mechanisms are
properly configured. Use the principle of least privilege, granting users only the
permissions they need to perform their tasks. Regularly review and update user
permissions as needed.

User Authentication: Implement strong password policies and consider
additional authentication measures such as multi-factor authentication (MFA) to
enhance security.

Network Security: Configure firewalls, disable unnecessary network services,
and segment your network to limit the potential impact of a security breach.
Patch Management: Regularly apply security patches and updates to the
operating system and installed software to address known vulnerabilities.
Antivirus and Antimalware: Install and configure antivirus and antimalware
software to detect and remove malicious software.

Security Auditing and Logging: Enable security auditing and logging to monitor
user activity, system events, and potential security incidents. Regularly review
logs for suspicious activities.

Encryption: Implement encryption for sensitive data, both in transit and at rest,
using technologies such as BitLocker for disk encryption and TLS for network
encryption.

Backup and Disaster Recovery: Implement regular backup procedures to ensure
that critical data can be restored in the event of a security incident or data loss.
Intrusion Detection and Prevention: Deploy intrusion detection and prevention
systems to monitor network traffic for signs of unauthorized access or malicious
activity.

Security Testing: Conduct regular security assessments, including vulnerability
scanning, penetration testing, and security audits, to identify and address
potential security weaknesses.

Security Policies and Procedures: Develop and enforce security policies and
procedures to guide the secure configuration and use of systems, as well as the
response to security incidents.

. Employee Training and Awareness: Provide security awareness training to

employees to help them recognize and respond to security threats effectively.
Files

It sounds like you're asking about testing files on a Windows server, possibly in
both local and remote environments. Testing files typically involves verifying
their integrity, functionality, or security.
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Here's a general guide on how you might approach this:
1. Local Testing:

a) File Integrity: Use tools like checksums (MD5, SHA-1, SHA-256) to verify the
integrity of files. You can generate checksums for files and compare them with
known good values.

b) Functionality: Execute the files in a controlled environment to ensure they
perform as expected. For example, if it's an executable, run it and verify its
behavior.

c) Security: Scan files with antivirus software to check for any potential
threats or malicious content.

2. Remote Testing:

a) File Transfer: Transfer the files to the remote server using secure methods like
SSH or SFTP.

b) File Integrity: After transferring, perform integrity checks on the remote server
to ensure the files haven't been corrupted during transfer.

c) Functionality: If applicable, execute the files on the remote server
and verify their behavior.

d) Security: Ensure that the files don't pose any security risks to the
remote server. Scan them with antivirus software after transfer.

3. Server Testing:

a) File Permissions: Ensure that the appropriate permissions are set on the server
for accessing and executing the files.

b) Integration Testing: If the files are part of a larger system, conduct integration
testing to ensure they work correctly within the server environment.

c) Performance Testing: If relevant, test the performance impact of the files on the
server's resources.

4. Automated Testing:
Consider automating some or all of these testing processes using scripts or specialized
testing frameworks. This can help streamline the testing process, especially for
repetitive tasks or large numbers of files.

5. Logging and Reporting:

a) Keep detailed logs of the testing process, including any issues encountered and
their resolutions.

b) Generate reports summarizing the testing results, including any anomalies or
failures detected.

6. Visibility
It seems like you're looking for guidance on testing visibility on a Windows Server, both
locally and remotely.
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Here's a general approach you can take:
Testing Local Visibility:
1. PingTest:
a) Open Command Prompt.
b) Type ping localhost and press Enter. This tests basic network connectivity to your
own machine.
2. Check Firewall:
a) Ensure that the firewall settings allow communication on the desired ports.
b) You can use the Windows Defender Firewall with Advanced Security tool to
configure firewall rules.
3. Network Sharing:
a) If you're testing file sharing or any network service, ensure they're properly
configured and accessible locally.

Testing Remote Visibility:
1. Ping Test:
a) From another machine on the same network, open Command Prompt.
b) Type ping [server IP] and press Enter. Replace [server IP] with the actual IP
address of your server.
2. Port Scanning:
You can use tools like nmap to scan for open ports on the server from a remote
machine.
3. Remote Desktop Connection:
If Remote Desktop is enabled, try connecting to the server using Remote Desktop
Protocol (RDP) from another machine.
4. File Sharing:
If testing file sharing, attempt to access shared folders from a remote machine.
5. Check Remote Access Permissions:
Ensure that remote access permissions are properly configured in the server
settings.
Additional Tips:
a) Review Event Logs: Look into the Event Viewer on the server for any relevant
logs or errors that might indicate connectivity issues.
b) Check DNS Settings: Ensure that DNS settings are correct, both on the server and
the client machines, to resolve hostnames properly.
c) Firewall Rules: Double-check that firewall rules on the server allow incoming
connections on the required ports.
d) VPN Connection: If you're testing connectivity over a VPN, ensure that the VPN
connection is established successfully and that routing is set up correctly.
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SI Practical Activity 3.5.2: Verifying Local URL accessibility

>
}\umubn‘\

Task:

1. You are requested to go to the computer lab and do the task below individually

Verify local URL accessibility, browser compatibility, website speed, and website size. The goal
is to ensure that everything works well.

2. Read the key readings 3.5.2 in trainee’s manual

3. Follow explanations and instructions

4. Follow trainers while demonstrating how to perform the task

5. Perform the task on your computer

6. Present your work to the trainer and whole class.

e

& Key readings 3.5.2: Verification of Local URL accessibility

A. Accessibility

To verify local URL accessibility in a Windows Server environment, you can follow these
steps:

1. Open a Web Browser: Open a web browser on the Windows Server machine.

=1

° o rer metap o8 HedAdmin em £ = GF 2 veerrmt tptorm Lrhwvced

Internet Explorer Enhanced Sacurity Canfiguration is enabled

= e
A ::-an

2. Enter URL: In the address bar of the web browser, enter the URL you want to verify.
Make sure to use the local address, such as http://localhost, http://127.0.0.1, or the actual
local IP address of the server if applicable.
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B. Website speed
To verify the speed of a local website hosted on a Windows Server, you can follow
these steps:

1. Use Browser Developer Tools: Most modern browsers have built-in developer
tools that include network monitoring. Open your website in a browser, right-click
anywhere on the page, and select "Inspect” or "Inspect Element" to open the
developer tools. Then, go to the "Network" tab and reload the page. You'll see a list
of all the resources loaded by the page along with their load times.

Network >

‘)- “‘); Y

| | Y+ Content type
Name / Resun / Initigtoe /
Path Protocol  Methed  Description Content type Recenved Time Type

Hittpe/ wwactest 1 .comy HIT?  GET €0 text/himi Sumeads) D¢

2. Ping Command: You can use the Command Prompt (cmd) to ping your local server
and check the response time. Open Command Prompt and type ping
yourlocalwebsite.com replacing "yourlocalwebsite.com" with the actual local URL of
your website. This will give you the round-trip time (in milliseconds) from your
computer to the server.
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3. Traceroute Command: Similar to the ping command, you can also use the
traceroute command to trace the route packets take to reach your server. This can
help identify any network hops that might be causing delays. In Command Prompt,

type tracert yourlocalwebsite.com.

\Administrator:

<1 ms < <1 ms www.te

e complete.

4. Third-Party Tools: There are various online tools available that can analyze your
website's speed and performance. While they are primarily designed for public
websites, you can still use them to get an idea of your local website's performance.
Tools like Google PageSpeed Insights, GTmetrix, or Pingdom Tools are commonly used

for this purpose.

iy o & N
° https.//gtmetrix.com/a # P-80 Analyzing urt: http//..

S & « ActFast - Get 30% off GTmetrix PRO Plans

‘ ’ Valid until September 6th - Use code SUMMER2024 to get 30% off the first year of an
Details and conditions

Analyzing your URL...

http://www test1.com/
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server's performance, including website speed.

and Microsoft Application Insights.

4 Ferfcemance Mondor

S0 Rle  Action View Window Help

5.Performance Monitoring Software: Consider installing performance monitoring
software on your Windows Server. These tools can provide detailed insights into your

Some popular options include New Relic, SolarWinds Server & Application Monitor,

C. Website size

these steps:

Best match

Command Prompt
Desktop app

where your website files are located. For example

Y.l - u
R Pedormance O e X 7 2 1)
v g Monitoeng Tock
M Peformance Monstor
- < X —_—  — —_— — —
3 Data Collector Sety |
@ Reponts
8
o0
15101 AM 104555 AM 155025 AM 105100 AM
Last S095% Average 90327 Mevmum 71037  Maximun 120000 Durston He0
b v Colot Scole Courter instance Parent Ologect Compater
o — = Precesvar Trve et - Processorinformatien  \\WIN-BSTIRS2GPT

To verify the size of a local website hosted on a Windows server, you can follow

1. Open Command Prompt: Press Win + R, type cmd, and press Enter.

2. Navigate to the website directory: Use the cd command to navigate to the directory
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C:\Path\To\

3. Use the dir command: Once you're in the directory, you can use the dircommand to
list all files and directories along with their sizes. You can filter by file extension or
specific files if needed. For example, to list all .html files and their sizes, you can use:

The out put

83:42 AM
1 File(s)
@ Dir(s)

4. Calculate the total size: Add up the sizes of all the files to get the total size of your
website. Alternatively, you can use Windows Explorer to view the properties of the
folder containing your website files. Right-click on the folder, select "Properties," and
it will show you the size of the folder, including all files and subfolders within it.

websites Properties >

General Sharing Security Previous Versions Customize

;wub:;ilus

Type File folder

Location C\

Size 415 bytas (415 bytas)

Size on disk 0 bytes

Contains 2 Files, 6 Folders

Created Yestaerday, August 24, 2024, 3.28 18 AM

Attributes [w] Read-only (Only applies to files in folder)
[THidden Advanced

' OK I Cancel
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Points to Remember

A. Accessibility

To verify local URL accessibility in a Windows Server environment, you can follow these steps:
v" Open a Web Browser

Enter URL

Check Accessibility

Verify Content

AN NN

Firewall Settings
v DNS Resolution

B. Browsers

To verify local URL web browsers in Windows Server, you can follow these steps:
v" Open a Web Browser

Enter the Local URL

Check Access

Test with Different Browsers

AN N NN

Firewall and Security Settings
v" Additional Troubleshooting
C. Website speed
To verify the speed of a local website hosted on a Windows Server, you can follow
these steps:
v" Use Browser Developer Tools
v" Ping Command
v Traceroute Command
v" Third-Party Tools
v Performance Monitoring Software
D. Website size
To verify the size of a local website hosted on a Windows server, you can follow
these steps:
v" Open Command Prompt
v" Navigate to the website directory
v’ Calculate the total size
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| Indicative content 3.6: Hosting Web App

Duration: 4hrs

&
s Practical Activity 3.6.1: Hosting a Web Application on Windows Server:

1.

o b W N

@ Enabling HTTP and HTTPS Access

Thingt to 00
. Task:

You are requested to go to the computer lab and do the task below individually.

Trainees are tasked with creating a simple web application that includes two HTML pages:
“index.html” and “contact.html”. These files should be stored in a folder named
“rtbschools”. The objective is to host this web app on a Windows Server, making it
accessible using both HTTP and HTTPS protocols via the domain name
“www.rtbschools.site”. Students will need to specify the physical path for the web app in
IS, select the appropriate protocols (HTTP and HTTPS), specify the server's IP address,
configure DNS settings to point the domain to the server, and set up the appropriate port
numbers for HTTP (80) and HTTPS (443). Additionally, they should be prepared to handle
and troubleshoot any errors that may arise during the setup process. After completing
these steps, students should be able to access the website using both
http://www.rtbschools.site and https://www.rtbschools.site.

. Read the key readings 3.6.1 in trainee’s manual

. Follow explanations and instructions

. Follow trainers while demonstrating how to perform the task
. Perform the task on your computer

. Present your work to the trainer and whole class.

2
S g
Key readings 3.6.1.: HTTP and HTTPS Access

1. Upload Web App to Windows Server
e Using Remote Desktop:

1. Connect to your Windows Server using Remote Desktop Connection.
2. Transfer the web application files to the server. Place them in the directory

C:\inetpub\wwwroot\rtbschools.

210 | Windows Server Administration — Trainee Manual


https://www.rtbschools.site/

Remote Desktop
»* Connection

Compater 192 1680 108
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» Show Qpsoes Coonect Help
[ » ] ¢
& Coe
0w

L

2. Specify the Physical Path in IIS
1. Open lIS Manager:
o Go to Start > Administrative Tools > Internet Information Services (lIS)
Manager.
2. Create a New Website:
o In the Connections pane, right-click on Sites and select Add Website.
3. Specify Site Information:
o Site name: Enter RtbSchools.
o Physical path: Browse to C:\inetpub\wwwroot\RTB schools.
o Host name: Enter your domain name: www.rtbschools.com.
4. Click OK to create the site.

& 192.168.0.108 - Remote Desktop Connection
‘e" o s &“ v;J~ ~ine o

...d5 Start Page

X || Filter > ¥ Go - & Show All
v 5 WIN-AND7AGDTSM3 (EUGEN| | " fo Neadhow
t:' Application Pools Name D Status
o] Site= Lo et Web Site 1 Started (ht...

& Add Website...
%43 Refresh
&  AddFTP Site...

Switch to Content View
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Content Directory
Physical path:
rthschools

Pass-through authentication

Connect as...

Binding

Type: IP address: Port:

hitp o2 65.0.108 ~| [0 |
Host name:

Chinetpub\wwwroot\rtbSchools |

Example: www.contoso.com or marketing.contoso.com

3. Select the Protocols
1. Add Protocol Bindings:
o InllIS Manager, select your website.
o Click on Bindings in the Actions pane.
o HTTP (Port 80): Add a binding for HTTP using http, the appropriate IP
address, and port 80.
o HTTPS (Port 443): Add a binding for HTTPS using https, the appropriate IP
address, port 443, and select the SSL certificate.
4. Specify the IP Address
1. Configure IP Address:
o Inthe Site Bindings window, specify the IP address where the website will
be accessible. If necessary, use All Unassigned or a specific IP address

assigned to the server.

§ =0

Chese

5. Configure Web App DNS

Configuring DNS for a web application on a Windows Server involves several

steps.

1. Install the DNS Server Role

First, you need to ensure that the DNS Server role is installed on your Windows Server.
You can do this through the Server Manager:
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e Open Server Manager.

e Click on "Manage" from the top right.

e Select "Add Roles and Features."

e Follow the wizard to install the DNS Server role.
e Create a Forward Lookup Zone:

Once the DNS Server role is installed, you need to create a forward lookup zone for
your domain:

s Open the DNS Manager.

» Right-click on "Forward Lookup Zones" and select "New Zone."
s Follow the wizard to create a primary zone for your domain.

s Specify the zone name (e.g., example.com).

s Choose the zone type (primary zone).

2 [ENS MName Type Data Timestamp
¥ B WIN-ANDTAGDTIMS3 [—I (same as parent folder) Start of Authority (50A) [3], win-4ndTagdtim3.eu..  static
v [ Forward Lockup Zones E—I(same as parent folder) Mame Server (N5) win-4nd7agdtim3.eugene... static
&l msdesEugene.com | = Host (4) 192.168.0.108 static

- | Eugene.com

=l 23

= rthschools.com
| Reverse Lookup Zones
| Trust Points

| Conditional Forwarders

3. Add DNS Records:
After creating the zone, you'll need to add DNS records for your web

application:

# Right-click on the newly created zone and select the type of record you want to
add (e.g., Arecord for IPv4, AAAA record for IPv6).

® Enter the necessary information such as the hostname and IP address of your
web server.

# You may also need to add other records like CNAME (alias) records if your
application uses subdomains or additional services.

6. Configure Port Number
1. Configure Ports:
Ensure your site is configured to listen on ports 80 (HTTP) and 443 (HTTPS) in the Bindings.

# Open the ports in Windows Firewall:

® Go to Control Panel > System and Security > Windows Defender Firewall >
Advanced settings.

» Ensure inbound rules allow traffic on ports 80 and 443.
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7. Handle Discovered Errors

Handling errors on a Windows Server involves several steps to diagnose,
troubleshoot, and resolve issues effectively. Here's a general guide on how to
handle discovered errors:

a) ldentify the Error: Determine the nature of the error. This can often be

done by reviewing system logs, event viewer, or error messages that appear
on the screen.

b) Isolate the Issue: Try to isolate the cause of the error. Determine if it's a hardware
problem, software conflict, configuration issue, or a result of recent changes made
to the system.

c) Check System Logs: Windows Server logs events and errors in the Event Viewer.
Look for critical or error-level events that coincide with the time of the issue. This
can provide valuable information about what went wrong.

d) Research the Error: Use online resources, Microsoft documentation, or
community forums to research the error message or code. Often, others have
encountered similar issues and may have posted solutions or workarounds.

e) Apply Updates and Patches: Ensure that the server's operating system, drivers,
and applications are up to date with the latest patches and updates. Sometimes,
errors are caused by known issues that have been addressed in newer versions

f) Check Hardware Health: If the error seems hardware-related, such as diskfailures
or memory issues, use diagnostic tools to check the health ofhardware
components.

g) Review Configuration Changes: If the error occurred after a configuration change,
review recent changes to the system configuration, such as software installations,
updates, or modifications to system settings.

h) Troubleshoot Software: If the error is related to specific software or services, try
troubleshooting steps provided by the software vendor. This may include
restarting services, reinstalling software, or adjusting configuration settings.
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i) Restore from Backup: If the error has caused data loss or corruption, consider
restoring affected files or the entire system from backups. Regular backups are
essential for recovering from unexpected errors or failures.

j) Document the Resolution: Once the error is resolved, document the steps taken
to diagnose and fix the issue. This documentation can be helpful for future
reference or for sharing knowledge with other team members

\J
Points to Remember

& Hosting a Web Application on Windows Server: Enabling HTTP and HTTPS Access
follow the following steps:

Upload Web App to Windows Server
Specify the Physical Path in IS
Select the Protocols

Specify the IP Address

Configure Web App DNS

Configure Port Number

10. Handle Discovered Errors

i

( Application of learning 3.6.

oo N !

FFF Ltd, located in Gicumbi District, Northern Province, is facing an issue with hosting a web
application on their Windows Server. They need to enable both HTTP and HTTPS access so
that all users within the company can access the newly developed system. As an IT technician,
you have been hired by FFF Ltd to create and host the web application on the Windows Server,
ensuring it is accessible via both HTTP and HTTPS protocols through the domain name
"www.fffrwanda.site".

Tasks:

e Ensure access to the website via both http://www.fffrwanda.site and
https://www.fffrwanda.site.
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| Indicative content 3.7: Verification of Successfully Hosted Web App

Duration: 4hrs

@)
s! Practical Activity 3.7.1: Testing accessibility on local network and verify size,
- speed of online web app.

Task:

Thingt moé“

1. You are requested to go to the computer lab and do the task below individually.
Trainees are tasked to test accessibility within a local network on a Windows Server, you
can perform several checks and use different various tools

. Read the key readings 3.7.1 in trainee’s manual

. Follow explanations and instructions

. Follow trainers while demonstrating how to perform the task

. Perform the task on your computer

D U1 W N

. Present your work to the trainer and whole class.

2
>
Key readings 3.7.1: Verification of Successfully Hosted Web App
1. Testing Accessibility within a Local Network

Example: On a local machine within the same network, open a web browser and enter
the server’s local IP address (e.g., http://192.168.1.10).
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If the web app is accessible, it will load as expected. You may also test using the server's
hostname (e.g., http://rtb1.local) if DNS is configured within the local network.
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2. Testing Online Accessibility

Example: Open a browser on an external device (e.g., a smartphone or laptop
connected to a different network) and enter the domain name you configured (e.g.,
http://www.myapp.com).

If the domain resolves correctly, your web app will load. If not, check DNS propagation
using tools like WhatsMyDNS.net to verify that the DNS A record points to your
server's public IP.

y.‘l'.l! smudns.net

e T Tolasm

B Holtowlle NY, United States

DNS Propagation Checker
whatsimydrs net lets you instantly perform a DS lockup 1o check a domasin name's
' address and DNS record

locatad in deront parts of the warld

oure

information agarst multiple nameseners

3. Testing Online Website Speed

Example: Use a tool like Google PageSpeed Insights (https://pagespeed.web.dev/) or
GTmetrix (https://gtmetrix.com/) to test the speed of your web app.

Enter the URL of your web app (e.g., http://www.myapp.com) and run the analysis.
Review performance metrics like page load time, server response time, and
suggestions for optimization.
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4. Verify Size of Online Web App

Example: Use WebPageTest (https://www.webpagetest.org/) to analyze the size of
your web app's resources. Enter the URL (e.g., http://www.myapp.com) and run a test.

Check the size of individual resources (HTML, CSS, JavaScript, images) and ensure the
total page size is within an acceptable range (e.g., below 2MB for faster load times).
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Points to Remember

Verification of Successfully Hosted Web App

# Local Accessibility:

Test using the server's local IP (e.g., http://192.168.1.10) or hostname (e.g.,
http://rtb1.local) to ensure the app loads.

s Online Accessibility:

v" Access the domain (e.g., http://www.myapp.com) from an external device on a different
network.
v Check DNS propagation with tools like WhatsMyDNS.net if it doesn’t load.

# Website Speed Testing:

Use tools like Google PageSpeed Insights or GTmetrix to analyze speed and
performance metrics.

& Resource Size Verification:

v' Analyze resource sizes using WebPageTest.
v' Ensure the total page size is below 2MB for optimal loading.

5]

( Application of learning 3.7.

As a system administrator at RRA, you are responsible for verifying the deployment of a web
app on the Windows Server. First, test its accessibility within the local network using the
server's IP or hostname. Next, check its online availability by accessing the app through its
public domain from an external device. Use Google PageSpeed Insights to evaluate the app’s
speed and performance. Lastly, verify the size of the web app by checking the file size on the
server and reviewing the download size using browser Developer Tools. Document your
results to ensure everything is functioning properly.
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ﬂ ==l Learning outcome 3 end assessment

B:

Written assessment
Question 1. Circle the letter corresponding to the correct answer:

i.  What is Handler Mapping in IIS?

a) Mapping IP addresses to domain names

b) Assigning request handlers to specific types of requests
c) Mapping users to their roles in the system

d) Configuring network connections for the server

ii.  Which of the following is NOT a type of web server?

a) Apache
b) IS

c) SQlite
d) Nginx

iii.  What protocol is used for secure communication between a client and a web server?

a) HTTP

b) FTP

c) HTTPS
d) SMTP

iv.  Which of the following is a benefit of using 11S?
a) Cross-platform compatibility
b) Free licensing
c) Tight integration with Windows and .NET

d) Open-source availability

v.  Which environment variable should be set to specify the configuration file for PHP in

1IS?
a) PHP_ENV
b) PHP_INI_DIR
c) PHP_CONF
d) PHP_PATH
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Question 2. Fill in the Blanks space with the appropriate words. Select from the given
choices

i.  The default port number for HTTP is

ii.  The PHP handler in IIS is configured using

a) CaGl
b) ISAPI
c) FastCGl
d) ASP.NET

iii.  Node.js applications in IIS are managed using the module.
a) PHP Handler
b) lISNode
c) Apache Tomcat
d) LiteSpeed

iv.  Free hosting platforms typically offer resources compared to paid hosting platforms.

a) Unlimited

b) Limited

¢) Premium

d) High-performance

v. The process of configuring an SSL certificate for secure communication in IS involves

setting up
a) HTTP binding
b) FTP binding
¢) HTTPS binding
d) DNS binding

Question 3: Read the following statement related to carry out finishing activity and Answer

following questions by using True or False

i.  lIS can be installed on Linux-based systems.
ii. FTPis used to transfer files securely between a client and a server.
iii.  WinCache is a caching extension for PHP that can be used in IIS to improve
performance.

iv.  Site binding in IIS is used to define how the server listens for incoming connections,

specifying the protocol, IP address, port, and hostname.
v. The SSL certificate is required to enable HTTP site binding in IIS.
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Practical assessment

FFF Ltd company, located in Gicumbi District, Northern Province, FFF Ltd has a problem that
there no way to Host a Web Application on Windows Server: Enabling HTTP and HTTPS Access
hence, they need to access to their system they have recently developed so that all users in
the company will be able to access it . As an IT technician, you are hired by FFF Ltd to create
and host web application in the windows server, making it accessible using both HTTP and
HTTPS protocols via the domain name “www.fffrwanda.site”.

Tasks:

To access the website using both http:// www.fffrwanda.site and
https://www.fffrwanda.site .
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