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All rights reserved.  
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● The views expressed in this version of the work do not necessarily represent the views 
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Acknowledgment of RTB copyright must be included on any reproductions.  Any other 
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Copies available from: 
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ACRONYMS 

AWS: Amazon Web Services 

CD: Continuous Delivery 

CI: Continuous Integration 

DevOps: Development and Operations 

DevSecOps: Development, Security, and Operations 

DNS: Domain Name System 

IaaS: Infrastructure as a Service 

IaC: Infrastructure as Code 

JSON: JavaScript Object Notation 

K8s: Kubernetes 

KOICA: Korea International Cooperation Agency 

OS: Operating system 

RTB: Rwanda TVET Board 

RTB: Rwanda TVET Board  

SSH: Secure Shell 

TQUM: TVET Quality Management 

TVET: Technical and Vocational Education and Training 

VCS: Version Control System 

YAML: yet another markup language 
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INTRODUCTION 

This trainee's manual includes all the knowledge and skills required in Software 

Development, specifically for the module of “DevOps Techniques Application". Trainees 

enrolled in this module will engage in practical activities designed to develop and enhance 

their competencies. The development of this training manual followed the Competency-

Based Training and Assessment (CBT/A) approach, offering ample practical opportunities 

that mirror real-life situations. 

The trainee's manual is organized into Learning Outcomes, which is broken down into 

indicative content that includes both theoretical and practical activities. It provides 

detailed information on the key competencies required for each learning outcome, along 

with the objectives to be achieved. 

As a trainee, you will start by addressing questions related to the activities, which are 

designed to foster critical thinking and guide you towards practical applications in the 

labor market. The manual also provides essential information, including learning hours, 

required materials, and key tasks to complete throughout the learning process. 

All activities included in this training manual are designed to facilitate both individual and 

group work. After completing the activities, you will conduct a formative assessment, 

referred to as the end learning outcome assessment. Ensure that you thoroughly review 

the key readings and the 'Points to Remember' section. 
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MODULE CODE AND TITLE: SWDDT501 DEVOPS TECHNIQUES 

APPLICATION 

Learning Outcome 1: Perform server configuration  

Learning Outcome 2:  Deploy the system 

Learning Outcome 3:  Implement monitoring 
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Learning Outcome 1: Perform Server Configuration 
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Indicative contents 

1.1 Preparation of environment 

1.2 Applying Linux basics commands 

1.3 Management of server services 

Key Competencies for Learning Outcome 1: Perform server configuration 

Knowledge  Skills  Attitudes  

• Description of DevOps 

key terms 

• Identification of Linux 

distributions 

• Description of Linux 

basic command 

• Description of server 

services 

• Installing Linux 

operating system  

• Applying basics 

Linux Commands  

• Managing server 

services 

• Being collaborative 

while installing 

Linux operating 

system  

• Being competent 

when managing 

Linux server 

• Being innovative  

• Being Practical 

oriented  

  

Duration: 20 hrs  

Learning outcome 1 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Describe correctly the key terms related to the development operations (DevOps) 

2. Identify accurately the Linux distributions based on selected platform.  

3. Describe properly Linux basic commands based on selected Linux distribution  

4. Describe properly the server services based on selected platform. 

5. Install properly Linux operating system based od on selected Linux distribution   

6. Apply properly basics Linux commands based on Linux distribution.  

7. Manage properly the server services based on Linux distribution 
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Resources 

Equipment   Tools  Materials   

• Computer 

• Server Machine 

• storage device  

• Linux OS 

• Oracle Virtual Box 

• Internet 

• Electricity 
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Indicative content 1.1: Preparation of Environment 

  

 

1: Answer the following questions: 

i. What do you understand by the terms below? 

a) Server 

b) Linux 

c) Development Operations (DevOps). 

d) DevSecOps 

e) IaC 

f) IaaS 

g) CI/CD 

h) Container  

i) Node  

ii. What is the difference between Continuous Integration (CI) and Continuo

us Deployment (CD)? 

2:  Write your answers on flipchart/paper, blackboard or whiteboard. 

3: Present your findings to the whole class and trainer 

4: Ask questions for clarification if necessary 

5: Read the key readings 1.1.1  

Key readings 1.1.1.: Description of key terms 

• Definition of key terms  

✓ Server 

A server is a computer that provides services to other computers over a 

network. In DevOps, servers are crucial for hosting applications, databases, and 

other components of the software development and delivery process. 

 Key functions of a server include: 

Sharing data: Storing and distributing files, documents, and other information. 

Duration: 8 hrs  

 
Theoretical Activity 1.1.1: Description of key terms related to DevOps 

Tasks: 
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Providing services: Offering applications or functionalities, such as email, web 

hosting, or database management. 

Managing resources: Allocating and controlling network access, hardware, and 

software. 

 Types of servers: 

Web server: Handles requests from web browsers and delivers web pages. 

File server: Stores and shares files across a network. 

Database server: Manages databases and provides access to data. 

Mail server: Handles email messages. 

Application server: Runs applications on behalf of clients. 

 Server architecture: 

Client-server model: Clients request services from a server, which processes the 

requests and returns results. 

Peer-to-peer (P2P) model: Computers act as both clients and servers, directly 

sharing resources with each other. 

 Server hardware: 

Processor: Executes instructions and processes data. 

Memory: Stores data and instructions. 

Storage: Stores data persistently (e.g., hard drives, SSDs). 

Network interface: Connects the server to a network. 

✓ Linux 

Linux is a family of open-source operating systems that are widely used in servers 

and other devices. It is known for its stability, security, and flexibility, making it a 

popular choice for DevOps environments. 

✓ DevOps 

DevOps is a set of practices that aim to shorten the development life cycle and 

provide continuous delivery of high-quality software. It emphasizes 

collaboration between development and operations teams, automation, and 

continuous improvement. 
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In DevOps contexts development team is typically responsible for writing and 

maintaining the code that makes up the software product. It primarily focuses 

on software development activities, such as coding, testing, and debugging.  

Collaboration team may include members from various roles within the 

organization. 

 

 Application of DevOps  

DevOps has applications in a wide range of fields, including: 

Web development: DevOps is commonly used in web development, where it 

helps to speed up release cycles and improve collaboration between teams. 

Mobile development: DevOps is also used in mobile development, where it helps 

to ensure that new features are rolled out smoothly and efficiently. 

Cloud computing: The use of DevOps in cloud computing helps to improve the 

automation and scalability of cloud-based applications. 

IoT development: DevOps can help to improve the development and deployment 

of Internet of Things (IoT) applications, which often require a high degree of 

automation and continuous integration. 

 Benefits of DevOps: 

- Faster time to market: DevOps accelerates the delivery of new features and 

improvements to customers. 

- Improved quality: By automating testing and deployment, DevOps helps to 

ensure that software is of high quality and free from defects. 

- Increased reliability: DevOps practices improve system reliability and 

resilience by automating routine tasks and monitoring for potential issues. 

- Enhanced collaboration: DevOps fosters collaboration between development 

and operations teams, leading to better communication and alignment. 

Greater agility: DevOps enables organizations to respond more quickly to 

changing market conditions and customer needs. 

✓ DevSecOps 

DevSecOps is an extension of DevOps that incorporates security practices 

throughout the entire software development lifecycle. It ensures that security is 

considered from the beginning, rather than as an afterthought. 

 



9 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

✓ Infrastructure as Code (IaC) 

IaC is a practice that treats infrastructure (such as servers, networks, and storage) 

as code. It allows for automation, version control, and repeatable provisioning of 

infrastructure resources. 

✓ Infrastructure as a Service (IaaS) 

IaaS is a cloud computing model that provides on-demand access to computing 

resources, such as servers, storage, and networking. It allows organizations to 

scale their infrastructure up or down based on their needs. 

✓ Continuous Integration/Continuous Deployment (CI/CD) 

CI/CD is a set of practices that automate the building, testing, and deployment of 

software. It helps to ensure that code changes are integrated and delivered to 

production quickly and reliably. 

✓ Container 

A container is a standardized unit of software that packages up code and its 

dependencies so that the application runs consistently across different 

environments. Docker is a popular tool for creating and managing containers. 

✓ Node 

A node is a single instance of a running application or process. In a distributed 

system, multiple nodes can work together to provide a service. 

 

1: Answer the following questions: 

i. What are the Linux distributions? 

ii. Explain the components of Linux 

2:  Write your answers on flipchart/paper, blackboard or whiteboard. 

3: Present your findings to the whole class and trainer 

4: Ask questions for clarification if necessary 

5: Read the key readings 1.1.2 

Theoretical activity 1.1.2: Identification of Linux distributions 

Tasks: 
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Key readings 1.1.2: Identification of Linux distributions 

✓ Description of Linux Distribution 

 Definition  

 Linux Server: A popular open-source NOS known for its flexibility, scalability, 

and security. It is widely used in web hosting, enterprise servers, and embedded 

systems. 

Linux is an operating system made up of several key components, each playing a 

specific role in managing the system's hardware, software, and user 

interactions. 

 Components of Linux: 

1. Kernel 

• The core part of the Linux operating system. 

• Types of kernels include monolithic kernels (Linux is a monolithic kernel) and 

microkernels. 

• It serves as a bridge between software applications and the hardware. 

2. System Libraries 

• These are special programs that provide application programs with access to 

kernel features without needing to directly communicate with the kernel. 

• GNU C Library (glibc) is an example that allows interaction with system 

functionalities like input/output handling, memory management, etc. 

3. System Utilities 

• Programs responsible for performing specialized, individual-level tasks. 

• These utilities are essential for system maintenance, monitoring, and 

management. 

• Examples: ps for listing processes, df for displaying disk usage, top for real-time 

process monitoring. 

4. Shell 
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• The shell acts as an interface between the user and the kernel. 

• It processes commands entered by the user and then sends them to the 

operating system to be executed. 

• Types of Shells: 

o Bash (Bourne Again Shell): The most common shell. 

o Zsh, Fish: Other shell varieties. 

• You interact with the shell through the Terminal, where you input commands. 

5. File System 

 Linux organizes files and directories in a hierarchical structure. 

 The root directory (/) is the top-level directory, and everything branches off 

from there. 

 Common Directories: 

o /root: The home directory for the root user. 

o /home: Contains user directories. 

o /bin and /sbin: Essential binaries for users and the system. 

o /etc: Configuration files. 

o /var: Variable data files like logs. 

o /dev: Device files (interfaces for hardware like disks, mice, etc.). 

✓ Common Linux distributions 

 Ubuntu 

o Base: Debian 

o Target Users: Beginners, general desktop users, developers. 

o Use Case: Desktop, server, cloud. 

▪ Key Features: 

o User-friendly interface. 

o Extensive documentation and community support. 

o Regular releases (LTS versions are long-term support). 

▪ Popular Derivatives: Kubuntu, Xubuntu, Lubuntu, Ubuntu Server. 

  Debian 

o Base: Independent 

o Target Users: Advanced users, servers, stable environments. 

o Use Case: Desktop, server. 
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▪ Key Features: 

o Very stable and secure. 

o Long release cycles. 

o Large package repository (APT package management system). 

 Fedora 

o Base: Independent (sponsored by Red Hat). 

o Target Users: Developers, enthusiasts, cutting-edge 

technology users. 

o Use Case: Desktop, development, workstation. 

• Key Features: 

o Cutting-edge software and frequent updates. 

o Emphasis on open-source software. 

o The foundation for Red Hat Enterprise Linux (RHEL). 

 CentOS  

o Base: Red Hat Enterprise Linux (RHEL). 

o Target Users: Enterprise users, system administrators, servers. 

o Use Case: Servers, enterprise environments, cloud. 

▪ Key Features: 

o Stability and reliability (downstream rebuilds of RHEL). 

o Long support cycles. 

o CentOS Stream offers a rolling-release model. 

 Arch Linux 

o Base: Independent 

o Target Users: Advanced users, enthusiasts. 

o Use Case: Desktop, highly customizable environments. 

▪ Key Features: 

o Rolling release model (always up to date). 

o Minimalistic, highly customizable. 

o Manual installation process (user must configure 

everything). 

▪ Popular Derivatives: Manjaro (user-friendly Arch-based 

distro). 
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 Linux Mint 

o Base: Ubuntu/Debian 

o Target Users: Beginners, desktop users. 

o Use Case: Desktop. 

▪ Key Features: 

o Easy to use with pre-installed software. 

o Cinnamon, MATE, and Xfce desktop environments. 

o Focus on stability and usability. 

 

1: Read the key reading 1.1.3  

2: Referring to the key reading 1.1.3, you are requested to go to the computer lab 

to install Linux operating system.  

3: Present your work to the trainer and whole class  

4: Ask questions for clarification where necessary  

 Key readings 1.1.3: Installing Linux Operating system   

Steps1: Download Linux distribution  

1) Open browser and Visit the Official Linux distribution Website: 

https://www.linux.org/pages/download/ 

 

Practical Activity 1.1.3: Installing Linux Operating system   

Task: 
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Link: 

2) Choose Your Edition: Linux distribution offers various editions like Desktop, 

Server, and Mate. Select the one that best suits your needs. 

 

3) Select Linux operations included Desktop, server or cloud 

 

4) Select the Architecture: Choose between 64-bit (x86_64) or 32-bit (i386) 

based on your hardware. Most modern computers use 64-bit architecture. 
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5) Start the Download: Click the "Download" button to initiate the ISO file 

download 

 

Once the download is complete, you can use the ISO file to create a bootable USB 

drive or DVD and install Ubuntu on your computer. 

Steps to make a storage device bootable 

1. Prepare Your Storage Device:  

• Check Size: Ensure the storage device has greater than 4GB . 

2. Download Bootable Media Creation Tool: 

• Rufus (Windows): A popular tool for creating bootable media by clicking on 

selected link. 

 

3. Launch the Tool: 

• Open the downloaded tool, select iso file, choose target devices and start 

creation process.  
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4. format the disk 

 

5. wait until a process complete 

 

Steps 2: Install Linux from USB 

Step 1: Boot from the USB Drive 

1. Insert the USB Drive: 

o Insert the bootable Ubuntu USB drive into your computer. 
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2. Restart Your Computer: 

o Restart the computer and press the key to access the boot menu. The 

key is usually F2, F10, F12, or Esc, depending on your system. 

3. Select USB Drive: 

o From the boot menu, select the USB drive to boot from. 

 

4. Start Ubuntu Installer: 

o Your computer will now boot from the USB drive, and you’ll be greeted 

with the Ubuntu welcome screen. 

 
5. Installation Setup 

You will be prompted to choose between Interactive installation and 

Automated Installation. The interactive option is the standard route, but more 

advanced users can use the automated installation option to import a 

configuration file from a web server to standardise multiple installs and add 

further customisations.  
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In this tutorial we will remain on the primary route. 

You will be prompted to choose between the Default selection and Extended 

selection options. The default installation comes with the basic essentials to get 

started which you can then expand on after install using the App Center. The 

extended selection contains additional office tools and utilities, useful for offline 

situations. 

 

In the following screen you will be prompted to install third-party software that 

may improve device support and performance (for example, Nvidia graphics 

drivers) and support for additional media formats. It is recommended to check 

both of these boxes. 
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6. Type of installation 

This screen allows you to configure your installation. If you would like Ubuntu to 

be the only operating system on your hard drive, select Erase disk and install 

Ubuntu. 

If your device currently has another operating system installed, you will receive 

additional options to install Ubuntu alongside that OS rather than replacing it. 

 

Let’s take a moment to review all of the above options in detail. 
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Erase disk and install Ubuntu 

If you select this option Ubuntu will take up the entire disk space on the selected 

drive. 

           

https://ubuntu.com/tutorials/install-ubuntu-desktop#erase-disk-and-install-ubuntu
https://ubuntucommunity.s3.us-east-2.amazonaws.com/original/3X/3/c/3cd054f6bf81483f0ef13a1717126f9c2428be7f.png
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If your PC has multiple hard drives then this option allows you to install Ubuntu 

alongside an existing OS as long as they each have their own drive. Take care to 

ensure that you are selecting the right drive in this instance! 

This option also allows you to encrypt your entire drive using LVM, ZFS or using 

the Trusted Platform Module on the device. To do this open the Advanced 

features option before proceeding to the above screen and select ‘Encrypt the 

new Ubuntu installation for security’ 

 

LVM stands for Logical Volume Management. By using LVM during the setup, it 

makes it easier to create and manage partitions post installation. 

ZFS allows users to create pooled storage volumes that span multiple drives as 

well as snapshorts and data repair features. It is a powerful option for advanced 

users. 

TPM-backed full disk encryption is a new, highly experimental feature of Ubuntu 

Desktop that currently supports only the generic kernel. This means that 

machines that require additional drivers to support webcams or NVIDIA graphics 

cards will not support this setup until additional features land after release. In 

addition, certain hardware vendors may have BIOS options enabled that alter 

the chain of trust. Please do not select this option unless you are comfortable 

debugging or re-installing in the event of an issue. 

If you select either LVM or ZFS based encryption you will be prompted to create 

a Security key that you will need to enter on boot before logging in with your 

user credentials. 
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If you are using TPM-based Full Disc Encryption you will be prompted to run the 

command snap recovery --show-keys after installing to generate a recovery key. 

If you select encryption, it is important that you do not lose your security key! 

Write it down and store it in a safe place outside of your local system. You will 

not be able to recover your data without it! 

Manual partitioning 

Manual partitioning is designed for advanced users who want to create specific 

configurations for their use-cases. As such we assume that these users will be 

comfortable with this interface and will not go into detail during this tutorial on 

specific setups. 

Here users can see all existing drives and partitions and create and manage new 

partition tables and configurations. 

https://ubuntu.com/tutorials/install-ubuntu-desktop#manual-partitioning
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7.Create Your Login Details 

On this screen, you will be prompted to enter your name and the name of your 

computer as it will appear on the network. Finally, you will create a username 

and a strong password. 

You can choose to log in automatically or require a password. If you are using 

your device whilst travelling, it’s recommended to keep “Require my password 

to log in” enabled. 

 
 

https://ubuntucommunity.s3.us-east-2.amazonaws.com/original/3X/e/5/e5101b968a2c7b8e626a34217179b6910db14649.png
https://ubuntucommunity.s3.us-east-2.amazonaws.com/original/3X/7/5/7578560dea014f12ec591489b94be0dd93ec059b.jpeg
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8. Choose your Location 

Select your location and timezone from the map screen and click Continue. This 

information will be detected automatically if you are connected to the internet. 

 

9. Ready to install 

Clicking Next will take you to a summary of your installation configuration to give 

you a chance to confirm your setup before clicking Install. 

 

10. Complete the Installation 

Sit back and enjoy the slideshow as Ubuntu installs in the background!  

https://ubuntucommunity.s3.us-east-2.amazonaws.com/original/3X/8/a/8aa37c2600c1a286facb0331d15c4f5bf848eb00.jpeg
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11. Complete the Installation 

Sit back and enjoy the slideshow as Ubuntu installs in the background!  

Click restat now to enable login Portal 

 

Provide cridential to access the ubuntu linux background interface. 
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The welcome widget will help you with some additional setup options   

Alternate Method 2: Download Ubuntu on your Virtual Machine 

There are several ways to install Ubuntu. If you want to use Ubuntu without 

making any changes in your Windows system, you can go the virtual machine 

way. Basically, you install and use this distribution like any regular Windows 

application. When you just want to try a Linux distro (Ubuntu in this case) for 

limited use, virtual machines provide a more comfortable option. 

Second way  

1. Download and install Virtual Box 

• Go to the official website of Oracle Virtual Box and get the latest stable version. 

 

https://www.virtualbox.org/
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• Installing Virtual Box is no rocket science. Just double-click on the downloaded 

.exe file to run it and follow the instructions on the screen. It is like installing 

regular software on Windows. 

1. Download Linux ISO 

Open your browser then type Ubuntu.com 

Next, you need to download the ISO file of the Linux distribution, i.e, Ubuntu. You 

can get this image from this link. 

 

3. Install Ubuntu using Virtual Box 

Now, you have installed Virtual Box and downloaded the ISO for Linux. You are 

now all set to install Linux in Virtual Box. 

• Start Virtual Box, and click on the New Symbol (it looks like a blue star). Give 

the virtual OS a relevant name, I’d reckon you give the name of the distro 

you’re going to install – Ubuntu. 

https://ubuntu.com/download/desktop
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Allocate RAM to the virtual OS. My system has 8 GB of RAM and I decided to 

allocate 4 GB of RAM to it. You can use extra RAM if your system has more 

RAM. 

 

• You can choose either to Dynamically allocate or a Fixed size option for 

creating the virtual hard disk. The recommended size is 10 GB. 
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Once everything is in place, it’s time to boot that ISO and install Ubuntu as a 

virtual operating system. If Virtual Box doesn’t detect the Linux ISO, browse to 

its location by clicking the folder icon as shown in the picture. 

 

Soon you’ll find yourself inside Linux. You’ll end up with the option to install it. 
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Select your Keyboard  

 

Chose the option do not connect to the network the click next 
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Prepare installation  

 

Click continue  



32 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

 

Click next  

c 

Choose the default section then click next  
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Click install  

 

Choose eras disk and install Ubuntu then Click next  
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o Choose whether to use Active directory or require may password each 

time you log in. click next  

 
Choose location and time zone then click next  
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Review your choice then click install 

 
Waiting until all files are copied to click next  
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While installation complete click restart now. 

 

• There is difference between CI and CD where by Continuous Integration focuses 

on the early stages of the development process, continuous delivery (CD) takes 

things a step further, Continuous Integration focuses on the integration and 

validation of code while continuous delivery (CD) focuses on delivering changes 

to production or staging environments. 

 

• A container is a standardized unit of software that packages up code and its 

dependencies so that the application runs consistently across different 

environments. 

• DevOps combines development (Dev) and operations (Ops) to increase the 

efficiency, speed, and security of software development and delivery compared 

to traditional processes. 

• DevSecOps is an extension of DevOps that incorporates security practices 

throughout the entire software development lifecycle. 

• A Linux distribution is an operating system made from a software collection that includes 

the Linux kernel and often a package management system. There are the Popular Linux 

Distributions such as Ubuntu, fedora, Debian, CentOS and more 

• Most importance of using ubuntu Linux it making one of the most popular 

operating systems, especially for developers, IT professionals, and general users. 

Here are the key reasons why using Ubuntu Linux is important: Free and Open 

Source, Security and Privacy, Stability and Performance, Software Availability, 

Developer-Friendly,free and open source. 

 Points to Remember 
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• Creating a bootable USB drive is necessary for several tasks, including: 

Operating System Installation, System Recovery, Testing or Running Live Systems, 

Updating Firmware, Disk Partitioning or Maintenance. 

 

An XXX company has a server computer installed with a window server 2012r2, the 

company needs to upgrade computer with Linux operating system. you are tasked 

to install Linux operating system in server computer.   

  

Application of learning 1.1. 
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Indicative content 1.2: Application of Linux basic commands 

  

 

1: Answer the following questions: 

I. What are the following Linux basic command? 

a) System Information 

b) File and Directory Management  

c) Text Processing 

d) Process Management 

e) Package Management 

f) User and Group Management 

g) System Control 

 

2:  Write your answers on flipchart/paper, blackboard or whiteboard. 

3: Present your findings to the whole class and trainer 

4: Ask questions for clarification if necessary 

5: Read the key readings 1.2.1  

Key readings 1.2.1.: Description of basic Linux commands 

✓ System Information 

Linux provides various ways to gather detailed information about the system's 

hardware, software, and performance. Understanding the system's current state 

is crucial for monitoring, troubleshooting, and system management. 

 Kernel and OS Information: 

The Linux kernel is the core component of the operating system. The kernel version 

and OS details are essential to know for compatibility with software and hardware. 

Linux allows you to view the kernel version, distribution, and architecture (e.g., 32-

bit or 64-bit). 

Common examples of basic Linux commands in kernel information and their uses: 

Duration: 5 hrs  

 
Theoretical Activity 1.2.1: Description of basic Linux commands 

Tasks: 
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→ uname –r Shows the Linux kernel version. 

→ uname -m: Shows the machine hardware architecture 

→ uname -a: Displays all available system information (kernel name, version, 

hardware, etc.) 

 CPU (Central Processing Unit): 

CPU information includes details like the processor type, number of cores, clock 

speed, and architecture. This helps in understanding the system's computational 

power and performance potential. 

Common examples of basic Linux commands in CPU management and their uses: 

→ lscpu – Display CPU architecture information 

• Use: Shows detailed information about the CPU, including its architecture, number 

of CPUs, cores, threads, speed, and more. 

→ cat /proc/cpuinfo – View CPU details 

• Use: Displays detailed information about the processor directly from the /proc file 

system, including model, vendor, and speed. 

→ nproc – Show the number of processing units (cores) 

• Use: Displays the number of available processing units (cores) on the system. 

→ mpstat – CPU usage per processor 

• Use: Displays CPU usage statistics for each processor or core. Requires the sysstat 

package to be installed 

 Memory (RAM): 

Memory information shows how much RAM is installed and how it is being used 

(e.g., free, cached, or in use). Knowing memory usage is crucial for assessing system 

performance, especially when running memory-intensive applications. 

Common examples of basic Linux commands in Memory and their uses: 

→ free –h  Display memory usage 
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• Use: Shows the total amount of free and used memory (RAM and swap) in the 

system. 

→ vmstat – Report virtual memory statistics 

• Use: Displays information about processes, memory, paging, block I/O, traps, and 

CPU activity. 

→ top Monitor system processes and memory 

• Use: Shows a dynamic real-time view of running processes, CPU usage, and 

memory consumption. 

 Disk and Storage: 

Disk usage and storage capacity information show the total space available on 

storage devices, partitions, and the file system. It also displays how much space is 

currently in use. This is important for managing storage resources efficiently. 

Common examples of basic Linux commands in Disk and storage and their uses: 

→ df –h Disk Space Usage 

• Use: Displays the amount of disk space used and available on file systems. 

→ lsblk – List Block Devices 

• Use: Lists information about all available block devices, such as disks and 

partitions. 

 Network Information: 

Network details include the system's IP addresses, MAC addresses, and network 

interface configurations. Knowing the network status helps in troubleshooting 

connectivity issues and managing network resources. 

Common examples of basic Linux commands in Network information and their 

uses: 

→ ifconfig 
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• Use: Displays network interface configuration, including IP addresses, MAC 

addresses, and network statistics. 

→ ping 

• Use: Tests network connectivity to a specified host by sending ICMP echo request 

packets and measuring the response time. 

→ traceroute 

 Use: Displays the route and measures transit delays of packets across a 

network. 

 Hardware Information: 

Information about the hardware components such as USB devices, PCI cards (e.g., 

graphic cards), and block devices (disks, drives) is also available. This helps in 

detecting hardware configurations and troubleshooting hardware-related 

problems. 

Common examples of basic Linux commands in Hardware Information and their 

uses: 

→ lscpu 

• Use: Displays detailed information about the CPU architecture, including the 

number of CPUs, cores, threads, and clock speed. 

→ lsblk 

• Use: Lists all block devices (such as hard drives and partitions) in a tree-like format, 

showing their mount points and sizes. 

→ sudo dmidecode 

• Use: Displays detailed information about the system's hardware, including the 

BIOS version, manufacturer, memory details, and system board information. This 

command usually requires root privilege 
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 System Uptime and Load: 

Uptime refers to how long the system has been running without a restart, and load 

average gives an idea of how much work the system is currently handling. 

Monitoring uptime and load helps in identifying system stability and performance 

issues. 

By collecting and analyzing this information, system administrators and users can 

optimize performance, troubleshoot hardware/software issues, and ensure the 

system runs efficiently. 

Common examples of basic Linux commands in System Uptime and Load and 

their uses: 

→ uptime 

• Use: Displays how long the system has been running, along with the current time, 

number of users logged in, and the system load averages. 

Output Explanation: 

• Shows the time the system has been running (e.g., up 5 days, 3 hours). 

• Displays the number of users currently logged in. 

• Provides load averages for the last 1, 5, and 15 minutes (e.g., load average: 0.25, 

0.15, 0.05). 

→ top 

• Use: Provides a real-time view of the system’s processes, including CPU and 

memory usage. It also shows system uptime and load averages. 

Output Explanation: 

• At the top of the interface, you'll see system uptime, number of users, and load 

averages. 

• Below this, the list of running processes is displayed, along with their resource 

usage. 

➔ vmstat 

• Use: Reports information about processes, memory, paging, block I/O, traps, and 

CPU activity. 
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Output Explanation: 

• The first line gives a summary of the overall system status. 

• Subsequent lines (updated every 5 seconds in this case) show metrics including 

CPU load, which can indicate system performance over time. 

✓ File and Directory Management 

Theoretical Overview: File and directory management in an operating system 

involves creating, modifying, deleting, and navigating through files and directories 

(folders). These actions are critical for organizing data and working efficiently 

within the filesystem. 

Basic Commands: 

• ls – Lists files and directories in the current working directory. 

• mkdir <directory_name> – Creates a new directory. 

• rm <file_name> – Removes a file; use rm -r <directory_name> to remove a 

directory and its contents. 

✓ Text Processing 

Theoretical Overview: Text processing involves manipulating text files, searching 

within them, extracting data, and formatting the output. It's commonly used for 

system administration tasks, scripting, and data extraction. 

Basic Commands: 

• cat <file_name> – Displays the content of a file. 

• grep <pattern> <file_name> – Searches for a specific pattern or string in a file. 

• sed 's/old/new/g' <file_name> – Replaces occurrences of a string within a file. 

✓ Process Management 

Theoretical Overview: Process management includes starting, stopping, and 

monitoring processes in the operating system. Managing processes is crucial for 

ensuring system stability and performance. 

Basic Commands: 

• ps – Displays a list of currently running processes. 

• kill <process_id> – Terminates a process by its process ID. 



44 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

• top – Displays real-time system stats, including processes, memory, and CPU 

usage. 

✓ Package Management 

Theoretical Overview: Package management refers to installing, updating, and 

removing software packages in an operating system. Each package typically 

contains binaries, libraries, and configuration files required by software. 

Basic Commands: 

• apt-get install <package_name> – Installs a package on Debian-based systems. 

• yum remove <package_name> – Removes a package on Red Hat-based 

systems. 

• apt-get update – Updates the list of available packages and their versions. 

✓ User and Group Management 

Theoretical Overview: Managing users and groups ensures that only authorized 

individuals can access certain parts of the system. It also helps in controlling 

permissions and resource access across different users. 

 Basic Commands: 

o useradd <username> – Creates a new user. 

o passwd <username> – Sets or changes the password for a user. 

o groupadd <group_name> – Creates a new group. 

✓ System Control 

Theoretical Overview: System control covers tasks like system rebooting, shutting 

down, managing services, and viewing system logs. It’s essential for maintaining 

system stability and performance. 

 Basic Commands: 

o systemctl start <service_name> – Starts a service. 

o shutdown now – Shuts down the system immediately. 

o reboot – Reboots the system. 
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1: Read the key Reading 1.2.2 

2: Referring to the key reading 1.2.2, you are asked to go to the computer lab to 

apply Linux basic command. 

3: Present your work to the trainer or whole class 

4: Ask question for clarification where necessary  

5: Perform the task provided in application of Leaning 1.2 

Key readings 1.2.2: application of Linux System information basic commands 

✓ System Information Basic Linux commands 

I. Shows the Linux kernel version. 

Step 1: Open terminal 

Step 2: uname –r 

 
uname -m: Shows the machine hardware architecture 

 
name -a: Displays all available system information (kernel name, version, 

hardware, etc.) 

 
 

 

 

Practical Activity 1.2.2: Applying Linux basic commands 

 

Task: 
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ii. CPU management  

lscpu – Display CPU architecture information 

a. Use: Shows detailed information about the CPU, including its architecture, number of 

CPUs, cores, threads, speed, and more.   

 

→ cat /proc/cpuinfo – View CPU details 

b. Use: Displays detailed information about the processor directly from the /proc file 

system, including model, vendor, and speed. 

 

→ nproc – Show the number of processing units (cores) 

c. Use: Displays the number of available processing units (cores) on the system. 

 

→ mpstat – CPU usage per processor 

d. Use: Displays CPU usage statistics for each processor or core. Requires the sysstat 

package to be installed 
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e. Memory management 

          free –h  Display memory usage 

f. Use: Shows the total amount of free and used memory (RAM and swap) in the system. 

 

→ vmstat – Report virtual memory statistics 

g. Use: Displays information about processes, memory, paging, block I/O, traps, and CPU 

activity. 

 

→ top Monitor system processes and memory 

h. Use: Shows a dynamic real-time view of running processes, CPU usage, and memory 

consumption. 

 

i. Disk and storage: 

→ df –h Disk Space Usage 

j. Use: Displays the amount of disk space used and available on file systems. 
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→ lsblk – List Block Devices 

k. Use: Lists information about all available block devices, such as disks and partitions. 

 

l. Network information  

→ ifconfig 

m. Use: Displays network interface configuration, including IP addresses, MAC addresses, 

and network statistics. 

 

→ ping 

n. Use: Tests network connectivity to a specified host by sending ICMP echo request 

packets and measuring the response time. 
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→ traceroute 

o. Use: Displays the route and measures transit delays of packets across a network. 

 

p. Hardware Information and their uses: 

→ sudo dmidecode 

q. Use: Displays detailed information about the system's hardware, including the BIOS 

version, manufacturer, memory details, and system board information. This command 

usually requires root privilege 

 

r. System Uptime and Load and their uses: 

→ uptime 
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s. Use: Displays how long the system has been running, along with the current time, 

number of users logged in, and the system load averages. 

 

✓ File and Directory Management 

 ls – Lists files and directories in the current working directory. 

 

 mkdir <directory_name> – Creates a new directory. 

 

 rm <file_name> – Removes a file; use rm -r <directory_name> to remove a 

directory and its contents. 
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 Text processing 

cat <file_name> – Displays the content of a file. 

 

grep <pattern> <file_name> – Searches for a specific pattern or string in a file. 

 

sed 's/old/new/g' <file_name> – Replaces occurrences of a string within a file. 
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✓ Process management 

ps – Displays a list of currently running processes. 

e  

kill <process_id> – Terminates a process by its process ID. 

 

top – Displays real-time system stats, including processes, memory, and CPU usage. 

 

✓ Package management 

apt-get install <package_name> – Installs a package on Debian-based systems. 
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yum remove <package_name> – Removes a package on Red Hat-based systems. 

apt-get update – Updates the list of available packages and their versions. 

 

 

✓ User and group management 

useradd <username> – Creates a new user. 

 

passwd <username> – Sets or changes the password for a user. 
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groupadd <group_name> – Creates a new group. 

 

users: Displays a simple list of logged-in usernames. 

 
 

✓ System control 

systemctl start <service_name> – Starts a service. 

 

shutdown now – Shuts down the system immediately. 

 

reboot – Reboots the system. 

 

 

 

 



55 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

  

• Commands are instructions that you type into a terminal (command-line 

interface) to perform specific tasks. These commands allow you to interact with 

the operating system, manage files, processes, users, and system resources, and 

automate various tasks. 

• Terminal refers to an interface that allows users to interact with the computer's 

operating system by typing commands. Originally, a terminal was a physical device 

used to input and display data (such as early teletype machines or video display 

terminals). However, in modern systems, a terminal is typically a software 

application that emulates this function. 

• Using basic commands in Linux is essential for several reasons, especially in a 

command-line-driven environment. Here’s why they are important Because Linux 

basic commands are used for Efficiency and Control, Resource Management, 

Automation, Remote Access, Power and Flexibility, Troubleshooting, Learning 

Foundation 

• system control commands provide essential tools for managing services, 

processes, system status, and user accounts in Linux. They are key to effective 

system administration. 

 

ABC computer network is a newly opened company that needs to perform the 

following tasks:  

a) Gather system information 

b) Perform file and directory management 

c) Use text processing tools 

d) Handle package management 

e) Perform user and group management 

f) Use system control commands 

Now, as a system administrator, you are hired to help the company in the 

aforementioned tasks. 

  

 Points to Remember 

 Application of learning 1.2. 
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Indicative content 1.3: Management of server services   

  

 

1: Discuss on the following questions: 

a. What are the server Services? 

b. Differentiate between monitoring and Logging  

2:  write your answers on flipchart/paper 

3: Present your findings to the whole class and trainer 

4: Ask questions if necessary 

5: Read the key readings 1.3.1  

Key readings 1.3.1: Description of key terms 

✓ Web: Refers to the World Wide Web (WWW), a system of interlinked hypertext 

documents and resources, primarily accessed via web browsers using 

HTTP/HTTPS protocols. Websites and web applications are part of this. 

✓ A web server is a software or hardware system that serves web pages to clients 

(typically web browsers) over the internet. It handles requests via HTTP/HTTPS 

protocols, processes them, and sends back the appropriate response, typically 

HTML pages, images, or other content. Popular web server software includes 

Apache, Nginx, and LiteSpeed 

✓ Mail: Refers to electronic mail (email), a method of exchanging digital messages 

across the internet. Mail servers manage the sending, receiving, and storage of 

emails, typically using protocols like SMTP, IMAP, or POP3. 

✓ A mail server is a software application that manages the sending, receiving, and 

storage of emails. It communicates with other mail servers and clients via 

standard email protocols like SMTP (Simple Mail Transfer Protocol), IMAP 

(Internet Message Access Protocol), and POP3 (Post Office Protocol). It consists 

of two main parts: 

 Mail Transfer Agent (MTA): Responsible for routing and delivering emails (e.g., 

Postfix, Exim). 

Duration: 7 hrs  

 
Theoretical Activity 1.3.1: Description of Server Services  

Tasks: 
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 Mail Delivery Agent (MDA): Stores the email in the recipient’s mailbox (e.g., 

Dovecot). 

 Mail User Agent (MUA): The client application users interact with to send and 

receive emails (e.g., Thunderbird). 

✓ File: Refers to a block of digital data stored on a system, identified by a name and 

extension. Files can contain text, images, software, or any other digital content, and 

can be shared over a network or locally. 

A file in computing is a collection of data or information stored on a disk and 

identified by a name. Files can contain anything from text, images, and software 

programs to system configurations. Each file has attributes like its name, size, type, 

and permissions that define how it can be accessed and modified. 

✓ SSH (Secure Shell): A cryptographic network protocol for securely accessing and 

managing remote computers over an unsecured network. It encrypts the session to 

prevent eavesdropping and connection hijacking. 

SSH (Secure Shell) in Linux Ubuntu 

SSH (Secure Shell) is a cryptographic network protocol used for securely accessing 

and managing a remote system over an unsecured network. It provides an encrypted 

connection to the remote system, ensuring that sensitive data such as passwords, 

commands, and files are protected from eavesdropping. 

SSH is commonly used by system administrators for remote management tasks, file 

transfers, and secure tunneling. On Ubuntu, SSH is typically implemented using 

OpenSSH, which provides both the client and server utilities for establishing and 

managing SSH  

✓ DNS (Domain Name System) is a system used to translate human-readable domain 

names (like www.example.com) into IP addresses (like 192.168.1.1), which 

computers use to communicate. It acts as the "phonebook" of the internet, allowing 

users to access websites and services using easy-to-remember names rather than 

numerical IP addresses. 

In Ubuntu, DNS plays a vital role in networking, ensuring that your machine can 

resolve domain names to IP addresses when accessing the internet or network 

resources. 
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 How DNS Works 

When you type a domain name in a web browser, the system queries a DNS server 

to get the corresponding IP address. This process involves several steps: 

o Local DNS Cache: The system first checks its local DNS cache to see if it already 

knows the IP address. 

o DNS Resolver: If not found locally, the request is sent to a DNS resolver, usually 

provided by your ISP or a public DNS service like Google DNS or Cloudflare DNS. 

o Root DNS Server: If the resolver doesn't know the answer, it queries the root DNS 

server, which points to the authoritative DNS server for the domain. 

o Authoritative DNS Server: This server provides the IP address for the domain. 

Once the IP address is found, it's returned to the user's machine, and the connection 

to the website or service is established. 

✓ A proxy server acts as an intermediary between a client (such as a web browser) 

and the internet. When a client makes a request to access a resource (e.g., a 

website), the proxy server processes the request and retrieves the resource on 

behalf of the client, which can provide several benefits, such as: 

 Anonymity: The client's IP address is hidden, as the proxy's IP is used. 

 Access Control: Proxies can filter web traffic and restrict access to certain sites. 

 Content Caching: Frequently accessed content can be cached to improve load 

times. 

 Logging and Monitoring: Proxies can log traffic for security and monitoring 

purposes. 

 Traffic Optimization: Proxies can compress data and optimize traffic. 

✓ Monitoring and Logging are essential components of system management, both 

offering different methods of tracking system performance, issues, and activity. 

They serve distinct purposes in maintaining the health and security of Linux 

systems. 

 Logging 

Logging refers to the process of recording detailed events, errors, and messages 

generated by the operating system, applications, and services. These logs provide 

granular information about what has happened on the system, helping 

administrators track down issues, audit events, or understand system behavior. 
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 Key Characteristics of Logging: 

o Event-Based: Logs capture events as they happen (e.g., user logins, service 

errors, security violations). 

o Stored as Files: Logs are usually stored in text files on the system (e.g., /var/log/ 

directory in Linux). 

o Historical Records: Logs contain historical data, useful for post-incident analysis 

or auditing. 

o Granular Information: Logs capture fine-grained details like error codes, system 

messages, and service-specific information. 

Examples of Logs in Linux: 

o System Logs (/var/log/syslog or /var/log/messages): General system events like 

startup messages, hardware issues, etc. 

o Authentication Logs (/var/log/auth.log or /var/log/secure): Records of 

authentication attempts, such as user logins. 

o Application Logs (/var/log/apache2/access.log): Application-specific logs, e.g., 

web server access logs. 

o Kernel Logs (/var/log/kern.log): Logs generated by the Linux kernel, useful for 

debugging hardware issues. 

Log Management Tools: 

o rsyslog or syslog: Standard Linux logging systems that handle log messages from 

different services. 

✓ Logrotate: Automatically manages log file rotation, compression, and deletion. 

✓ Monitoring refers to the process of continuously observing system performance and 

behavior in real time. It typically involves collecting metrics such as CPU usage, memory 

consumption, disk I/O, network traffic, and service availability, and alerting 

administrators when performance thresholds are exceeded or failures occur. 

 Key Characteristics of Monitoring: 

o Real-Time: Monitoring focuses on real-time metrics, continuously checking the 

system for specific performance indicators. 

o Performance-Oriented: It tracks system health and performance, such as 

resource usage, response times, and uptime. 

o Alerts and Notifications: When thresholds are crossed (e.g., CPU usage above 

90%), monitoring tools can trigger alerts to notify administrators. 
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o Proactive: Monitoring is often used to detect issues before they cause major 

failures or to optimize system performance. 

✓ Backup in Linux refers to the process of copying data from your system to a secure 

location to ensure data safety in case of accidental deletion, hardware failure, 

system corruption, or other data loss incidents. It is a critical component of system 

administration to ensure the continuity and recovery of important data. 

There are several strategies, tools, and methods for performing backups in Linux, 

depending on the requirements (e.g., full backup, incremental backup, file-based, or 

system-based). 

 Types of Backups in Linux 

o Full Backup: 

o Description: A complete copy of all the data and files from the system. 

o Pros: Provides a complete snapshot of the system, making restoration easier. 

o Cons: Time-consuming and requires large storage space. 

o Incremental Backup: 

o Description: Only backs up the changes made since the last backup (either full 

or incremental). 

o Pros: Saves time and storage space by only copying modified data. 

o Cons: Restoration may require multiple backup files (last full backup + all 

incremental backups). 

o Differential Backup: 

o Description: Backs up data changed since the last full backup (not incremental). 

o Pros: Faster than full backup, and simpler restoration compared to incremental 

backup. 

o Cons: Consumes more storage compared to incremental backups. 

o Snapshot Backup: 

o Description: A point-in-time copy of the file system or storage device. Often used 

with LVM or filesystem features like ZFS and Btrfs. 

o Pros: Fast and efficient for large-scale file systems. 

o Cons: Requires snapshot support on the file system 

 Backup Methods in Linux 

o Local Backups 

This involves storing backups on the same system or a locally attached device, such 

as an external hard drive, USB, or another disk partition. 
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• Pros: Easy to set up and restore from. 

• Cons: If the system hardware fails, both the original data and backups could be 

lost. 

o Remote Backups 

Remote backups store data on a different machine or remote storage, ensuring that 

backups are safe from local hardware failures. 

• Pros: Provides additional safety by storing backups off-site. 

• Cons: Requires network bandwidth and may be slower. 

o Cloud Backups 

Data is stored on a cloud storage service (like Google Drive, Amazon S3, or Dropbox) 

for redundancy and ease of access. 

• Pros: Highly secure and accessible from anywhere. 

• Cons: Requires a reliable internet connection and may incur costs depending on 

storage needs. 

 

 

1: Go to the computer lab and referring to the previous theoretical activity 1.3.1 then 

perform the following task individually: 

Configure server services   

2: Present the steps to configure server service  

3: Referring to the steps presented on task 2 Install configure DNS service 

4: Present your work to the trainer and whole class  

5: Read the key readings 1.3.2 and ask questions for clarification where necessary   

6: Perform the task provided in application of leaning 1.3. 

Practical Activity 1.3.2:Configuring Server services  

 

Tasks: 
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Key readings 1.3.2.: configuration of server services 

✓ web services 

To configure a web server, we'll go through the steps for setting up Apache or 

Nginx—two popular web servers—on an Ubuntu system. I'll outline both options 

below. 

Steps to install an apache Web Server Configuration 

 Install Apache 

Start by installing Apache using the package manager: 

 

 Start and Enable Apache 

Ensure that the Apache service is running and set to start on boot: 

 

 Firewall Configuration 

Allow HTTP and HTTPS traffic through the firewall 

 

 Test Apache Installation 

Check if Apache is working by visiting your server’s IP address: 
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You should see the default Apache page, confirming that the web server is up and 

running. 

 Configure Apache Virtual Hosts 

You need to configure virtual hosts to serve multiple websites on a single server. 

o Create a directory for your website: 

 

o Set the correct permissions 

 

o Create a sample index.html file: 

echo "<html><head><title>Welcome to 

Example.com</title></head><body><h1>Success! Example.com is 

working!</h1></body></html>" | sudo tee 

/var/www/example.com/public_html/index.html 

o Create a virtual host configuration file 

 

Add the following configuration: 
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o Enable the new virtual host 

 

o Disable the default virtual host (optional) 

 

o Test the configuration and reload Apache 

 

 

✓ Configuration of mail services 

Step 1: Update System Packages 

Before installing any new software, it’s essential to ensure that your system is up to 

date. Open a terminal and execute the following commands: 

 

Step 2: Installing Postfix 
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To install Postfix, use the following command: 

 

Step 3: Configuring Postfix 

Once Postfix is installed, we need to make a few configurations. Open the main 

Postfix configuration file using your preferred text editor: 

 

Make the following changes in the configuration file: 

• Locate the myhostname parameter and set it to your domain name: 

 

• Find the mydestination parameter and modify it as follows: 

 

• Uncomment the mynetworks parameter to allow connections from trusted 

networks: 

 

Save the changes and exit the editor. 

Step 4: Installing Dovecot 

To install Dovecot, execute the following command: 

 

Step 5: Configuring Dovecot 

Next, we’ll configure Dovecot to work in conjunction with Postfix. Open the Dovecot 

configuration file: 
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• Locate the mail_location parameter and set it to the default value: 

 

Uncomment the mail_privileged_group parameter and set it to mail 

 

Step 6: Restarting Services 

Now, restart both Postfix and Dovecot services to apply the changes made 

 

 

Step 7: Testing the Configuration 

To ensure that everything is functioning correctly, you can send a test email to an 

external address using the mail command: 

✓ Configuration of file services 

To configure a file server service in Ubuntu, you'll typically use Samba if you want to 

share files between Linux and Windows systems, or NFS if you’re sharing files 

between Linux systems. Here’s a step-by-step guide for both. 

1. Samba (Linux and Windows) 

Samba allows Linux to share files with Windows systems 

Step 1: Update and install Samba 
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Step 2 install samba by using sudo apt install samba command  

 

Step 3: check where Samba is installed successful  
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Edit configuration file for samba  

 

Add a new share configuration at the end of the file. For example 

 

Step 3: Create a shared directory 

 

Set the proper permissions 

 

tep 5: Restart Samba service 

 

✓ configuration of Network service 
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Steps to configure network server service  

Step 1: update the system  

Before starting any installation or configuration, it's a good idea to update the system 

to ensure all packages are up-to-date. 

sudo apt update && sudo apt upgrade 

 

2. Configure Network Interfaces 

Ubuntu uses netplan for network configuration. You may need to set a static IP 

address or configure your network interface for dynamic IP (DHCP) depending on 

your needs. 

To configure a network interface, edit the Netplan configuration file, usually located 

in /etc/netplan/ (e.g., 50-cloud-init.yaml). 

sudo nano /etc/netplan/50-cloud-init.yaml 
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Install network tool 

 

Check ip address  

sudo lshw -class network 

With the lshw command, you can define all the network interfaces you need for 

configuring networks on Ubuntu. Below you will see an example command. This 

command will display bus information, driver details, and all its supported 

capabilities as a single Ethernet interface: 
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Configuring Ethernet Interface on Ubuntu 18.04 and Earlier 

With the ethtool program, you can view settings such as auto-negotiation, duplex 

mode, and port speed. If ethtool is not installed on your server, you can install it using 

the following command: 

sudo apt install ethtool 

 

After the installation is complete, you can see the sample output for eth0: 

sudo ethtool eth0 
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✓ DNS configuration steps  

Step 1: Determine your Lunix Distribution and their operation. 

For determining the Linux distribution installed in the system, we will use 

the hostnamectl command. 

Just open a terminal window and run the command. 

 

Step - 2: Install DNS Server Software 

Once you've determined your Linux distribution, the next step is to install the DNS 

server software. Bind (Berkeley Internet Name Domain). To install Bind, open the 

terminal and use the appropriate package manager command for your distribution. 

For example, on Ubuntu, you can use the below-mentioned command. 
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sudo apt-get install bind9 

 

During installation system ask you to type Y/No to continue install addition type Y 

Step - 3: Configure Bind DNS Server 

After installing Bind, you need to configure it according to your requirements. The 

main configuration file for Bind is generally located at /etc/bind/named.conf. Open 

this file with a text editor of your choice. 

To open the file using nano 

 

These files contain additional settings for options, local zones, and default zones. You 

can edit them as needed. 

1. Configure Options (Edit named.conf.options) 
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Here’s a basic example of global options: 

 

4. Configure Local Zones (Edit named.conf.local) 

You need to define your zones (forward and reverse) in the named.conf.local file. 

Open it: 

sudo nano /etc/bind/named.conf.local 

 

Example of adding a forward and reverse zone: 
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5. Create Zone Files 

After defining the zones, you need to create the corresponding zone files. These are 

usually stored in /etc/bind/zones/. 

1. Create the directory for zone files (if it doesn’t exist): 

 

Create the zone file for the forward zone: 

 

Add content like 



76 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

 

6. Check Syntax for Errors 

Before restarting BIND, verify the configuration for syntax errors: 

 

7. Restart BIND 

Finally, restart the BIND service to apply the changes: 

 

8. Test the DNS Server 

Test your DNS server to ensure everything is working properly 
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✓ Configuration of SSH Server Service  

To configure an SSH server on Ubuntu, follow these steps: 

Step 1: Install the SSH Server 

First, install the OpenSSH server package, which provides the SSH service. 

sudo apt update 

 

sudo apt install openssh-server 

 

Step 2: Verify SSH Service Status 

After installation, the SSH service should start automatically. To check its status, run: 

sudo systemctl status ssh 
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Step 3: Configure SSH Settings 

SSH configuration is stored in the /etc/ssh/sshd_config file. To make any changes, open 

the configuration file with a text editor like Vi 

sudo vi /etc/ssh/sshd_config 

Step 4: Change default SSH port (optional): You can change the default port (from 22) 

for added security: 

Port 2222 

Permit or disable root login (recommended to disable): 

PermitRootLogin no 

Restrict SSH access to certain users (optional) 

AllowUsers username 

Restart the SSH Service 

sudo systemctl restart ssh 

Step 5: Configure Firewall (if applicable) 

If a firewall is active on your Ubuntu server, you will need to allow SSH traffic. By default, 

SSH listens on port 22. If you've changed the port, modify the command accordingly. 
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✓ Configuration of proxy Server Service  

Steps to configure Proxy server service  

Step 1: Update the System 

Before starting, ensure your system is up to date. 

 

Step 2. Install Squid Proxy Server 

To install Squid, use the following command: 

 

After installation, the Squid configuration file will be located at /etc/squid/squid.conf 

Step 3. Configure Squid 

The main configuration file for Squid is /etc/squid/squid.conf. You will need to edit 

this file to configure your proxy server. 

 

Allowing Access 

By default, Squid denies all incoming traffic for security purposes. You need to define 

access rules by configuring Access Control Lists (ACLs). 
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In the squid.conf file, search for the following lines: 

 

Replace it with 

 

b. Setting a Proxy Port (Optional) 

By default, Squid listens on port 3128. You can change the port by editing this line in 

the configuration file 

 

4. Configure Proxy Caching (Optional) 

One of Squid's core features is caching web content. You can configure Squid to cache 

frequently accessed content by adjusting cache settings in /etc/squid/squid.conf. 

For example: 

 

5. Restrict Access by IP or Time (Optional) 

You can restrict access to certain websites or set up access schedules. For instance, to 

block specific websites 
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6. Configure Squid to Start on Boot 

Ensure Squid starts automatically when the system boots: 

 

You can also manually start and stop Squid with: 

 

 

• Server service is a  software component that runs on a server (a computer that 

hosts websites and web applications) and provides a specific functionality or 

service to other computers or devices connected to the network. 

• There are many types of server services depending on the functionality or service 

they provide. Some of the most common used are Web Server Service, Database 

server service, Mail server service, FTP Server Service,  

• While managing server there are different Services require system administrator 

to install and manage in order the server operate smoothly such as network, web, 

DNS, SSH, proxy and more.  

  

 Points to Remember 

https://www.lookkle.com/what-is-a-server-service-
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RTDX Company has recently expanded its infrastructure to accommodate a growing 

number of users and services. As the system administrator, you are tasked with 

setting up and configuring essential services across multiple Linux-based servers to 

ensure the smooth operation of internal and external communications. 

  

 Application of learning 1.3. 
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 Learning outcome 1 end assessment 

 

 

Q1. Circle the letter corresponding with the correct answer. 

i. The main objective of DevOps is: 

a) To deliver software in isolated silos 

b) To enhance collaboration between development and operations 

C) To slow down the release process 

D) To remove automation in development 

ii. CI/CD stand for: 

a) Continuous Input/Continuous Delivery 

b)  Continuous Integration/Continuous Development 

c) Continuous Improvement/Continuous Deployment 

d)  Continuous Integration/Continuous Deployment 

iii. One of the following statements describes “Infrastructure as Code” (IaC): 

a) Managing infrastructure manually 

b)  Using code to define and manage infrastructure 

c) Using spreadsheets to manage servers 

d) Hiring additional staff for server management 

iv. Which of the following is a version control system widely used in DevOps? 

A) Git 

B) Docker 

C) Slack 

D) Kubernetes 

Q2. Match the commands (column B) with their function (column C). by writing the 

letter corresponding with the right answer in provided blank space (column A) 

Answer 

(Column A) 

Commands  

(Column B) 

Functions  

(column C) 

1……….. 1. Cd. A) is used to install any 

package  

2………. 2. sudo shutdown now B) to change directory  

Theoretical assessment  
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3……… 3.mkdir C) used to list the contents 

of a directory. 

4……… 4.Cat D) is command used to 

shuts down the system 

immediately  

5………. 5. Sudo E) to create directory  

6………. 6. Cp F)  Restarting  System 

Services 

7……… 7. PWD G) to display the root 

path  

8……… 8. sudo systemctl restart service name 

 

I) is used to run 

commands with 

superuser (root) 

privileges. It stands for 

"SuperUser DO" and 

allows authorized users 

to execute administrative 

tasks without logging in 

as the root user. 

9…….. 9. sudo apt install  J) is command used to 

copy files and directories 

I) Linux is used to change 

the file permissions 

H) is command used to 

shuts down the system 

immediately 

  

Rwanda network Ltd is a new Company hosted the web application, this company is 

located at Muhanga District. It has a Network system that is Implemented with 

windows Server Management, it needs to upgrade from windows server to Linux 

server in order to manage different services. you are requested to install Linux Server, 

configure Web server services and Test server functionalities.  

  

Practical assessment 
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Learning Outcome 2: Deploy System  
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Indicative contents 

2.1 Preparation of deployment 

2.2 Use Continuous delivery and Configure of containerization 

2.3 Perform Migration  

 

Key Competencies for Learning Outcome 2: Deploy system  

Knowledge  Skills  Attitudes  

● Description of 

deployment key terms  

● Identification of 

evolution and 

Importance of DevOps 

● Description of 

Advantages and 

Disadvantages of 

DevOps  

● Description of DevOps 

Technologies  

● Description of DevOps 

principles  

● Description of DevOps 

lifecycle  

● Identification of 

technologies used in 

system to be deployed  

● Identification of data 

migration  

● Description continuous 

integration and 

continuous delivery  

● Identification of 

container 

● Installing of 

dependencies 

● Configuring CI/CD 

pipeline  

● Implementing data 

migration pipeline. 

● Being collaborative 

while preparing or 

deploying software 

● Being flexible while 

preparing 

deployment  

● Being decision make 

while handling errors. 
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Duration: 30 hrs  

Learning outcome 2 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Describe clearly the deployment key terms based on the system to be deployed  

2. Describe properly the evolutions, advantages and disadvantages of DevOps based on 

the system to be deployed. 

3. Describe properly lifecycle used in continuous Integration and continuous deployment  

4. Describe correctly technologies and principles of DevOps based on the system to be 

deployed. 

5. Identify clearly the containerization based on scalability of application   

6. Identify properly data migration based on system environment 

7. Install properly the required dependencies based on system environment 

8. Configure properly Container based System environment. 

9. Configure continuous integration and continuous pipeline deployment based on area of 

automation  

10. Create correctly data migration based on system environment. 

Resources 

Equipment   Tools  Materials   

• Computer 

• server  

• Docker setup  

• Git setup  

• GitHub account  

• Linux OS 

• VS code  

• Amazon account 

• Internet  

• Electricity  
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Indicative content 2.1: Preparation of deployment environnement  

  

 
1: You are asked to answer the following questions: 

i. Give the meaning of the following terms: 

a. Deployment 

b. Build agent  

c. Containerization  

d. Docker  

e. Kubernetes  

f. Jargon  

g. Dependence   

ii. Give DevOps evolutions with their advantages and disadvantages. 

iii. Identify the principles of DevOps  

iv. Identify phases of DevOps lifecycle 

v. What are the tools and technologies used in system deployment? 

2:  Provide your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to whole class trainees and trainer  

4:  Ask questions for clarifications if necessary  

5: Read the key readings 2.1.1 

Key readings 2.1.1.: Description of deployment environment 

✓ Definition of key terms  

 Deployment in DevOps refers to the process of releasing a new version of an 

application or software to a production environment. It's the final stage of the 

software development lifecycle (SDLC) where the application becomes available 

to end-users. 

 Build Agent in DevOps is a machine or service responsible for executing the 

automation tasks defined in the build pipeline, such as compiling code, running 

tests, packaging applications, and deploying software. It is an essential 

Duration: 5 hrs  

 
Theoretical Activity 2.1.1: Description of key terms  

Tasks: 



90 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

component of Continuous Integration (CI) and Continuous Delivery (CD) 

processes, enabling the automation of various stages in the software 

development lifecycle. 

 Containerization is a type of virtualization that allows developers to package an 

application with all its dependencies and ship it as one unit. Containers are 

isolated from each other, so they can run on the same host without affecting one 

another. This makes them ideal for micro services, or small, modular applications 

that can be deployed independently. 

There are two main types of containers: 

-Linux containers These types of containers use features built into the Linux kernel 

to isolate processes from each other. Linux containers are more popular in DevOps 

because they’re lighter weight and easier to work with.  

 -Windows containers This container type uses the Windows Server Container   

feature to isolate processes from each other. 

 Docker is an open-source tool used for packaging applications and their 

dependencies into containers. It also provides a way to manage and 

orchestrate containerized applications, allowing users to easily deploy and 

manage their applications using Docker tools such as Docker Swarm.  

In the context of DevOps, Docker plays a crucial role in supporting the principles 

of Continuous Integration (CI), Continuous Delivery (CD), automation, and 

infrastructure as code. 

 Kubernetes is often abbreviated as K8s, is an open-source container 

orchestration platform that automates the deployment, scaling, and 

management of containerized applications.  

 Jargon refers to the specialized terminology and language that is commonly used 

within the field to describe processes, tools, methodologies, and concepts 

specific to DevOps practices.  

 Dependence in DevOps, dependencies refer to any external software, libraries, 

services, or resources that an application or system relies on to function 

correctly.  

 

https://kodekloud.com/blog/run-docker-image/#what-is-a-container
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Types of Dependencies in DevOps 

1. Software Dependencies: 

o These are external libraries or packages that an application needs to run. 

For example, a Python application may depend on specific versions of 

libraries like requests or numPy. 

2. Infrastructure Dependencies: 

o These include the underlying infrastructure needed by an application, 

such as databases, storage systems, networks, and cloud services. For 

instance, an application might depend on a database like MySQL or an 

external service like AWS S3. 

3. Service Dependencies: 

o Many modern applications, especially in microservices architectures, rely 

on other services or APIs to function. For example, a payment service 

might depend on external authentication or messaging services. 

4. Environmental Dependencies: 

o These include configurations specific to the environment in which the 

application runs, such as environment variables, OS versions, or 

hardware-specific features. 

✓ Evolution of DevOps and its importance 

DevOps has transformed the software development and operations landscape by 

integrating development and operations teams to streamline software delivery. Here 

is a summary of how DevOps evolved and its significance: 

1. Traditional Software Development (Pre-DevOps Era) 

Waterfall Model: Software development followed a linear, siloed approach. 

Developers and operations teams worked independently, leading to inefficiencies. 

Challenges: Long development cycles, delayed feedback, and deployment 

bottlenecks. Developers wrote code without considering how it would be maintained 

in production, while operations struggled with stability issues in deployments. 

2. Agile Methodology 

Agile Revolution (Early 2000s): Agile introduced faster, iterative development cycles, 

improving collaboration between development and business teams. However, 

operations remained separate, causing bottlenecks in deployment and infrastructure 

management. 
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Importance of agile revolution in DevOps:  

DevOps and agile practices encourage teams to implement improvements, 

collaborate, and reduce bottlenecks. This allows both methodologies to speed up 

software development while maintaining quality. 

 

Benefits of Agile: 

 Satisfied customers. By involving customers in the development process, Agile 

teams keep them in the loop and show that they value their opinion.  

 Improved quality.  

 Adaptability.  

 Predictability.  

 Reduced risk.  

 Better communication. 

3. The Emergence of DevOps (Late 2000s) 

Birth of DevOps (2009): The term "DevOps" was coined to address the gap between 

development and operations. The goal was to bring them together to improve 

collaboration, automate deployment, and reduce conflicts. 

Importance of the Emergence of DevOps (Late 2000s) 

 Bridging the Gap Between Development and Operations: 

Collaboration: DevOps fostered collaboration between development and operations 

teams, breaking down silos. This integration led to a shared understanding of goals 

and responsibilities, reducing friction and misunderstandings. 

 Faster Delivery Cycles: 

Continuous Integration/Continuous Delivery (CI/CD): DevOps practices emphasized 

automation of the software delivery process, allowing for frequent releases and 

quicker time-to-market. 

 Improved Quality and Reliability: 
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Automated Testing: DevOps introduced automated testing early in the development 

process, which helps catch bugs before they reach production. This leads to higher 

quality software and reduced rollback rates. 

Stable Environments: Consistent environments (through containerization and 

infrastructure as code) reduced the discrepancies between development, testing, 

and production, minimizing deployment issues. 

 Increased Efficiency Through Automation: 

Automation of Repetitive Tasks: DevOps encouraged the automation of manual 

tasks such as builds, tests, and deployments, which reduced human error and saved 

time. 

Resource Optimization: Automation enabled better utilization of resources, allowing 

teams to allocate more time to innovation and less time on repetitive tasks. 

4. Modern DevOps (2010s and Beyond) 

 

 

Importance of modern DevOps 

 Faster Software Delivery 

Continuous Integration (CI) / Continuous Delivery (CD): Modern DevOps automates 

the process of integrating and delivering code, allowing for faster, smaller, and more 

frequent releases. This enables companies to respond quickly to market demands 

and customer feedback. 
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Shorter Release Cycles: Frequent deployments reduce the time between 

development and production, helping organizations to stay competitive. 

 Increased Collaboration and Communication 

Breaking Down Silos: DevOps encourages collaboration between development, 

operations, and other teams (e.g., security). This shared responsibility fosters a 

culture of teamwork, improving problem-solving and decision-making. 

Aligned Goals: By aligning development and operations with shared objectives, 

organizations achieve smoother workflows and reduce conflicts between teams. 

 Scalability and Flexibility 

Containerization (Docker): Containers allow applications to run consistently across 

multiple environments, simplifying the deployment process and enabling easy scaling 

of applications as needed. 

 Security Integration (DevSecOps) 

Security as a Core Part of DevOps: In Modern DevOps, security practices are 

integrated throughout the development lifecycle (DevSecOps). This ensures that 

security is built into the software from the start, reducing vulnerabilities and 

enhancing overall security. 

Automated Security Checks: Security tools are automated to scan code, identify 

vulnerabilities, and ensure compliance without slowing down the development 

process. 

✓ Advantages and disadvantages of DevOps 

Advantages 

 Faster development and deployment of applications. 

 Faster response to the market changes to improve business growth. 

 Business profit is increased as there is a decrease in software delivery time 

and transportation costs. 

 Improves customer experience and satisfaction. 

 Simplifies collaboration as all the tools are placed in the cloud for customers 

to access. 

 Leads to better team engagement and productivity due to collective 

responsibility. 



95 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

✓ Disadvantages 

 Less availability of DevOps professionals. 

 Infrastructure cost is high for setting by DevOps environment. 

 Lack of DevOps knowledge can lead to problems in the continuous integration 

of automation projects 

 

✓  Description of DevOps principles 

1. Collaboration and Communication 

• DevOps emphasizes breaking down silos between teams. Developers, 

operations, and other stakeholders work together closely throughout the 

software development lifecycle (SDLC). 

2. Automation 

• One of the core principles is to automate as much of the process as possible, from 

code integration, testing, deployment, to monitoring. Tools like Jenkins, Ansible, 

and Docker help automate manual tasks to increase efficiency and reduce errors. 

3. Continuous Integration (CI) and Continuous Delivery (CD) 

• Developers frequently merge their code changes into a central repository where 

automated builds and tests are run. This ensures code changes are tested early 

and often, reducing the risk of integration issues. 

• CD ensures that code is always in a deployable state. It focuses on automating 

the delivery of code changes to production, or at least to a staging environment, 

ensuring frequent, reliable releases. 

4. Infrastructure as Code (IaC) 

• This principle treats infrastructure (servers, networks, etc.) as code. Using tools 

like Terraform or AWS CloudFormation, teams can version control and automate 

the provisioning and management of infrastructure. 

5. Monitoring and Logging 

• Constant monitoring of applications and infrastructure is crucial to ensure high 

availability, reliability, and performance. Tools like Prometheus, Grafana, and ELK 

Stack (Elasticsearch, Logstash, and Kibana) allow for real-time monitoring and 

logging. 
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✓ Description of DevOps lifecycle 

DevOps Lifecycle is a set of practices that automate the process of software 

development, testing, and deployment. It emphasizes collaboration between 

development and operations teams to deliver software faster and more reliably. 

 

The key 7C phases in the DevOps lifecycle  

▪ Continuous Development: This involves ongoing development of software 

features and bug fixes in small, incremental batches.  

▪ Continuous Integration: This practice involves merging code changes from 

multiple developers into a shared repository on a frequent basis and running 

automated tests to ensure code quality.  

▪ Continuous Testing: This involves running automated tests throughout the 

development process to identify and fix defects early.  

▪ Continuous Deployment: This practice involves automatically deploying code 

changes to production environments after they pass automated tests.  

▪ Continuous Feedback: This involves gathering feedback from users, stakeholders, 

and the development team to continuously improve the software.  

▪ Continuous Monitoring: This involves monitoring the performance and health of 

applications in production environments to identify and address issues quickly.  



97 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

▪ Continuous Operations: This involves managing and maintaining IT infrastructure 

and applications to ensure they are running smoothly and efficiently. 

 

✓ Description of DevOps Technologies and tools.   

DevOps, a combination of "development" and "operations," is a set of practices and 

tools that aim to bridge the gap between software development and IT operations 

teams. This collaboration enhances efficiency, communication, and the overall 

software delivery lifecycle. 

Key DevOps Technologies 

1. Version Control Systems (VCS): 

 Git: The most popular VCS, offering distributed version control, 

branching, and merging capabilities. 

 SVN (Subversion): A centralized VCS with a simpler structure, suitable for 

smaller teams. 

2. Continuous Integration (CI) Tools: 

 Jenkins: A highly customizable open-source CI server that automates the 

build, test, and deployment processes. 

 GitLab CI/CD: A built-in CI/CD pipeline in GitLab, offering seamless 

integration with the Git repository. 

3. Continuous Delivery (CD) Tools: 

 Ansible: A configuration management tool that automates infrastructure 

provisioning and application deployment. 

 Chef: A configuration management tool that uses a domain-specific 

language (DSL) to define infrastructure and application configurations. 

4. Containerization: 

 Docker: The most widely used containerization platform, allowing 

applications to be packaged with their dependencies into containers. 

 Kubernetes: An open-source container orchestration platform that 

manages containerized applications across multiple hosts. 
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5. Configuration Management Tools: 

 Terraform: An infrastructure as code (IaC) tool that allows you to define 

and manage infrastructure resources using a declarative language.    

 CloudFormation: AWS's IaC tool that uses templates to define and 

manage cloud resources. 

6. Monitoring and Logging Tools: 

 Prometheus: An open-source monitoring system that collects metrics 

from various sources. 

 Grafana: A visualization platform that can be used to create dashboards 

and graphs from Prometheus data. 

 ELK Stack (Elasticsearch, Logstash, Kibana): A popular logging and 

analytics stack for collecting, processing, and visualizing log data. 

7. Collaboration and Communication Tools: 

 Slack: A popular team messaging app that can be integrated with various 

DevOps tools. 

 Jira: A project management and issue tracking tool commonly used in 

DevOps teams. 

Benefits of DevOps Technologies 

 Faster Time to Market: By automating processes and reducing manual tasks, 

DevOps can accelerate software delivery. 

 Improved Quality: Automated testing and continuous monitoring help identify 

and fix issues early in the development process. 

 Increased Reliability: DevOps practices focus on building reliable and scalable 

systems. 

 Enhanced Collaboration: DevOps fosters collaboration between development 

and operations teams, leading to better communication and problem-solving. 

 
1:  Read the key reading 2.1.2  

Practical Activity 2.1.2: Selection of technology and tools  

Task: 
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2: Refer to the theoretical activity 2.1.2 you are asked to select deployment 

technology and tools.  

3: Present your work to trainer and whole class  

4: Ask any clarification to the trainer or colleagues  

Key readings 2.1.2 Selection of technology and tools 

Step 1: analyse to available technologies and tools based on features 

I. vision control System 

a) Git tool 

 
1. Features 

❖ Distributed System 

❖ Staging Area 

❖ Lightweight and Fast 

❖ Commit History 

❖ Collaboration Support 

2. Required for installation 

❖ Local Repository 

❖ Remote Repository (e.g., GitHub, GitLab) 

❖ Text Editor (for commits) 

❖ Disk Space depend on the following factors: 

-Small Repositories (code only, minimal history): A few MB (1–100 MB). 

-Medium Repositories (moderate history and some larger files): 100 MB–1 GB. 

-Large Repositories (extensive history, large binaries, or media): 1 GB and above. 

b) Subversion Tool 

 
 

1. Features 

❖ Atomic Commits 

❖ Versioning of Directories 

❖ Efficient Handling of Binary Files 

❖ File Locking Mechanism 



100 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

❖ Branching and Tagging 

❖ Merge Tracking 

❖ Conflict Resolution 

2. Required for installation 

❖ Server (Apache HTTPD or SVN Server) 

❖ Client Software (TortoiseSVN, CLI tools) 

❖ Repository Storage (Berkley DB or FSFS) 

❖ Network Protocols (HTTP, HTTPS, SVN, SVN+SSH) 

❖ Authentication Mechanism (LDAP, Basic Auth, SSL/TLS) 

II. Containerization 

 

a) Docker tools 

             
 

1. Features 

❖ Lightweight Containers 

❖ Isolation 

❖ Portability 

❖ Layered Filesystem (UnionFS) 

❖ Container Orchestration 

❖ Version Control and Tagging 

❖ Container Registry (Docker Hub) 

2. Required tools  

❖ Host Operating System (Linux, Windows, macOS) 

❖ Docker Engine Installation 

❖ Hardware Requirements (CPU=(single-core,64-bit 

architecture), RAM=( 2 GB of system memory ) 

❖ Root/Administrative Privileges 

❖ Networking Configuration 

❖ Container Images 

 

 

           b) Kubernetes 
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1. Features 

❖ Automated Deployment 

❖ Scaling (Horizontal Scaling) 

❖ Self-Healing 

❖ Service Discovery and Load Balancing 

❖ Automated Rollouts and Rollback 

2. Required tools 

❖ YAML or JSON Configuration Files 

❖ Nodes (Master and Worker Nodes) 

❖ Cluster Networking (e.g., CNI) 

❖ ETCD for Cluster State Management 

III. CD 

a) Ansible  

 

1. Features 

❖ Agentless Architecture 

❖ Declarative Playbooks (YAML) 

❖ Inventory Management 

❖ Idempotency 

❖ Configuration Management 

2. Required tools 

❖ Ansible Installed on Control Node 

❖ Python Installed on Target Machines 

❖ YAML for Playbooks 

❖ SSH Access to Target Nodes 

❖ Access to CI Tool (e.g., Jenkins, GitLab CI) 

b) Chef 

    

1. Features 

❖ Automated Deployment 
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❖ Pipeline Orchestration 

❖ Version Control Integration 

❖ Rollback Capabilities 

❖ Environment Configuration Management 

2. Required tools 

❖ Chief Installed on Deployment Nodes 

❖ Access to Artifact Repository 

❖ Environment-Specific Configuration 

❖ Pipeline Definition Files 

❖ Integration with Source Control (Git) 

IV. CI 

a) GitLab CI/CD 

 
1. Features 

❖ Pipeline Automation 

❖ Auto DevOps 

❖ Parallel Execution 

❖ Pipeline as Code (.gitlab-ci.yml) 

❖ Job Artifacts 

2. Required tools 

❖ GitLab Runner Installed 

❖ .gitlab-ci.yml Configuration File 

❖ Git Repository 

❖ Access to CI/CD Variables 

❖ Build Server or Cloud Infrastructure 

 

 

 b)Jenkins 

 

1. Features 

❖ Pipeline as Code 

❖ Plugin Extensibility 

❖ Distributed Builds 

❖ Parallel Execution 
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❖ Declarative and Scripted Pipelines 

2. Required for installation 

❖ Jenkins Installed on Server 

❖ Java Runtime Environment (JRE) 

❖ Access to Source Code Repositories 

❖ Network Configuration for Agents and Nodes 

❖ Sufficient System Resources (CPU, Memory, Disk) 

❖ Build Tools (e.g., Maven, Gradle) 

V. Configuration Management 

a)Terraform 

  
1. Features 

❖ Infrastructure as Code (IaC) 

❖ Declarative Configuration Language (HCL) 

❖ State Management 

❖ Immutable Infrastructure 

❖ Multi-Cloud Support 

❖ Modular Configuration 

2. Required tools 

❖ Terraform Installed on Local/System 

❖ Provider Credentials for Cloud Platforms 

❖ HCL-based Configuration Files 

❖ Backend for State Storage 

❖ Version Control System (e.g., Git) 

 

 

 

b)cloudformation 

 

3. Features 

❖ Infrastructure as Code (IaC) 

❖ Declarative Templates (YAML/JSON) 

❖ Stack Management 

❖ Automatic Rollback 
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❖ Stack Updates and Drift Detection 

❖ Cross-Stack References 

4. Required for installation 

❖ WS Account 

❖ CloudFormation Templates (YAML/JSON) 

❖ AWS CLI/Management Console Access 

❖ IAM Permissions 

❖ Defined AWS Resources 

       Step 2: compare available technologies and tools based criteria 

Step 3: Select appropriate technologies and tools based on your needs 

 
1:  Read the key readings 2.1.3  

2: Referring to the Key readings 2.1.3, you are requested to go to the computer lab to 

install Node.js and react.js dependencies.  

3: Present your works to the trainer and classmate.  

4: Ask a question for clarification where necessary.  

 

Key readings 2.1.3 Installation of Dependency 

Steps to install node js and react js dependencies. 

Step 1: Select Framework based on software development Technology. 

Example: Node js, Django, Laralavel Backend and Vue js, React Js in frontend 

Step 2: installation of Framework. 

 download node js using CLI 

→sudo apt-get update 

→sudo apt-get install –y nodejs 

Practical Activity 2.1.3:  Installing of Dependency  

Task: 
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Step 3: Creation of folder used to create it owner dependencies for backend and 

frontend. 

Create folder for backend that contain dependency 

→mkdir node-reactjs 

→cd node-reactjs 

→mkdir backend && mkdir frontend 

 
 

Step 4: installation of Dependencies on backend(node js). 

→npm init –y 

 →npm install express 

 →npm i dotenv 

 →npm i nodemon –D 

 →npm run dev 
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Step 4: installation of Dependencies on frontend(react js). 

→cd frontend 

→ npx create-react-app 

→npm start 

 

Step 5:  Run server of frontend (reactjs ) 
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• Before preparing the deployment environment you must describe the tools and 

technologies. 

• DevOps life cycle include the different phases such as Continuous development, 

Continuous integration, Continuous Testing, Continuous monitoring, Continuous 

feedback, Continuous deployment and Continuous operation 

• While selecting the technologies and tools, you must understand these points: 

Version Control (Git, SVN) for managing code changes, CI/CD Tools (Jenkins, GitLab 

CI/CD) to automate testing and deployment, Containerization (Docker, 

Kubernetes) for packaging and orchestrating applications, Configuration 

Management (Ansible, Terraform) to automate infrastructure, Monitoring 

(Prometheus, Grafana) and Logging (ELK Stack) for system insights and 

Collaboration Tools (Slack, Jira) for communication and project management. 

• To install dependencies in a project or system, the following requirements are 

typically needed: Package Manager, Dependency Manifest File, Internet Access, 

Correct Software Version, Sufficient Permissions, System Dependencies, Virtual 

Environment (Optional but recommended), Configuration Settings (Optional). 

 

 

 

 Points to Remember 

Application of learning 2.1. 
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Imagine that XYZ DevOps Company need an IT technician who can manage server hold 

node.js and react.js application. You are tasked to help the company select tools based 

on appropriate technology and install dependencies for both backend and frontend. 
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Indicative content 2.2: Use continuous delivery and configure containerization. 

  

 
Step 1: Answer the following questions: 

i. Discuss on deployment orchestration and CI server  

ii.  Describe the steps performed on the following CI: 

a) Server configuration  

b) Set up Automated build and testing  

c) Check code Quality  

d) Artefact management  

e) Integration with version control  

iii. Describe Continuous Integration and Continuous Deployment Pipeline  

iv. Explain the term “containerization” technology 

Step 2: Write the Answers on paper, flipchart, blackboard or whiteboard 

Step 3: Present their answers to the trainer and classmate  

Step 4: Ask question for clarification if necessary  

Step 5: Read the key readings 2.2.1 

Key readings 2.2.1.: Use Continuous delivery   

 

✓ Selection CD tools 

 Deployment orchestration 

DevOps orchestration tools are software that streamline and synchronize various 

DevOps processes. These tools automate tasks, manage complex workflows, and 

integrate different stages of the software development lifecycle, from coding and 

building to testing and deployment. 

When choosing Deployment orchestration tools for a Node.js project, consider the 

following popular options based on your needs: 

a. Docker 

 Overview: A containerization platform that allows you to bundle your Node.js 

application and its dependencies into a single container. 

Duration: 15 hrs  

 
Theoretical Activity 2.2.1: Description of Continuous Delivery tools and 

containerization. 

Tasks: 
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 Features: 

o Portability across environments (local, staging, production). 

o Isolated, consistent environments for testing and deployment. 

o Works with Kubernetes for orchestration. 

b. Kubernetes 

 Overview: An open-source platform designed for automating deployment, 

scaling, and managing containerized applications. 

 Features: 

o Self-healing, load balancing, and scaling of containers. 

o Integration with Docker. 

o Works well with micro services architectures. 

c. AWS Elastic Beanstalk 

 Overview: A fully managed service that handles deployment, scaling, and 

monitoring for your applications. 

 Features: 

o Simple orchestration with minimal configuration. 

o Automatically handles capacity provisioning, load balancing, and health 

monitoring. 

o Good for small- to medium-sized Node.js apps. 

d. Google Kubernetes Engine (GKE) 

 Overview: A managed Kubernetes service on Google Cloud Platform. 

 Features: 

o Managed Kubernetes environment. 

o Scalability and reliability for large projects. 

o Integration with Google Cloud services. 

e. AWS Lambda 

 Overview: A serverless platform that automatically manages the infrastructure 

to run your code. 

 Features: 

o No need to manage servers. 

o Pay-per-use model (only for the resources your Node.js application 

consumes). 



111 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

o Ideal for small applications or microservices. 

  CI server 

When selecting a CI (Continuous Integration) server for your Node.js project, you 

have several great options, each with its strengths depending on your project needs, 

team size, and infrastructure. Here are some popular CI servers you can consider: 

1. GitHub Actions 

 Pros: 

o Deep integration with GitHub repositories. 

o Easy to set up for Node.js projects with pre-built templates. 

o Matrix builds, scheduled workflows, and customizable actions. 

o Free tier available for public repositories. 

 Cons: 

o Limited free usage for private repositories. 

o Less flexible than self-hosted CI tools for complex pipelines. 

2. Jenkins 

 Pros: 

o Extremely customizable and open-source. 

o Large ecosystem of plugins, including ones specific to Node.js. 

o Can be hosted on your own servers, giving more control. 

o Flexible and works for both small and large projects. 

 Cons: 

o Steeper learning curve and more time-consuming to set up. 

o Requires more maintenance for self-hosted instances. 

3. CircleCI 

 Pros: 

o Easy integration with GitHub, Bitbucket, and Docker. 

o Pre-built Docker images for Node.js projects. 

o Easy to scale and fast build times. 

o Great insights and reports. 

 Cons: 

o Limited free tier, can get expensive for larger teams. 

o Steep learning curve for complex workflows. 
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4. Travis CI 

 Pros: 

o Simple setup, especially with GitHub. 

o Free for open-source projects. 

o Node.js support out of the box. 

o Excellent for small to medium projects. 

 Cons: 

o Private repository builds are limited and may require a paid plan. 

o Fewer customization options compared to Jenkins or GitLab CI. 

5. GitLab CI/CD 

 Pros: 

o Built-in with GitLab repositories. 

o Powerful and flexible pipelines. 

o Free for most GitLab.com users, including private repositories. 

o Self-hosted version available. 

 Cons: 

o Hosting it yourself can be resource-intensive. 

o Steeper learning curve for beginners. 

6. Bitbucket Pipelines 

 Pros: 

o Tight integration with Bitbucket. 

o Easy to configure and get started with YAML files. 

o Built-in support for Docker containers and Node.js. 

o Simple pricing model with a free tier. 

 Cons: 

o Limited to Bitbucket users. 

o Not as feature-rich as Jenkins or GitLab CI. 

7. Azure Pipelines 

 Pros: 

o Cross-platform support (Windows, macOS, Linux). 

o Integrates well with GitHub and Azure DevOps. 

o Highly scalable and customizable. 

o Free tier available for small teams. 
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 Cons: 

o Azure-specific integrations may not be useful for non-Azure users. 

o Can be complex to set up advanced workflows. 

8. Drone CI 

 Pros: 

o Lightweight and easy to self-host. 

o Works well with Docker and containerized applications. 

o Supports Node.js and many other languages out of the box. 

o Simple and clean UI. 

 Cons: 

o Fewer plugins and integrations than Jenkins or CircleCI. 

o Can be harder to scale for larger teams. 

9. Bamboo (Atlassian) 

 Pros: 

o Deep integration with other Atlassian tools (JIRA, Bitbucket). 

o Highly customizable. 

o Good scalability for growing teams. 

 Cons: 

o Paid product, no free tier. 

o Can be more complex to set up than cloud CI options. 

10. Buddy 

 Pros: 

o Very easy to use, drag-and-drop interface. 

o Supports Docker and Kubernetes integrations. 

o Free tier available. 

o Great UI and dashboard. 

 Cons: 

o Less flexible compared to Jenkins or GitLab CI. 

o Can be limiting for highly complex workflow 

✓ Performing Continuous integration (CI) 

 Configure server 
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Server configuration refers to the process of setting up a server to host and manage 

applications. The configuration includes installing necessary dependencies, setting 

environment variables, managing network protocols, and ensuring security. Well-

configured servers provide the backbone for the reliability and security of 

applications. 

 Set up Automated Builds 

Automated builds are part of a CI/CD pipeline where the code is compiled, tested, 

and prepared for deployment automatically when changes are pushed to the source 

code repository. This automation speeds up the software development cycle while 

ensuring high-quality code. 

 Automated Testing: Ensuring Code Quality and Reliability 

Automated testing is a key component of any CI/CD pipeline, ensuring that code 

changes do not introduce errors and that functionality remains intact as the software 

evolves. 

Test Automation Frameworks: Tools like Jest, Mocha, or JUnit (depending on the 

programming language) can be integrated into the pipeline to run unit, integration, 

and end-to-end tests. These tests are triggered every time code is pushed or a build 

is triggered, catching bugs early. 

Testing practices typically involve the following stages: 

 Unit testing: validates individual units of code, such as a function, so it works as 

expected 

 Integration testing: ensures several pieces of code can work together without 

unintended consequences 

 End-to-end testing: validates that the application meets the user’s expectations 

 Exploratory testing: takes an unstructured approach to reviewing numerous 

areas of an application from the user perspective, to uncover functional or visual 

issues 

 Code Quality Checks: Ensuring Maintainability and Best Practices 

Ensuring code quality is essential for maintainable, scalable, and high-performance 

software. Automated tools can check for style consistency, adherence to best 

practices, and the presence of potential bugs. 
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 Artifact Management: Versioning and Storing Build Outputs 

Artifacts are the outputs of the build process—whether binaries, container images, 

or packaged code ready for deployment. Effective management of these artifacts is 

critical for ensuring traceability, rollback capability, and consistency across 

environments. 

 Artifact Repositories: Tools like JFrog Artifactory, Nexus Repository, or AWS S3 

are used to store and version artifacts. By keeping a history of all artifacts, teams 

can easily roll back to previous versions if needed, ensuring stability in 

production. 

 Integration with Version Control: Foundation for Collaboration and 

Automation 

Version control systems (VCS) like Git (e.g., GitHub, GitLab, Bitbucket) are the 

backbone of modern collaborative software development. They enable teams to 

work on multiple features simultaneously and integrate their work in an organized 

manner. 

 Automated Builds Triggered by VCS: Integration between the CI system and 

version control ensures that every commit or pull request automatically triggers 

an automated build and testing process. This guarantees that code changes are 

continuously validated. 

 Pull Requests and Code Reviews: Version control systems allow for code reviews 

via pull requests, a crucial step in ensuring code quality. Automated testing and 

linting tools can provide real-time feedback on code during the review process. 

 Branching Strategies: Popular strategies such as GitFlow, trunk-based 

development, or feature branching help teams organize code in ways that 

support continuous integration. Version control integration ensures that 

different branches are built, tested, and merged efficiently. 

 The Interconnected Workflow of CI/CD: A Holistic View 

All the components discussed—automated builds, automated testing, code quality 

checks, artifact management, and version control integration—come together to 

form a cohesive CI/CD pipeline. This interconnected workflow ensures that every 

change is thoroughly tested, properly packaged, and consistently deployed across 

environments. 
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A CI pipeline automates the process of building, testing, and validating new code 

whenever a developer commits changes to the shared repository. This process is key 

to preventing integration issues and maintaining a stable codebase. 

 Configure CI pipeline 

A CI pipeline consists of a sequence of steps that automatically run whenever code 

is pushed to a version control system like Git. These steps typically include code 

compilation, unit testing, code quality checks, and artifact creation. 

 Goal: The main objective of a CI pipeline is to detect and resolve integration 

issues as early as possible, improving the overall quality of the software and 

accelerating delivery. 

Stages of a CI pipeline 

1. Build 

This is the stage at which an application is compiled. In a CI pipeline, automation is 

used to trigger a build cycle once a developer commits code changes to the main 

repository. From here, a CI tool will query a project’s build tools to begin compiling 

the application in a clean staging environment.  

2. Test 

After an application is compiled, a series of tests are run to ensure the code works 

and there are no bugs or critical issues. Organizations will configure their CI tool to 

automate these tests to begin once the application compiles. Unit tests, which are a 

way of testing small units of code, are a popular type of test at this stage due to the 

ease it takes to write them and their low cost to run and maintain. The goal at this 

stage of the CI pipeline is to ensure that the codebase passes inspection. 

 

3. Package 

Next, an organization will begin packaging its code. In a CI pipeline, these steps are 

automated and triggered once unit testing is complete. The way each organization 

will package its code will depend on the programming language and production 

environment. 
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✓ Continuous deployment (CD) 

Continuous Deployment (CD) Is a software development practice where code 

changes are automatically built, tested, and prepared for a release to production. It 

extends Continuous Integration (CI) by ensuring that the software is always in a 

deployable state, allowing for the frequent and reliable release of updates to end 

users. 

The goal of Continuous Delivery is to ensure that code can be safely deployed to 

production at any time, reducing the time between writing new code and delivering 

it to users. While Continuous Integration focuses on integrating and testing code 

changes, CD takes this a step further by automating the entire release process. 

How Continuous Delivery Works 

 Developer Makes Code Changes: Developers make changes to the codebase and 

commit their changes to a shared repository. 

 Continuous Integration (CI): The CI system (e.g., Jenkins, GitHub Actions, GitLab 

CI) picks up the change, runs automated tests, and builds the application. If the 

code passes all the tests, the build is marked as successful. 

 Automated Testing & Staging: Once the CI process completes, additional tests 

(e.g., integration, performance, security tests) are run. The application is also 

deployed to staging environments that mimic production, allowing for further 

testing under production-like conditions. 

 Deployment Pipeline: The CD pipeline automates the preparation of the 

application for release, which could include packaging it into containers (e.g., 

Docker), creating artifacts(e.g., .jar files, .deb packages), or uploading assets to 

cloud platforms. 

 Approval for Production: After passing all tests and deployment readiness 

checks, the system waits for approval (if configured). In the case of fully 

automated CD systems, the deployment may proceed directly to production. 

 Deploy to Production: The application is released to production, ensuring the 

latest code is available to end users. 

Benefits of Continuous Delivery 

 Faster Time to Market 

o CD enables the delivery of features and updates much faster by reducing 

bottlenecks in the release process. Teams can release small, incremental 

changes frequently. 

 Improved Quality and Reliability 
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o Continuous testing and deployment pipelines ensure that every change is 

thoroughly tested, reducing the chances of deploying broken code to 

production. 

 Reduced Risk of Deployment 

o Since CD encourages small and frequent releases, each deployment is less 

risky and easier to manage. If something goes wrong, it's easier to roll 

back or fix. 

 Better Collaboration and Transparency 

o With CD, the entire team can see the current state of the system at any 

time, improving collaboration between developers, testers, and 

operations teams. 

 Higher Developer Productivity 

o By automating repetitive tasks like testing, packaging, and deployment, 

CD allows developers to focus more on writing code and building new 

features. 

In the realm of DevOps and agile development, effective deployment strategies are 

crucial for maintaining software quality and ensuring rapid delivery. This theory 

explores how the integration of deployment scripts, Infrastructure as Code (IaC), 

orchestration tools, automated rollbacks, and continuous delivery (CD) pipelines can 

optimize the software deployment process. 

 Deployment Scripts 

Deployment scripts automate the process of deploying applications to various 

environments (development, staging, production). These scripts streamline 

repetitive tasks, reducing human error and ensuring consistency across 

deployments. By codifying the deployment process, teams can manage application 

versions efficiently and deploy changes with confidence. 

 Infrastructure as Code (IaC) 

IaC allows infrastructure to be provisioned and managed using code, enabling teams 

to maintain consistency and version control over their environments. Tools like 

Terraform and AWS CloudFormation enable the automated setup and configuration 

of servers, networks, and other infrastructure components, ensuring that 

environments are reproducible and scalable. 
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 Deployment Orchestration Tools 

Deployment orchestration tools (e.g., Kubernetes, Ansible) automate and coordinate 

complex deployment processes across multiple servers and environments. They 

manage the deployment of applications, ensure proper resource allocation, and 

handle scaling, thereby simplifying the management of microservices and distributed 

systems. 

 Automated Rollback 

Automated rollback mechanisms are essential for maintaining application stability in 

case of deployment failures. By automatically reverting to the last known stable 

version, teams can minimize downtime and quickly recover from issues. This 

capability enhances reliability and boosts user confidence in new releases. 

 Configure Continuous Delivery Pipeline 

A well-configured CD pipeline integrates all deployment processes, from code 

commit to production. It automates testing, builds, and deployments, ensuring that 

each change is validated and deployed seamlessly. By incorporating automated 

quality checks and feedback loops, teams can deliver features faster and with fewer 

bugs. 

Example Workflow of Continuous Delivery (CD) 

 Developer Commits Code → Triggered CI pipeline → Code is tested (unit tests, 

etc.). 

 Build Artifacts are created automatically (e.g., a Docker image). 

 Integration Tests are run to ensure the code works with other components. 

 The code is deployed to a staging environment for further testing (performance, 

security, etc.). 

 Once approved, the code can be released to production. 

Popular Tools for Continuous Delivery 

 Jenkins: Open-source automation server for building, testing, and deploying 

code. 

 GitLab CI/CD: Integrated tool for GitLab repositories with built-in CI/CD pipelines. 

 GitHub Actions: CI/CD automation built into GitHub repositories. 

 CircleCI: Fast, modern CI/CD pipeline system with Docker support. 

 Travis CI: A cloud-based CI/CD service with easy GitHub integration 
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• Configuration of container 

✓ Identification of Containerization Tools 

Containerization tools like Docker and Kubernetes revolutionize software 

deployment by encapsulating applications and their dependencies into lightweight, 

portable containers. These tools ensure consistency across environments, from 

development to production, by isolating applications from underlying infrastructure. 

✓ Setup Docker 

Docker is a leading containerization platform. Setting up Docker involves installing 

the Docker engine on the host system, enabling the creation and management of 

containers. Docker allows applications to run consistently, regardless of the 

environment. 

✓ Build Docker Images 

Docker images serve as the blueprint for containers. Building Docker images involves 

defining the application's environment, dependencies, and configurations using a 

Dockerfile. This ensures consistency and versioning for deployment. 

✓ Store Docker Images 

After building images, they are stored in repositories, such as Docker Hub or private 

registries. This enables easy sharing, versioning, and pulling of images for 

deployment across different environments. 

✓ Implement Continuous Integration (CI) 

CI integrates changes continuously into a shared codebase and automatically triggers 

builds and tests. Tools like Jenkins, GitHub Actions, and GitLab CI automate the 

process, ensuring every change is validated and prepared for deployment. By 

integrating Docker, CI pipelines can automatically build, test, and deploy Docker 

containers efficiently. 

This theory emphasizes that combining containerization with continuous integration 

ensures scalable, reliable, and consistent software delivery across multiple 

environments. 
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1: Read key reading 2.2.2. 

2: Referring to the key reading 2.2.2, you are asked to go to the computer Lab to 

Develop the frontend, backend scripts, test the scripts, configure containerisation, 

configure CI/CD using version control and configure server 

3: Present your work to trainer and whole class 

4: Ask question for more clarifications 

  

Key readings 2.2.2: Configuring server based on software deployment. 

 

Steps for Configuring server based on software deployment are as follows: 

i. Develop you script using Node.js for backend and react.js for frontend 

Step 1: Set Up the Project 

• Check Node.js: Ensure Node.js and npm are installed. 

• Initialize Backend (Node.js): 

o Create a new directory for the project: 

→ mkdir my-app && cd my-app 

Practical Activity 2.2.2: Configuring server based on software deployment. 

 

Task: 
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• Initialize Node.js: 

→ npm init –y 

 
 

 

• install necessary packages (e.g., Express.js): 

→ npm install express 

 
 

  Step 2: Initialize Frontend (React.js): 

• Create a React app: 
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→npx create-react-app client 

 

i. Testing the developed script for check code quality 

 
 

ii. Configure containerisation technology with appropriate tool 

• Tool: Docker 

• Configuration Steps: 

1. Install Docker: Install Docker on your local machine or server 

https://www.docker.com/
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2. check containerization version 

 

3. Restart Docker Engine 

 

2. Create a Docker file and Docker image: Define how to build your container. 
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1. Dockerfile for Node.js (Backend) 

The Node.js Dockerfile will handle the server-side API logic and any interaction with 

databases or other services. 

Same information Docker file from backend must contain the following: 

FROM node:18 

 

WORKDIR /app 

COPY package*.json ./ 

RUN npm install 

COPY . . 

 

EXPOSE 3500 

CMD ["node", "server.js"] 

 

2. Dockerfile for React.js (Frontend) 

The React.js Dockerfile will handle building the frontend assets, which can later be 

served by a web server (e.g., NGINX) or directly as static files. 

FROM node:18 

 

WORKDIR /app 

COPY package*.json ./ 

RUN npm install 

COPY . . 
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RUN npm run build 

 

# Serve the built app with a simple web server 

RUN npm install -g serve 

CMD ["serve", "-s", "build"] 

 

 

3. docker-compose.yml 

A docker-compose.yml file defines the services, networks, and volumes that will be used 

by Docker to build and run multiple containers. It allows you to orchestrate your multi-

container Docker applications (like having separate containers for your Node.js backend 

and React.js frontend) in an easy-to-manage way. 

Let's break down the key components and the kind of information that the docker-

compose.yml file typically contains: 

version: '3' 

services: 

  server: 

    build: ./backend 

    ports: 

      - "4000:4500" 

  client: 

    build: ./frontend 

    ports: 

      - "8080:3000" 

 

 

 

iii. By using Version control technologies push the developed script to the remote 

repository 

Step 1: creation of repository  

1.open GitHub by using credentials 
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2.navigate to Create repository options 

 
 

3.fill and choose required options 
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Step 2: Initialize Git (if not already initialized) 

If your project directory isn’t already a Git repository, you need to initialize Git. 

Open your terminal in the project directory and run: 

→ git init 

2. Add your files to staging 

Add the files you want to push to the staging area. 

→ git add . 

 
→ git commit -m "Your descriptive message here" 
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→ git remote add origin https://github.com/kennyNlook/nodejsprojects.git 

→ git push -u origin main 

 

iv. Configure continuous integration and Continuous deployment 

Step 1. Create a GitHub Repository 

• If you don't have one yet, create a new repository on GitHub. 

Step 2. Create a Workflow File 

• Navigate to your repository on GitHub. 

• Click on setting tab to set permissions 

https://github.com/kennyNlook/nodejsprojects.git
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Click on action tab then choose general option 

 

Enable the permissions 
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• Go to the "Actions" tab. 

 

• Click on "New workflow" to create a new workflow. 
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Step 3. Define the Workflow 

• Create a new file in the .github/workflows/ directory (e.g., ci.yml). 

 

• Use the following basic structure: 
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This file must contain the following: 

name: CI 

 

on: 

  push: 

    branches: 

      - main  # Change to your main branch if different 

  pull_request: 

    branches: 

      - main  # Change to your main branch if different 

 

jobs: 

  build: 

    runs-on: ubuntu-latest 

 

    steps: 

      - name: Check out code 

        uses: actions/checkout@v2 

 

      - name: Set up Node.js (or other environment) 

        uses: actions/setup-node@v2 

        with: 

          node-version: '14'  # Specify your version 

 

      - name: Install dependencies 

        run: npm install  # Change command based on your project 

 

      - name: Run tests 

        run: npm test  # Change command based on your project 

Step 4. Commit the Workflow 

• Save the file and commit it to your repository. This will trigger the CI workflow. 
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Step 5. Monitor Workflow Runs 

• Go to the "Actions" tab in your repository to see the status of your workflow runs. 
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• You can view logs for each step to diagnose any issues. 

Step 6. Customize Further 
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• You can add more jobs, use caching, or set up notifications as needed. 

• Adjust triggers under the on: section to specify when you want the CI to run (e.g., 

on schedule, specific events). 

Step 7. (Optional) Use Secrets for Sensitive Data 

• If your build requires API keys or passwords, go to your repository settings and 

add them under "Secrets." Reference them in your workflow file using ${{ 

secrets.YOUR_SECRET_NAME }}. 

 

Step 8. (Optional) Integrate with Other CI Services 

• If you prefer another CI tool (like Travis CI, CircleCI, etc.), follow their setup 

instructions and link it to your GitHub repository. 

v. Configure server 

The configuration server in AWS is likely a server that manages and distributes 

configuration data for applications running on AWS. It can be used to store and 

manage various types of configuration settings, such as:Application properties: 

Values that are specific to an application, such as database connection strings, API 

keys, and endpoint URLs. 

Step 1: Update and upgrade the server 
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Step 2: Installation of Apaches  

 

Step 3: Installation of Dependencies in server 
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Step 4: Installation of docker.io 

 

 

Step5:Install docker composer 

 

vi. Setup automated build for using secrete key configure on CI/CD 
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• There is difference between CI and CD where CD automates the process of 

preparing code changes for deployment, ensuring that the application is always in 

a deployable state while CI involves the automatic merging and testing of code 

changes (usually multiple times a day) to ensure that the codebase is always in a 

working state. 

• While developing and deploying software, remember to select containerization 

technology that help he/ she to enable applications to run consistently across different 

environments without compatibility issues, providing isolated environments that prevent 

conflicts and enhance security. 

• The most popular version control we must use according key features is GitHub 

where the developer uses as platform that allows them to create, store, manage 

and share their code 

 

A university offers a course on Modern Web Development, where students are 

learning to build full-stack applications using Node.js (for the backend) and React.js 

(for the frontend). as full-stack you are tasked to set up project, configure 

Containerization, and automate deployment using CI/CD pipelines and configure 

server. 

  

 Points to Remember 

 Application of learning 2.2. 
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Indicative content 2.3: Perform migration 

  

 

 

1: Answer the following questions 

i. What are the best practices for data migration to ensure a smooth and 

efficient process? 

ii. How do you select the right tools and technology for a successful data 

migration project? 

2:  Provide your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to classmate and trainer  

4:  Ask questions for clarifications if necessary  

5: Read the Key reading 2.3.1 

Key readings 2.3.1: Identification of data migration 

 

✓ Identifying Data Migration Best Practices 

Data migration is the process of transferring data from one system to another. It's a 

critical task that requires careful planning and execution to ensure data integrity and 

minimize disruptions. Here are some best practices to follow: 

o Define Clear Objectives: Clearly articulate the goals of the migration. This 

includes identifying the source and target systems, the data to be migrated, and 

the desired outcomes. 

o Assess Data Quality: Evaluate the quality of the data in the source system. 

Identify and address any inconsistencies, errors, or missing data before 

migration. 

o Create a Detailed Plan: Develop a comprehensive migration plan that outlines 

the steps involved, timelines, responsibilities, and contingency plans. 

Duration: 10 hrs  

 
Theoretical Activity 2.3.1: Identification of data migration 

 

Tasks: 
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o Test Thoroughly: Conduct rigorous testing to ensure the migrated data is 

accurate, complete, and compatible with the target system. Use both unit testing 

and integration testing to validate the migration process. 

o Implement Data Validation: Establish data validation rules to verify the accuracy 

and consistency of the data during and after migration. 

o Ensure Security: Protect sensitive data during the migration process by 

implementing appropriate security measures, such as encryption and access 

controls. 

o Provide Training: Train users on the new system and data structures to minimize 

disruptions and ensure smooth adoption. 

o Have a Rollback Plan: Develop a contingency plan to revert to the original state 

if issues arise during or after the migration. 

✓ Selecting the Right Tools & Technology 

The choice of tools and technology for data migration depends on several factors, 

including the size and complexity of the data, the source and target systems, and the 

desired level of automation. Here are some key considerations: 

1. Data Extraction Tools: Choose tools that can efficiently extract data from the 

source system, handling various data formats and structures. 

2. Data Transformation Tools: Select tools that can transform data to match the 

requirements of the target system, including data cleansing, validation, and 

conversion. 

3. Data Loading Tools: Opt for tools that can load data into the target system 

efficiently and reliably, handling large datasets and different database types. 

4. Integration Platforms: Consider using integration platforms to automate and 

manage the entire migration process, providing a centralized view and control 

over data movement. 

5. Cloud-Based Solutions: Explore cloud-based data migration services that offer 

scalability, flexibility, and reduced infrastructure costs. 

6. Open-Source Tools: Evaluate open-source options for cost-effective solutions, 

but consider factors like support, community, and maturity. 

 

Creating a data migration pipeline involves several key steps that ensure data is 

efficiently transferred from a source system to a target system while maintaining its 

integrity and quality. Here’s a high-level overview of the steps involved: 
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1. Planning & Requirement Gathering 

• Understand Data Source and Target: Analyze both the source and target 

databases or systems to understand the data types, structures, formats, and any 

transformation needs. 

• Define Objectives: Establish the purpose of the migration and the expected 

outcome, such as improving performance, storage, or system upgrades. 

• Data Mapping: Map fields and data types from the source to the target system, 

accounting for any schema differences. 

2. Data Extraction 

• Extract Data from Source: Use appropriate tools or custom scripts to extract data 

from the source system. 

• Scheduling: If the system needs to remain active during the migration, schedule 

extraction during low-usage hours or in batches to minimize downtime. 

3. Data Transformation 

• Cleanse Data: Perform data cleaning to remove duplicates, incorrect, or 

incomplete records. 

• Apply Business Rules: Transform data to match the target schema, format, or 

specific business requirements. For example, changing date formats or 

converting data types. 

• Data Validation: Ensure data quality by validating formats, integrity, and 

structure. 

4. Data Loading 

• Load Data into Target: Load the transformed data into the target system. This 

can be done in batches or as a complete load, depending on the size and 

complexity of the data. 

• Handle Errors: Implement error handling mechanisms to capture and resolve any 

issues that arise during the loading process. 

5. Testing and Validation 

• Data Integrity Checks: Validate that the data was migrated correctly by 

comparing sample data from the source and target. 

• Functional Testing: Test the application with the migrated data to ensure the 

system works as expected with the new dataset. 
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• Reconciliation: Perform data reconciliation to ensure the completeness of the 

migration by comparing counts, totals, or hashes between the source and target. 

6. Monitoring and Optimization 

• Monitor Performance: Continuously monitor the migration process to optimize 

load times and ensure minimal downtime. 

• Error Tracking: Track any errors or data discrepancies in real-time for quick 

troubleshooting. 

7. Post-Migration Tasks 

• Final Validation: Perform a final validation of the migrated data and run reports 

to confirm accuracy. 

• System Cutover: Once everything is confirmed, switch the system to use the new 

migrated data. 

• Data Backup: Ensure that all the migrated data and source system data is backed 

up for future reference. 

• Documentation: Document the entire pipeline, including the tools used, 

transformation rules, and validation tests for future audits or migrations. 

 

1: Read key reading 2.3.2. 

i. Referring to the key reading 2.3.2, You are requested to go to the computer 

Lab to install database management system and create data migration to 

new changes of database schema. 

2.Present your work to trainer and classmate 

3:  Ask questions for clarifications if necessary  

Practical Activity 2.3.2: Creation of Data migration pipeline 

 

Task:  
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Key readings 2.3.2.: Creating of Data migration pipeline 

 

Step 1: install postgress from official website or using command. 

 

Step 2: creation of Database and table in databases using postgres as DBMS in local 
databases 

 

Step 3: Install and start prisma that facilitate to connect database node js 
application 
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Step 4: import prisma in node js application 

 

Step 5: install axios that request post or get in database 
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Step 6: change the env path of databases where will store data  

 

7. make migrate of database schema 

 

Step 8: Configuration of Database In remote server 
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Step 9:configure postgress path from local env in server 

 

 

 

Step 10: create database in server and table has the same name with local 
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After install all requirement needed  

Implement Continuous Integration 

This implementation of Continuous Integration provide the data from local server to 
migrate data to github and provide it to AWS server. 

Step 11: configure CI/CD 
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Step 12: commit and push new change from local server 
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Step 13: CI-CD-job-started-deployment 

 

 

• Data Migration Deployment is a critical phase in DevOps where data is transferred 

from an existing system to a remote system according the changes of database 

schema by Define the migration goal, identify source and target systems, assess 

data quality, create details plan, test thoroughly and training users to new system. 

• While creating data migration remember that data are transfer from local 

repository to remote repository by using version control and then data migrate 

from remote repository to remote server. 

  

 Points to Remember 
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BNC university is upgrading its Learning Management System (LMS) to a new, more 

modern platform. The existing LMS holds years of data, including student information, 

course applications, grades, and feedback. You are tasked with migrating all this data to 

the new LMS while maintaining data integrity and push the change to remote server.  

  

Application of learning 2.3. 
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Learning outcome 2 end assessment 

 

 

Q1. Circle the correct answer on the following questions: 

i. Which of the following is a tool commonly used for Continuous Deployment 

(CD)? 

a. Jenkins 

b.  Ansible 

c. SonarQube 

d. Git 

ii. What is the primary role of a Continuous Integration (CI) server? 

a. Manage code repositories 

b.  Automate the building and testing of code 

c. Orchestrate server deployments 

d. Monitor system uptime 

iii. Which of the following tasks is related to Continuous Integration (CI)? 

a. Implementing automated rollback 

b. Developing deployment scripts 

c. Setting up automated builds 

d. Using infrastructure as code (IaC) 

iv. Which tool is best suited for deployment orchestration in Continuous 

Delivery (CD)? 

a. GitLab CI 

b. Kubernetes 

c. Jenkins 

d. Travis CI 

v. What does Infrastructure as Code (IaC) allow you to do? 

a. Automate deployments using scripts 

b. Manage code quality 

c. Track software versions 

d. Create CI pipelines 

vi. Which of the following is NOT a task in Continuous Delivery (CD)? 

a. Configure the CI pipeline 

b.  Perform code quality checks 

c.  Implement automated rollback 

Theoretical assessment  
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d. Use a deployment orchestration tool 

vii. Which of the following steps would you take when implementing a Continuous 

Integration (CI) pipeline? 

a. A Configure CD pipeline 

b. Set up an automated build process 

c. Develop deployment scripts 

d. Use deployment orchestration tools 

 

viii. Which feature of Continuous Deployment (CD) helps in minimizing disruptions and 

errors during deployment. 

a. Automated rollback 

b. Infrastructure as Code (IaC) 

c. Code quality checks 

d. Artifact management 

Q2. Read carefully and then answer the following questions 

i.  Describe CI and CD tools. 

ii.  What are the benefits of adopting DevOps approach? 

iii. How does DevOps promote collaboration between development and 

operation teams? 

iv. What are the challenges that organisation might face when implementing 

DevOps? 

  

Imagine you are part of a development team with responsibilities for building and 

deploying a scalable web application. As full-stack developer you are requested to 

step up project, containerize application, deploy application by using CI/CD pipeline 

and perform data migration to a new database system. 

END 

  

Practical assessment 
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Learning Outcome 3: Implement Monitoring  
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Indicative contents 

3.1 Preparation of monitoring tools in DevOps environment 

3.2 Analysis of Performance Metrics and Feedback Data 

3.3 Documentation of monitoring report 

Key Competencies for Learning Outcome 3: Implement Monitoring  

Knowledge  Skills  Attitudes  

● Identification of 

monitoring tools. 

● Identification of 

Performance metric 

and feedback 

● Description of report 

●  

● Installing monitoring 

tools 

● Utilizing Monitoring 

Tools 

● Writing a Report 

● Being patient and 

persistence while 

analysing data  

● Being problem-

solving Mindset 

while analysing data 

● Paying attention to 

details 

while analysing data 

  

Duration: 10 hrs  

Learning outcome 3 objectives:   

By the end of the learning outcome, the trainees will be able to:  

1. Identify correctly monitoring tools according to their respective documentation. 

2.Identify clearly the performance metrics and feedback data are routinely analysed in 

accordance with system requirements 

3.Describe correctly the documented report based on the work done 

4.Install accurately the monitoring tool based on respective documentation 

5.Generate properly the report documented based on analysed data 
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Resources 

Equipment   Tools  Materials   

• Computer 

• Server 

• Printer 

 

• IDE 

• Browsers 

• DBMS 

 

• Paper 

• Internet  

• electricity 
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Indicative content 3.1: Preparation of monitoring Tools in DevOps environment 

  

 
1: You are asked to answer the following questions: 

i. Give the benefits of DevOps Monitoring 

ii. List the importance of Monitoring Tools 

iii. Identify the following monitoring tools types 

a) Application tools 

b) Networking Tools 

c) Infrastructure tools 

2:  Write your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to classmate and trainer  

4:  Ask questions for clarifications if necessary  

5: Read the key readings 3.1.1 

 

Key readings 3.1.1: Preparation of monitoring tools in DevOps environment 

Definition of Monitoring Tools. 

Monitoring tools are software applications or platforms designed to track, collect, 

and analyze data related to the performance, health, and functionality of systems, 

networks, applications, and infrastructure. They provide real-time metrics and logs, 

which are essential for identifying potential issues, optimizing resources, and 

ensuring that services are running smoothly. 

 

 

 

Duration: 4 hrs  

 
Theoretical Activity 3.1.1: identification of monitoring tools in DevOps 

environment 

 
Tasks: 
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✓ Benefits of DevOps Monitoring 

1. Enhanced Performance: 

o Continuous monitoring allows teams to identify and resolve performance 

issues in real-time, ensuring that applications run smoothly and 

efficiently. 

o It helps in optimizing resource utilization, leading to improved application 

performance and user satisfaction. 

2. Faster Incident Response: 

o Automated monitoring tools can quickly detect anomalies and alert 

teams, allowing for faster incident response and resolution. 

o This reduces downtime and minimizes the impact of incidents on end 

users. 

3. Proactive Issue Resolution: 

o Monitoring provides insights into system behavior, helping teams 

anticipate potential problems before they escalate. 

o By analyzing trends and patterns, teams can implement proactive 

measures to prevent outages. 

4. Collaboration and Communication: 

o DevOps emphasizes collaboration between development and operations 

teams. Monitoring fosters this by providing shared visibility into system 

performance and issues. 

o Teams can communicate effectively about incidents, improvements, and 

system health. 

5. Data-Driven Decisions: 

o Monitoring tools collect vast amounts of data, which can be analyzed to 

inform strategic decisions. 

o Teams can leverage insights to optimize processes, allocate resources 

effectively, and improve overall system architecture. 

6. Improved User Experience: 

o By maintaining high system availability and performance, monitoring 

directly contributes to a better user experience. 

o Monitoring helps ensure that user-facing services are reliable and 

perform well under varying loads. 

7. Continuous Improvement: 

o Regular monitoring and feedback loops allow teams to assess the impact 

of changes and continuously improve their processes and systems. 

o This aligns with the DevOps philosophy of iterative development and 

continuous delivery. 
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8. Compliance and Security: 

o Monitoring can help identify security breaches and compliance issues by 

providing visibility into system access and changes. 

o It enables teams to enforce security policies and maintain compliance 

with industry regulations. 

 

✓ Importance of Monitoring Tools 

 

1. Real-Time Visibility: 

o Monitoring tools provide real-time insights into system performance, 

application health, and infrastructure status. 

o This visibility is crucial for identifying issues quickly and ensuring system 

reliability. 

2. Centralized Dashboard: 

o Most monitoring tools offer centralized dashboards that consolidate 

metrics from various sources, making it easier for teams to track 

performance and incidents in one place. 

o This simplifies the monitoring process and enhances situational 

awareness. 

3. Automation and Efficiency: 

o Monitoring tools automate the process of data collection and alerting, 

reducing the need for manual intervention and allowing teams to focus 

on strategic tasks. 

o This increases operational efficiency and reduces the likelihood of human 

error. 

4. Scalability: 

o As organizations grow, monitoring tools can scale to accommodate 

increased complexity in infrastructure and applications. 

o This ensures that monitoring remains effective even as systems evolve. 

5. Integration with CI/CD Pipelines: 

o Monitoring tools can integrate with Continuous Integration/Continuous 

Deployment (CI/CD) pipelines to provide feedback on application 

performance during the development cycle. 

o This facilitates rapid iteration and deployment of high-quality software. 

6. Historical Analysis and Reporting: 

o Monitoring tools often include features for historical data analysis, 

enabling teams to track performance over time and identify trends. 

o This data is valuable for post-incident reviews and long-term strategic 

planning. 
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7. Alerting and Notification: 

o Monitoring tools provide customizable alerting mechanisms that notify 

teams of critical issues based on predefined thresholds. 

o This ensures that teams are informed of potential problems before they 

impact users. 

8. Collaboration Features: 

o Many monitoring tools offer collaboration features that allow teams to 

share insights, comment on incidents, and manage tasks collectively. 

o This fosters a culture of collaboration and enhances incident response 

efforts. 

 

✓ Identification of monitoring tools types 

Here's a detailed identification of the types of monitoring tools, categorized into 

application tools, networking tools, and infrastructure tools: 

1. Application Monitoring Tools 

Application monitoring tools focus on tracking the performance and behavior of 

software applications. They help ensure that applications run smoothly and provide 

insights into user interactions. Common types include: 

• Application Performance Monitoring (APM): 

o Examples: New Relic, AppDynamics, Dynatrace 

o Functionality: Monitors application performance metrics, transaction 

tracing, and user experiences. They help identify bottlenecks, errors, and 

response times. 

• Log Management Tools: 

o Examples: Splunk, ELK Stack (Elasticsearch, Logstash, Kibana), Graylog 

o Functionality: Collect, analyze, and visualize log data from applications to 

detect anomalies and troubleshoot issues. 

• User Experience Monitoring: 

o Examples: Google Analytics, Hotjar, FullStory 

o Functionality: Analyzes user interactions with web applications to 

improve user experience through behavior tracking and heatmaps. 

• Synthetic Monitoring: 

o Examples: Pingdom, Uptrends, Site24x7 

o Functionality: Simulates user transactions to monitor application 

performance from different locations and devices. 

2. Networking Monitoring Tools 

Networking monitoring tools help organizations track network performance and 

security. They provide visibility into network traffic, device status, and overall health.  
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Key types include: 

• Network Performance Monitoring (NPM): 

o Examples: SolarWinds Network Performance Monitor, PRTG Network 

Monitor, Nagios 

o Functionality: Monitors network traffic, device performance, and 

identifies issues like bottlenecks or latency. 

• Network Security Monitoring (NSM): 

o Examples: Snort, Suricata, Cisco Stealthwatch 

o Functionality: Monitors network traffic for security threats, detects 

anomalies, and analyzes intrusion attempts. 

• Bandwidth Monitoring Tools: 

o Examples: NetFlow Analyzer, Wireshark, ManageEngine NetFlow 

Analyzer 

o Functionality: Tracks bandwidth usage across the network, identifies top 

talkers, and analyzes traffic patterns. 

• Configuration Management Tools: 

o Examples: Ansible, Puppet, Chef 

o Functionality: Monitors and manages network device configurations, 

ensuring compliance with policies and reducing configuration errors. 

3. Infrastructure Monitoring Tools 

Infrastructure monitoring tools focus on the health and performance of the 

underlying infrastructure, including servers, databases, and cloud resources. They 

ensure that hardware and services operate optimally. Common types include: 

• Server Monitoring Tools: 

o Examples: Zabbix, Datadog, Nagios 

o Functionality: Monitors server health metrics like CPU usage, memory 

consumption, disk I/O, and uptime. 

• Cloud Monitoring Tools: 

o Examples: AWS CloudWatch, Azure Monitor, Google Cloud Operations 

Suite 

o Functionality: Monitors cloud resources and services, providing insights 

into performance, costs, and scalability. 

• Database Monitoring Tools: 

o Examples: SolarWinds Database Performance Analyzer, Redgate SQL 

Monitor, Datadog Database Monitoring 

o Functionality: Monitors database performance, queries, and resource 

usage to optimize efficiency and prevent downtime. 

• Container Monitoring Tools: 

o Examples: Prometheus, Grafana, Sysdig 
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o Functionality: Monitors containerized applications and orchestration 

platforms (like Kubernetes), providing insights into resource utilization 

and performance. 

 

✓ Installation of monitoring tools 

 

Installing monitoring tools can vary significantly based on the specific tool you 

choose and the environment (cloud, on-premises, hybrid) where you intend 

to deploy it. Below is a general guide for installing various types of monitoring 

tools, including application, networking, and infrastructure monitoring tools. 

 

 
1: Read the key readings 3.1.2 

2. Referring to the key readings 3.1.2 you are requested to go to the computer lab to 

install the monitoring tools. 

3:  Present your work to classmate and trainer  

4:  Ask questions for clarifications if necessary  

Key readings 3.1.2: Analysis of Performance Metrics and Feedback Data 

 

General Steps for Installation monitoring tools 

1. Prerequisites: 

o Check the system requirements of the monitoring tool (CPU, RAM, disk space). 

o Ensure you have administrative access to the system or environment where you 

will install the tool. 

o Verify that necessary network configurations (firewall rules, proxy settings) are 

in place. 

2. Installation Steps: 

o Follow the specific installation instructions provided in the documentation for 

the tool. Below are examples for different types of monitoring tools. 

 

Application Monitoring Tool Installation Examples 

Example 1: New Relic APM 

1. Sign Up: Create a New Relic account. 

Practical Activity 3.1.2:  Installing monitoring tools 

Task: 
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2. Install Agent: 

o For Node.js applications, run: 

→ npm install newrelic –save 

 
 

o For Python applications, run: 

→ pip install newrelic 

3. Configuration: 

o Create a configuration file (e.g., newrelic.ini) using the key provided in your New 

Relic account. 

You can create a New Relic configuration file in your project root, such as newrelic.ini. 

This file is used to configure New Relic's APM (Application Performance Monitoring) 

for your application. 
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Here’s a basic template for a newrelic.ini file: 

 

o Add the configuration file to your application. 

 

 

 

Ketty is leading a team in a DevOps-driven project for a SaaS application. The team is 

focused on optimizing the application’s performance, improving deployment 

frequency, and reducing incident response times. As a  DevOps Engineer, you are 

requested to install the required monitoring tool. 

  

Application of learning 3.1. 
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Indicative content 3.2: Analysis of performance metrics and feedback data 

  

 
1: You are asked to answer the following questions: 

i. List down significance of data analysis 

ii. Give and explain types of data in DevOps 

iii. Give the process of installation monitoring Tools 

iv. Differentiate the following data in DevOps 

a) Regular Review 

b) Root Cause Analysis 

c) Actionable Insights 

d) Feedback Loop Integration 

2:  Write your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to trainer or classmate 

4:  Ask questions for clarifications if necessary  

5: Read the Key reading 3.1.2 

Key readings 3.1.1. Identification of Performance metric and feedback  

 

✓ Introduce performance metrics and Feedback Data 

Performance metrics and feedback data are essential tools for assessing and 

improving performance in various domains, including business, education, and 

technology. Here's an overview of both concepts: 

Performance Metrics 

Definition: Performance metrics are quantifiable measures used to evaluate the 

efficiency, effectiveness, and quality of a particular process, team, or individual. 

These metrics help organizations set goals, track progress, and make data-driven 

decisions. 

 

Duration: 4 hrs  

 
Theoretical Activity 3.2.1: Identification of Performance metric and feedback 

Tasks: 
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Types of Performance Metrics: 

1. Financial Metrics: 

o Revenue growth rate 

o Profit margin 

o Return on investment (ROI) 

2. Operational Metrics: 

o Cycle time (time taken to complete a process) 

o Efficiency ratio (output/input) 

o Inventory turnover 

3. Customer Metrics: 

o Customer satisfaction score (CSAT) 

o Net Promoter Score (NPS) 

o Customer retention rate 

4. Employee Performance Metrics: 

o Productivity (output per employee) 

o Employee engagement score 

o Turnover rate 

5. Project Management Metrics: 

o Schedule variance (difference between planned and actual project 

timelines) 

o Cost variance (difference between planned and actual project costs) 

o Quality metrics (defect rates, customer complaints) 

Feedback Data 

Definition: Feedback data refers to information collected from stakeholders 

(customers, employees, partners, etc.) about their experiences, opinions, and 

suggestions related to products, services, or processes. This data is crucial for 

continuous improvement. 
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Sources of Feedback Data: 

1. Surveys and Questionnaires: 

o Customer satisfaction surveys 

o Employee engagement surveys 

o Exit interviews 

2. Direct Feedback: 

o Customer complaints and compliments 

o Performance reviews and one-on-one meetings 

3. Observational Data: 

o User interactions with products (e.g., usability tests) 

o Employee behavior in the workplace 

4. Social Media and Online Reviews: 

o Comments and ratings on platforms like Yelp, Google Reviews, etc. 

o Engagement metrics on social media posts 

Integrating Performance Metrics and Feedback Data 

Integrating performance metrics with feedback data can provide a more 

comprehensive understanding of performance and areas for improvement. For 

example: 

• Identify Gaps: Metrics can highlight performance gaps, while feedback can reveal 

the underlying reasons for those gaps. 

• Continuous Improvement: Regularly assessing metrics alongside feedback 

allows for timely adjustments and enhancements to processes, products, or 

services. 

• Data-Driven Decision Making: Combining quantitative metrics with qualitative 

feedback enables organizations to make more informed decisions, aligning 

strategies with actual stakeholder needs and experiences. 

 

✓ Describe significance of Data Analysis 

Data analysis plays a crucial role in various sectors, including business, healthcare, 

education, and technology. Here are several key aspects of its significance: 



169 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

1. Informed Decision-Making 

 

Data analysis helps organizations make informed decisions based on empirical 

evidence rather than intuition. By interpreting data trends and patterns, decision-

makers can evaluate the potential outcomes of their choices and reduce uncertainty. 

2. Identifying Trends and Patterns 

 

Through data analysis, organizations can identify trends and patterns that might not 

be immediately obvious. This insight allows them to adapt strategies, forecast future 

outcomes, and anticipate market changes. 

3. Enhancing Operational Efficiency 

 

Data analysis can uncover inefficiencies in processes, workflows, or supply chains. By 

identifying bottlenecks and areas for improvement, organizations can streamline 

operations, reduce costs, and enhance overall efficiency. 

4. Improving Customer Experience 

 

Analyzing customer data helps organizations understand preferences, behaviors, 

and needs. This information allows for personalized marketing, tailored services, and 

improved customer interactions, ultimately leading to higher customer satisfaction 

and loyalty. 

5. Risk Management 

 

Data analysis aids in identifying potential risks and vulnerabilities within an 

organization. By analyzing historical data, companies can develop risk mitigation 

strategies, prepare for potential crises, and make proactive adjustments to their 

operations. 

6. Driving Innovation 

 

Insights derived from data can inspire innovation by revealing new opportunities for 

product development or service enhancement. Organizations can leverage data to 
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explore uncharted markets, refine existing offerings, or create entirely new 

solutions. 

7. Performance Measurement 

Data analysis provides key performance indicators (KPIs) that enable organizations 

to measure success against predefined goals. By continuously monitoring 

performance metrics, organizations can assess their progress and make necessary 

adjustments. 

8. Competitive Advantage 

 

Organizations that effectively analyze data can gain a competitive edge over rivals. 

By leveraging data insights, they can respond more quickly to market changes, 

understand consumer behavior better, and optimize their offerings to meet 

customer demands. 

9. Facilitating Collaboration 

Data analysis fosters a culture of collaboration by providing a common platform for 

discussion and decision-making. When teams share data insights, they can align their 

objectives and work together more effectively towards shared goals. 

10. Supporting Research and Development 

In fields like healthcare, finance, and technology, data analysis supports research and 

development efforts. By analyzing large datasets, researchers can uncover new 

findings, test hypotheses, and validate scientific theories. 

✓ Describe types of data in DevOps 

In DevOps, data is critical for monitoring, optimizing, and automating workflows 

across the software development lifecycle. Different types of data are used to assess 

the performance of applications, infrastructure, and teams, enabling continuous 

integration, continuous delivery (CI/CD), and continuous improvement. Below are 

the major types of data in DevOps: 

1. Application Performance Data 

This type of data focuses on how applications perform in real-time, including aspects 

like speed, responsiveness, and reliability. 

• Metrics: 

o Response time (latency) 
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o Throughput (requests per second) 

o Error rates (number of failed requests) 

o Availability (uptime) 

• Tools: 

o Application Performance Monitoring (APM) tools like New Relic, Datadog, 

or Dynatrace are used to collect and analyze this data. 

2. Infrastructure Data 

This refers to data that is collected from the underlying hardware, virtual machines, 

containers, and cloud services that host the applications. 

• Metrics: 

o CPU usage 

o Memory consumption 

o Disk I/O (input/output) 

o Network bandwidth and latency 

• Tools: 

o Monitoring tools like Prometheus, Nagios, or AWS CloudWatch collect 

and report on infrastructure metrics. 

3. Log Data 

Log data is generated by applications, servers, and other infrastructure components. 

Logs contain detailed information about the operations and events occurring within 

the system. 

• Examples: 

o Error logs 

o Access logs 

o Event logs (for security or debugging) 

• Tools: 

o Log management tools such as ELK Stack (Elasticsearch, Logstash, 

Kibana), Splunk, or Fluentd are used to centralize, search, and analyze log 

data. 
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4. Build and Deployment Data 

In DevOps, CI/CD pipelines automate the process of building, testing, and deploying 

applications. Data generated from these pipelines helps in ensuring software is being 

developed and released efficiently. 

• Metrics: 

o Build success/failure rates 

o Build times 

o Deployment frequency 

o Mean time to recovery (MTTR) after a failed deployment 

• Tools: 

o CI/CD tools like Jenkins, CircleCI, GitLab CI, and Azure Pipelines provide 

data on build and deployment performance. 

5. Version Control Data 

This type of data tracks code changes and how teams collaborate during the software 

development process. 

• Metrics: 

o Number of commits 

o Code change velocity 

o Pull request (PR) approval time 

o Merge conflicts 

• Tools: 

o Version control systems like Git (GitHub, GitLab, Bitbucket) provide 

insights into code contributions, code reviews, and collaboration 

efficiency. 

6. Security Data 

Security is a crucial part of DevOps, often referred to as DevSecOps. Security data 

helps identify vulnerabilities, security breaches, and compliance issues. 

• Metrics: 

o Number of vulnerabilities detected 
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o Security patching time 

o Failed security tests 

o Audit logs (user access, system changes) 

• Tools: 

o Tools like Snyk, OWASP ZAP, and HashiCorp Vault help analyze and secure 

DevOps pipelines by tracking vulnerabilities and managing secrets. 

7. Incident and Alerting Data 

This type of data is related to the management of incidents and the notification 

systems that trigger alerts when something goes wrong. 

• Metrics: 

o Incident response time 

o Number of incidents per week/month 

o Alert frequency and accuracy 

o Mean time to resolve (MTTR) 

• Tools: 

o Alerting systems like PagerDuty, OpsGenie, or VictorOps notify teams 

when specific metrics or logs indicate potential issues. 

8. User Experience Data 

User experience (UX) data focuses on how end-users interact with the application, 

providing insights into usability and satisfaction. 

• Metrics: 

o Page load times 

o User session data 

o Bounce rates (users leaving the app after a short interaction) 

o Conversion rates (percentage of users taking desired actions) 

• Tools: 

o Tools like Google Analytics, Hotjar, or Mixpanel provide insights into user 

behavior and application usability. 
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9. Automation Data 

Automation is a core aspect of DevOps, especially in CI/CD pipelines and 

infrastructure management. Data from automated systems is critical for assessing 

the effectiveness of automation efforts. 

• Metrics: 

o Number of automated jobs 

o Automation success rates 

o Time saved through automation 

o Number of manual interventions needed 

• Tools: 

o Automation tools like Ansible, Terraform, or Chef provide data on how 

effectively automated tasks are executed. 

10. Collaboration and Workflow Data 

In a DevOps environment, efficient collaboration between teams (development, 

operations, security, etc.) is critical. Data related to communication and workflows 

helps improve team collaboration and efficiency. 

• Metrics: 

o Number of tasks completed within a sprint 

o Collaboration frequency (e.g., via Slack, Jira) 

o Cycle time (time it takes from idea to implementation) 

o Bottlenecks in the workflow 

• Tools: 

o Project management and collaboration tools like Jira, Trello, or Microsoft 

Teams capture data on team communication and task management. 

11. Business and Financial Data 

This data is used to measure the overall business impact of DevOps initiatives, such 

as how well development and operational efficiencies translate into revenue, cost 

savings, or customer retention. 

• Metrics: 

o Return on investment (ROI) for DevOps initiatives 
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o Customer acquisition cost (CAC) 

o Customer lifetime value (CLTV) 

o Revenue growth related to faster releases and better uptime 

• Tools: 

o Business intelligence platforms like Tableau, Power BI, or Looker help 

visualize and analyze the financial impact of DevOps 

 

✓ Utilizing Monitoring Tools 

Utilizing monitoring tools is a key practice in DevOps to ensure that applications, 

systems, and infrastructure are performing optimally. Monitoring tools help detect 

issues in real-time, ensure system reliability, and provide insights for continuous 

improvement. Below is a comprehensive guide on how to effectively utilize 

monitoring tools in a DevOps environment: 

1. Types of Monitoring Tools 

DevOps monitoring can be categorized into different types depending on the focus 

area: 

• Infrastructure Monitoring: Monitors the underlying hardware, virtual machines, 

containers, and networks. 

o Examples: Nagios, Prometheus, Zabbix, AWS CloudWatch. 

• Application Performance Monitoring (APM): Focuses on the performance and 

health of applications. 

o Examples: New Relic, Datadog, Dynatrace, AppDynamics. 

• Log Monitoring: Tracks log files generated by applications and infrastructure for 

troubleshooting and auditing. 

o Examples: ELK Stack (Elasticsearch, Logstash, Kibana), Splunk, Fluentd. 

• Network Monitoring: Monitors the performance, traffic, and latency in the 

network. 

o Examples: SolarWinds, Wireshark, PRTG Network Monitor. 

• Security Monitoring: Focuses on identifying security threats and ensuring system 

integrity. 

o Examples: Snyk, Qualys, HashiCorp Vault, OSSEC. 
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2. Key Metrics to Monitor 

Monitoring tools help collect critical metrics that inform system health and 

performance. Here are some important metrics: 

• System Metrics: 

o CPU Usage: Monitors how much of the CPU is being used. 

o Memory Usage: Tracks memory allocation and usage patterns. 

o Disk I/O: Monitors the input/output operations on the disk. 

o Network Latency: Measures delays in network data transmission. 

• Application Metrics: 

o Response Time: The time it takes for an application to respond to a 

request. 

o Error Rates: The frequency of errors or failed requests. 

o Request Throughput: The number of requests processed per second. 

o Transaction Time: Time taken for a specific transaction to complete. 

• Security Metrics: 

o Failed Login Attempts: Tracks the number of failed authentication 

attempts. 

o Vulnerability Detection: Measures the number and severity of security 

vulnerabilities. 

o Security Patch Application: Tracks how quickly patches are applied to 

systems. 

• Business Metrics: 

o Uptime/Availability: Measures the percentage of time a system or 

application is operational. 

o MTTR (Mean Time to Recovery): The average time it takes to recover 

from a failure. 

o MTBF (Mean Time Between Failures): The average time between system 

failures. 
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3. Implementing Monitoring Tools in DevOps 

To effectively use monitoring tools in DevOps, follow these steps: 

a. Identify Key Metrics and KPIs 

Determine which metrics are most critical for your infrastructure, applications, and 

business goals. Collaborate with stakeholders, including developers, operations, and 

business teams, to define key performance indicators (KPIs) such as system uptime, 

response time, or error rates. 

b. Choose the Right Monitoring Tool 

Select monitoring tools that fit your environment and objectives. For example: 

• If you’re using containers, Prometheus with Grafana might be suitable. 

• For cloud infrastructure, AWS CloudWatch is a native solution for AWS 

environments. 

• For real-time log analysis, ELK Stack (Elasticsearch, Logstash, Kibana) is a popular 

choice. 

c. Implement Continuous Monitoring 

Set up continuous monitoring for both applications and infrastructure, with a focus 

on automated, real-time alerts. This ensures that your team is immediately notified 

of any performance issues, such as high CPU usage or application errors. 

d. Set Up Alerting Systems 

Use alerting systems that notify the right people at the right time. Configure 

thresholds for important metrics, and integrate alerts with communication platforms 

such as Slack, Microsoft Teams, or incident management systems like PagerDuty or 

OpsGenie. 

e. Visualize Data 

Use dashboards and visualization tools to make data more understandable. Grafana, 

for example, provides customizable dashboards that can display metrics from 

multiple sources like Prometheus, Elasticsearch, or Datadog. Visualizing data in real-

time helps teams spot anomalies quickly. 

f. Establish Baselines 

Create performance baselines to understand normal behavior for your systems. This 

makes it easier to spot deviations or unusual activity, which might indicate an issue. 
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For instance, if the average CPU usage for an application is 30%, but it suddenly 

jumps to 90%, the monitoring tool can trigger an alert. 

g. Perform Log Aggregation and Analysis 

Aggregate logs from various services, applications, and infrastructure into a 

centralized location for easier analysis and troubleshooting. Log management tools 

like the ELK Stack or Splunk provide real-time insights into system behaviors and 

error tracking. 

h. Enable Auto-Remediation 

Some monitoring tools allow for automated remediation actions. For example, if a 

system exceeds a CPU usage threshold, the monitoring system could automatically 

spin up new instances or restart services to prevent failures. 

4. Best Practices for Utilizing Monitoring Tools 

• Start Small, Scale Gradually: Begin by monitoring the most critical parts of your 

system, then expand monitoring as needed. Don't overwhelm your team with 

too much data at once. 

• Set Clear Alert Thresholds: Avoid alert fatigue by carefully setting thresholds that 

are meaningful and actionable. Alerts should trigger only when action is needed. 

• Perform Regular Audits and Updates: Regularly review and update your 

monitoring setup, especially as your systems evolve. Ensure that monitoring 

configurations are up-to-date with any infrastructure changes. 

• Monitor the Full DevOps Pipeline: Don’t just monitor the production 

environment—track the entire CI/CD pipeline. This includes monitoring build and 

deployment processes, test environments, and staging environments to catch 

issues earlier in the development cycle. 

• Correlation Between Metrics: Look for correlations between different metrics to 

get deeper insights. For example, an increase in error rates may correlate with 

higher memory usage, helping you troubleshoot root causes faster. 

• Automate Reporting: Use automated reports to track long-term performance 

trends. These reports can help identify issues that may not be obvious in real-

time monitoring, such as gradual performance degradation. 

• Security Monitoring: Integrate security monitoring into your DevOps practices 

(DevSecOps). This ensures continuous monitoring of vulnerabilities and security 

risks alongside performance metrics. 
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5. Popular Monitoring Tools in DevOps 

• Prometheus: An open-source monitoring tool designed for reliability and 

scalability, often used with Grafana for visualization. 

• Datadog: A comprehensive monitoring platform for cloud applications, 

infrastructure, logs, and user experience. 

• Nagios: A widely used monitoring solution for infrastructure, offering robust 

alerting and reporting capabilities. 

• New Relic: A powerful APM tool that helps monitor application performance, 

transactions, and errors. 

• ELK Stack (Elasticsearch, Logstash, Kibana): A popular log aggregation and 

analysis tool for real-time log monitoring and visualization. 

 

✓ Analysing Data in DevOps 

Analyzing data in DevOps is crucial for continuous improvement, faster issue 

resolution, and optimizing performance across the entire software development and 

operations lifecycle. It involves regular data reviews, identifying the root causes of 

issues, deriving actionable insights, and integrating feedback loops for continuous 

feedback and improvement. Below is a detailed explanation of each step: 

1. Regular Review 

Regular review of collected data ensures that DevOps teams are continuously 

monitoring performance, identifying trends, and catching potential problems before 

they escalate. 

Key Activities: 

• Scheduled Data Audits: Regularly audit data from key performance indicators 

(KPIs) such as infrastructure performance, build and deployment data, and 

application health. This helps identify bottlenecks or anomalies early. 

• Dashboard Monitoring: Utilize dashboards for real-time visualization of metrics 

(e.g., Grafana, Datadog). Dashboards provide a consolidated view of data from 

various systems and help monitor performance at a glance. 

• Trend Analysis: Identify long-term patterns in metrics such as response times, 

error rates, or system load. Regular reviews help track if performance is 

improving or degrading over time. 
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• Security Reviews: Continuously monitor security metrics to ensure compliance 

and prevent vulnerabilities. This includes reviewing access logs, security patches, 

and vulnerabilities. 

Benefits: 

• Early detection of issues 

• Consistent performance tracking 

• Informed decision-making based on historical data 

2. Root Cause Analysis (RCA) 

Root Cause Analysis (RCA) is the process of identifying the underlying cause of an 

issue or failure within the system. This helps prevent recurring problems by 

addressing the core issue rather than just the symptoms. 

Key Steps: 

• Identify the Problem: Begin by defining the problem clearly. For example, if a 

service is experiencing downtime, define the extent of the downtime, when it 

started, and what systems are affected. 

• Collect Data: Gather all relevant data, including system logs, performance 

metrics, and user reports. Monitoring tools like ELK Stack or Splunk are useful for 

reviewing logs and pinpointing when and where the issue occurred. 

• Analyze Metrics: Look for deviations or anomalies in key metrics, such as high 

CPU usage, memory leaks, network latency spikes, or unexpected error logs, to 

narrow down the cause of the issue. 

• Conduct the “5 Whys”: Use the "5 Whys" technique by asking “why” repeatedly 

until the fundamental cause of the issue is identified. This can help dig deeper 

into the problem. 

• Post-Mortem: After resolving the issue, conduct a post-mortem to document 

what went wrong, why, and how the problem was fixed. This is crucial for 

learning and preventing future incidents. 

Benefits: 

• Prevents recurring issues 

• Improves system reliability and stability 

• Increases efficiency by reducing firefighting 
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3. Actionable Insights 

Actionable insights are derived from data analysis and can be directly applied to 

improve performance, address problems, and optimize workflows. 

Key Approaches: 

• Analyze Performance Metrics: Derive insights from key metrics such as 

application response time, infrastructure utilization, and error rates. For 

example, if latency is increasing, an insight might be to scale up resources or 

optimize the codebase. 

• Use Predictive Analytics: Predictive analytics can forecast future issues by 

analyzing historical data. Machine learning tools can analyze trends and predict 

potential problems like server outages or performance degradation, enabling 

proactive measures. 

• Optimization Suggestions: Actionable insights should suggest specific 

improvements. For example, if deployment times are increasing, analyze the 

pipeline to identify inefficiencies and propose steps to streamline the process. 

• Cost Optimization: Insights from cloud infrastructure monitoring (e.g., AWS 

CloudWatch) can help reduce unnecessary resource utilization, optimizing costs 

by scaling down unused resources or switching to reserved instances. 

Benefits: 

• Enables informed decision-making 

• Focuses on improvements that add immediate value 

• Drives continuous improvement across the CI/CD pipeline 

4. Feedback Loop Integration 

In DevOps, the feedback loop refers to the continuous cycle of feedback from various 

stakeholders (developers, operations teams, and customers) to inform future 

decisions and improvements. 

Key Activities: 

• Internal Feedback: Use data from automated tests, monitoring tools, and alerts 

to provide feedback to development and operations teams. For instance, test 

failures in the CI/CD pipeline can give immediate feedback to developers to fix 

broken code. 
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• Customer Feedback: Incorporate user feedback on application performance and 

user experience (UX) through tools like customer satisfaction surveys, bug 

reports, or user behavior data (e.g., Google Analytics). 

• Rapid Feedback in CI/CD: A key goal in DevOps is rapid feedback from code 

deployment and integration. The faster teams get feedback, the sooner they can 

address issues. Automated testing, monitoring, and alerting ensure immediate 

feedback when something goes wrong. 

• Continuous Improvement Cycle: Integrate feedback into future development 

cycles to continuously improve the system. Each feedback iteration should result 

in improved system performance, better user experience, and optimized 

workflows. 

• Automated Feedback: Automate feedback collection through monitoring 

systems, log management, and testing pipelines, ensuring that all data is 

automatically fed back into the system for review and analysis. 

Benefits: 

• Shortens the development cycle 

• Promotes a culture of continuous improvement 

• Enhances system quality and user satisfaction 

Integration of All Steps for Maximum Efficiency 

1. Regular Review: Continuous reviews of infrastructure, application, and security 

data provide baseline insights into system performance. 

2. Root Cause Analysis: When issues arise, conduct RCA to identify the underlying 

cause, preventing future occurrences of the same problem. 

3. Actionable Insights: After identifying root causes and performance trends, 

generate actionable insights that lead to concrete improvements in development 

practices, system performance, and operational efficiency. 

4. Feedback Loop Integration: Close the loop by feeding the insights and 

improvements back into the DevOps pipeline, leading to faster, more reliable 

deployments and a more resilient system. 
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1: You are asked to go to the computer Lab to perform the following task: 

i. Go to the computer lab to analyse performance metrics and feedback data using 

New relic tool. 

2.Present your work to trainer and classmate 

3:  Ask questions for clarifications if necessary  

Key readings 3.2.2 Analysing of performance and feedback data 

• Steps involved to analyse performance and feedback data 

Step 1:log in the new relic tools 

 

Step 2: select a performance needed to analyse 

Practical Activity 3.2.2: Analysing the performance metric s and feedback data 

Task: 
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Step 3: Analyse logs of developed system 

 

 

• Before performing any monitoring activity, you must understand the different 

types of monitoring tools such as networking monitoring tools, application 

monitoring tool and infrastructure monitoring tools. 

 

• When installing a monitoring tool in a DevOps environment, first download tool 

then after follow the installation steps until tool will completed. 

 

• Describe the type of data such as log data, infrastructure data, application 

performance data and build and deployment data, version control data, security 

data user experience data, automation data, collaboration and workflow data and 

business and financial data. 

 Points to Remember 
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• While writing there are many Key Points respect for Comprehensive Work Report 

• Apart from using commands during installation, there are other monitoring tools 

which can be downloaded from the official manufacture website and then be used 

during installation: these include washark, prometheus, grafana, datadog, nagios, 

zabbix and ELK stack.  
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RFTX Ltd company has a hosted web application on online server for managing its 

transactions. It needs a competent IT Technician capable to analyse the data in 

DevOps. As DevOps Engineer, you are requested to check performance metrics and 

feedback data. 

  

Application of learning 3.2. 



187 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

Indicative content 3.3: Documentation of monitoring report  

  

 
1: You are asked to answer the following questions: 

i. What is purpose of monitoring report 

ii. Define the following items concepts 

a) Executive Summary 

b) Key Metrics  

c) Report findings     

d) Trends Analysis 

e) Alerts and Incidents 

f) Action Items 

g) Optimization or remediation. 

h) Conclusion 

2:  Provide your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to whole class trainees and trainer  

4:  Ask questions for clarifications if necessary  

5: Read the Key reading 3.3.1 

Key readings 3.3.1: Identification of monitoring report 

 

• Monitoring Report for DevOps Operations 

✓ Executive Summary 

 

In this report, we summarize the current state of the DevOps monitoring system and 

its impact on operational efficiency. Our monitoring covers the entire pipeline from 

code commits to deployment and production environments using various tools to 

track system health, performance, and availability. Continuous monitoring is critical 

for early detection of incidents, minimizing downtime, and ensuring the reliability 

and scalability of our infrastructure. 

 

Duration: 2 hrs  

 
Theoretical Activity 3.3.1: Identification of monitoring report 

Tasks: 
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We present an overview of key metrics, findings, trends, and incidents from the 

monitoring data collected over the reporting period, highlighting areas for 

improvement and success. 

✓ Key Metrics 

 

Monitoring metrics provide visibility into the performance and stability of the 

DevOps pipeline and production systems. Here are the primary key metrics tracked: 

 

• CPU Utilization: Indicates system load across servers and critical infrastructure. 

         Normal Range: 30%-70%. 

Anomalies: Spikes above 85% detected in high-traffic periods. 

 

• Memory Usage: Monitors the usage of system memory across instances. 

Normal Range: 40%-75%. 

Anomalies: Consistent high usage in specific microservices. 

 

• Disk I/O: Measures the rate at which data is read from or written to storage. 

Normal Range: 100-500 MB/s. 

• Anomalies: Occasional lags during deployment processes. 

 

• Application Latency: Tracks the time taken for requests to be processed by the 

system. 

     Normal Range: 100-300 ms. 

    Anomalies: Increased latency detected post-deployment. 

 

• Error Rates: Keeps track of HTTP error responses (4xx, 5xx) and internal system 

errors. 

Normal Threshold: Less than 1% of total requests. 

Anomalies: Noticeable increase during scaling events. 

 

• Deployment Frequency: Number of releases within a defined period. 

Average: 10 deployments/week. 

     Stability: 90% success rate. 

 

✓ Report Findings 

 

The monitoring systems indicate that overall system health is within acceptable 

limits, but several areas show room for optimization: 
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Infrastructure Performance: Generally stable, though occasional resource saturation 

(CPU, memory) was observed during peak hours. 

Service Latency: Latency issues surfaced during periods of high traffic, particularly 

following updates to key microservices. 

 Error Rate Spikes: Error rates spiked during certain deployments, suggesting 

potential issues with CI/CD pipelines or application-level bugs. 

Alert Management: Response to alerts has been timely, minimizing downtime. 

 

✓ Trends Analysis 

 

Scaling and Performance: 

Horizontal scaling has proven effective in managing increased traffic load, though 

some inefficiencies were observed in automatic scaling mechanisms, leading to 

delayed resource provisioning. 

 

• Error Rates Over Time: 

Error rates have been trending downward, suggesting that recent code changes and 

infrastructure updates have improved stability. However, occasional spikes indicate 

room for better automated testing and pre-deployment checks. 

 

• Deployment Impact: 

System performance tends to dip immediately following deployments. This suggests 

a need to refine blue-green or canary deployment strategies to minimize user impact 

during updates. 

 

• System Uptime: 

 Uptime has been consistently above 99.9%, demonstrating strong reliability. 

However, there are isolated incidents where downtime occurred due to 

unanticipated failures in the monitoring system itself. 

 

✓ Alerts and Incidents 

 

During the reporting period, several alerts were triggered: 

 

• CPU Utilization Alert (Incident #X123): 

 Triggered on October 5th, when CPU usage spiked to 95% for several hours due to 

a poorly optimized database query. The issue was resolved after patching the query. 

 

• Memory Leak Incident (Incident #X145): 
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Detected on October 9th in one of the microservices, leading to an emergency 

deployment rollback. The leak caused the service to crash under heavy load. 

 

• Network Latency Alert (Incident #X158): 

On October 12th, network latency increased significantly during a code deployment. 

Root Cause analysis revealed a configuration error in the load balancer. 

 

✓ Action Items 

Based on the analysis of metrics and findings, several action items have been 

identified for improving the performance and stability of our DevOps pipeline and 

infrastructure: 

1. Improve Automated Scaling Mechanisms: 

o Investigate and optimize the auto-scaling policies to ensure a faster 

response to peak traffic, especially during deployment windows. 

o Responsible Team: Infrastructure Team. 

o Timeline: 2 weeks. 

2. Optimize CI/CD Pipeline: 

o Review the continuous integration pipeline to reduce the deployment 

time and minimize errors during release cycles. Focus on introducing 

better testing automation and validation steps before pushing updates to 

production. 

o Responsible Team: DevOps Team. 

o Timeline: 1 month. 

3. Enhance Error Monitoring and Resolution: 

o Implement more robust logging and error tracking tools (e.g., Datadog, 

Sentry) to improve visibility into errors and reduce the time to identify 

and resolve them. 

o Responsible Team: Development & QA Teams. 

o Timeline: Ongoing. 

4. Database Query Optimization: 

o Review and optimize database queries, particularly those causing high 

CPU usage and long processing times. 

o Responsible Team: Database Admins. 

o Timeline: 3 weeks. 

5. Refine Deployment Strategy: 

o Move towards a more granular deployment approach using blue-green 

deployments or canary releases to minimize the impact on end-users 

during upgrades. 

o Responsible Team: Release Management. 

o Timeline: 1 month. 
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✓ Optimization or Remediation 

After analyzing the report findings, several remediation measures have been suggested 

to optimize the current systems: 

1. Memory Leak Resolution: 

o Implement tools for automated memory leak detection during the 

development and testing phase. Monitor microservices more closely, 

focusing on memory consumption patterns. 

o Outcome: Memory-related incidents should decrease. 

2. Load Balancer Configuration: 

o Correct the load balancer configurations to handle traffic more efficiently, 

reducing network latency during deployment phases. 

o Outcome: Lower latency and improved response times during traffic 

surges. 

3. Improving Application Performance: 

o Profiling and optimizing slow application services and API endpoints that 

are contributing to latency. Use tools like New Relic or AppDynamics to 

pinpoint bottlenecks. 

o Outcome: Enhanced performance, reduced load times. 

4. Refining Alert Thresholds: 

o Review and adjust monitoring alert thresholds to better align with 

acceptable performance limits, reducing false positives while still 

catching critical issues early. 

o Outcome: More actionable alerts, faster incident response. 

 

✓ Conclusion 

The monitoring report has shown that while the overall health of the DevOps 

pipeline and infrastructure is stable, there are a few key areas requiring immediate 

attention and optimization. Action items such as refining auto-scaling mechanisms, 

improving the CI/CD process, and better error tracking will ensure higher efficiency, 

faster response times, and improved user experience. 

Continuous improvements in monitoring, especially around memory consumption, 

CPU usage, and system latency, will help maintain system uptime and scalability. 

Ongoing efforts to automate remediation and improve root cause analysis will 

reduce downtime and optimize future deployments. 

 

✓ Appendix 

The appendix contains detailed charts, graphs, and raw data from the monitoring 

tools. These visual representations help illustrate the findings and trends mentioned 

in the report. 
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1. CPU Usage Graph: 

o Displays CPU usage across all servers for the past month, highlighting 

periods of high load and anomalies. 

2. Memory Consumption Chart: 

o A breakdown of memory usage by service, showing patterns over time 

and during peak traffic. 

3. Disk I/O Report: 

o Detailed analysis of disk read/write speeds, demonstrating the impact of 

deployments on disk performance. 

4. Error Rate Trends: 

o A graph displaying the error rate trends over the last few weeks, including 

spikes during deployment windows. 

5. Application Latency Statistics: 

o Visual representation of average latency per service, showing 

improvements and occasional degradations after each deployment. 

6. Raw Data: 

o Logs, resource usage metrics, and incident alerts as collected by 

monitoring tools like Prometheus, Grafana, and CloudWatch. Raw data is 

available for review by technical teams to further investigate specific 

incidents. 
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1: You are asked to go to the computer Lab to perform the following task: 

After data analysis, migration and deployment of software project to online server, 

you are requested to create a report of work done. 

2:  Provide your answers on paper, flipchart, blackboard or whiteboard  

3:  Present your answers to whole class trainees and trainer  

4:  Ask questions for clarifications if necessary  

5: Read the Key reading 3.3.2 

Key readings 3.3.2 writing a report 

 

• Steps for writing a report 

Step 1. Executive Summary 

This report assesses the current state of DevOps practices at XYZ Enterprises, 

focusing on areas such as continuous integration (CI), continuous delivery (CD), 

infrastructure automation, and security. The objective is to evaluate pipeline 

efficiency, identify bottlenecks, and recommend improvements to enhance 

deployment speed, reliability, and overall productivity. 

Step 2. Objective and Scope 

Objective: To assess and improve the efficiency of the DevOps workflow, focusing 

on key areas of the CI/CD pipeline, infrastructure management, and automation. 

Scope: 

• Continuous Integration and Continuous Delivery (CI/CD) 

• Automation and Infrastructure as Code (IaC) 

• Monitoring and Logging 

• DevSecOps (security integration in DevOps) 

Step 3. Data Collection 

Practical Activity 3.3.2: writing a report 

Task: 
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Data was gathered from key tools used in the current DevOps processes: 

• Source Control: GitLab 

• CI/CD: Jenkins, GitLab CI 

• Containerization: Docker, Kubernetes 

• Cloud Infrastructure: AWS (EC2, RDS, Lambda) 

• Monitoring: Prometheus, Grafana 

• Security Tools: Snyk, Aqua Security 

• Logging: ELK Stack (Elasticsearch, Logstash, Kibana) 

Data collection took place over a 3-month period (July to September 2024) and was 

supported by performance logs, monitoring dashboards, and interviews with the 

development, operations, and security teams. 

          Step 4. Key Performance Indicators (KPIs) 

The following KPIs were tracked to evaluate the effectiveness of the DevOps pipeline: 

1. Deployment Frequency: How often code is deployed to production. 

2. Lead Time for Changes: The time taken from code commit to production 

deployment. 

3. Mean Time to Recovery (MTTR): Average time to recover from a failure or 

incident. 

4. Change Failure Rate: Percentage of deployments that result in failure or rollback. 

5. Infrastructure Costs: Cloud usage and cost efficiency for production workloads. 

Step 5. Current State Assessment 

5.1 Continuous Integration and Continuous Delivery (CI/CD) 

• Deployment Frequency: On average, deployments occur 3 times per week, 

which is aligned with industry standards for an organization of XYZ's size. 

However, the team reports occasional rollback issues due to insufficient pre-

deployment testing. 

• Lead Time for Changes: The lead time is 36 hours from code commit to 

deployment, primarily due to manual approval processes and limited test 

automation coverage. 

• Change Failure Rate: The failure rate is 10%, which is higher than the target of 

5%, due to intermittent issues in the integration tests and environment 

mismatches between staging and production. 
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5.2 Infrastructure and Automation 

• Infrastructure Management: AWS infrastructure is heavily utilized but exhibits 

some inefficiencies. Resource utilization reports indicate over-provisioned EC2 

instances running at low capacity, increasing operational costs by 15%. 

• Kubernetes Setup: Kubernetes clusters are in place but are missing autoscaling 

configurations. Some applications experience resource contention under high 

load due to lack of proper resource quotas. 

• Infrastructure as Code (IaC): Terraform is used for infrastructure management, 

but the implementation is incomplete, with some configurations still managed 

manually, resulting in inconsistent environments across staging and production. 

5.3 Monitoring and Logging 

• Monitoring Tools: Prometheus and Grafana provide real-time insights, but alert 

thresholds are too broad, leading to false alarms and alert fatigue among the 

operations team. 

• Logging Setup: The ELK stack is well integrated, but there is no consistent log 

rotation policy, resulting in large log files and storage issues. 

5.4 Security (DevSecOps) 

• Security in Pipeline: Static code analysis (SAST) and dynamic application security 

testing (DAST) are part of the CI pipeline using Snyk. However, vulnerabilities are 

often discovered late in the pipeline, requiring urgent fixes before release. 

• Access Management: Role-based access control (RBAC) is implemented, but 

audit trails are incomplete, making it difficult to track privileged access changes 

and activities. 

Step 6. Analysis 

Based on the data collected, several inefficiencies and areas for improvement have 

been identified: 

1. Pipeline Delays: The lead time is affected by manual interventions and limited 

automated testing. Implementing test automation could reduce this delay and 

improve deployment frequency. 

2. Infrastructure Costs: AWS infrastructure is under-optimized, leading to wasted 

resources and higher-than-necessary operational costs. 

3. Monitoring Fatigue: The current alert configuration produces too many alerts, 

most of which are false positives. Fine-tuning these alerts can improve response 

times and reduce operational burden. 
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4. Security Integration: Vulnerabilities are being caught late in the CI/CD pipeline, 

indicating a need to shift security checks earlier in the process to catch issues 

earlier and prevent last-minute delays. 

Step 7. Recommendations 

7.1 Continuous Integration and Continuous Delivery 

• Automated Testing: Implement comprehensive test automation using tools such 

as Selenium for UI tests and JUnit for unit tests to improve testing coverage and 

reduce manual testing. 

• Pipeline Optimization: Use Blue-Green Deployment or Canary Releases to 

reduce the impact of failed deployments on production. 

• Approval Process: Consider automating parts of the manual approval process to 

streamline the lead time from code commit to production. 

7.2 Infrastructure and Automation 

• Optimize AWS Resources: Use AWS Trusted Advisor and Cost Explorer to 

identify underutilized resources and right-size EC2 instances for cost savings. 

• Kubernetes Autoscaling: Implement Horizontal Pod Autoscaling to ensure 

applications have the required resources during peak usage without over-

allocating resources during low load periods. 

• Complete IaC Adoption: Expand the use of Terraform to manage all 

infrastructure configurations, ensuring consistency across environments. 

7.3 Monitoring and Logging 

• Fine-tune Alerts: Adjust the alert thresholds in Prometheus to ensure that only 

actionable alerts are triggered. Use anomaly detection tools to improve alert 

accuracy. 

• Implement Log Rotation: Set up a log rotation policy for the ELK stack to manage 

log storage more effectively and prevent system overloads. 

7.4 Security 

• Shift-Left Security: Integrate security scanning earlier in the CI/CD pipeline, 

ideally during the development phase, using tools like OWASP ZAP for 

continuous scanning. 

• Audit Trail Enhancements: Improve the audit trail system for RBAC to track and 

log all changes in access control for better visibility and compliance. 
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Step 8. Conclusion 

XYZ Enterprise has made significant progress in adopting DevOps practices, but 

several areas require optimization to improve performance, reduce costs, and 

enhance security. By focusing on automation, infrastructure optimization, and 

security integration, the team can achieve faster deployments, lower failure rates, 

and better overall system performance. 

A follow-up review is recommended in six months to measure the impact of the 

proposed improvements and track further progress. 

Step 9. Appendix 

• Glossary of Terms 

o CI: Continuous Integration 

o CD: Continuous Delivery 

o IaC: Infrastructure as Code 

o MTTR: Mean Time to Recovery 

o RBAC: Role-Based Access Control 

• Tools Used for Data Collection: 

o GitLab, Jenkins, Docker, Kubernetes, AWS, Prometheus, Grafana, Snyk, 

ELK Stack 

 

 

• Before performing any monitoring activity, you must understand the different 

types of monitoring tools such as networking monitoring tools, application 

monitoring tool and infrastructure monitoring tools. 

• When installing a monitoring tool in a DevOps environment, first download tool 

then after follow the installation steps until tool will completed. 

• Describe the type of data such as log data, infrastructure data, application 

performance data and build and deployment data, version control data, security 

data user experience data, automation data, collaboration and workflow data and 

business and financial data. 

• While writing there are many Key Points respect for Comprehensive Work Report 

 

 Points to Remember 
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• Apart from using commands during installation, there are other monitoring tools 

which can be downloaded from the official manufacture website and then be used 

during installation: these include washark, prometheus, grafana, datadog, nagios, 

zabbix and ELK stack.  

 

 

 

YA Ltd company has a hosted web application on online server for managing its 

activities. It needs a competent DevOps to analyse the data in DevOps. As a DevOp 

analyst, you are requested to write the report of performance metrics and feedback 

data on the system. 

  

Application of learning 3.3. 
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 Learning outcome 3 end assessment 

 

Q1. Read carefully and answer the following questions:   

i. What factors should be considered when selecting and installing monitoring tools? 

ii. What are the key benefits of effective DevOps monitoring? 

iii. What are the different types of monitoring tools used in DevOps environments? 

iv. What factors should be considered when selecting and installing monitoring tools? 

v. What is the importance of integrating feedback loops into the DevOps process? 

Q2. Circle the letter corresponding with correct answer: 

i. What is the primary purpose of performance metrics in DevOps? 

A. To measure the efficiency of development teams 

B. To assess the quality of software products 

C. To monitor the performance of systems and applications 

D. To track user satisfaction 

ii. Feedback data is essential in DevOps for: 

A. Identifying technical issues 

B. Understanding user experiences 

C. Measuring team productivity 

D. Assessing financial performance 

iii. Why is data analysis crucial in DevOps? 

A. To identify areas for improvement 

B. To ensure compliance with regulations 

C. To track project timelines 

D. To measure team morale 

 

 

 

Theoretical assessment  

 



200 |  D e v O p s  T e c h n i q u e s  A p p l i c a t i o n  –  T r a i n e e  M a n u a l  
 

iv. Data analysis can help DevOps teams: 

A. Optimize resource utilization 

B. Reduce development costs 

C. Improve team communication 

D. Increase employee turnover 

v.  Which of the following is NOT a type of data commonly used in DevOps? 

A. System metrics 

B. Financial data 

C. User experience metrics 

D. Feedback data 

vi. Monitoring tools are used to collect: 

A. Financial data 

B. Employee performance data 

C. System metrics 

D. Customer satisfaction data 

vii. Regular review of performance data helps DevOps teams: 

A. Identify trends and anomalies 

B. Measure team productivity 

C. Reduce development costs 

D. Improve employee morale 

viii. Root cause analysis is used to: 

A. Improve employee morale 

B. Measure team productivity 

C. Reduce development costs 

D. Identify the underlying causes of performance issues 
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ix. Feedback loop integration involves: 

A. Collecting and analyzing feedback from users 

B. Measuring team productivity 

C. Reducing development costs 

D. Improving employee morale 

Q3. Answer by using letter T if the statement is True and use letter F is the statement 

is false. 

a. Report findings should be presented in a clear and concise manner, using graphs, 

charts, and tables where appropriate_______ 

b. Trends analysis can help identify patterns and anomalies in performance data 

_________ 

c. Alerts and incidents should be documented in detail, including the time, date, 

and severity of the event _________ 

d. It is not necessary to investigate the root cause of alerts and incidents ____ 
e. Action items should be specific, measurable, achievable, relevant, and time-bound 

______ 

 

 

 

Suppose that you are tasked with setting up a monitoring environment for a web 

application running on a cloud-based infrastructure. You need to install and configure 

a monitoring tool to track key performance indicators (KPIs) like CPU usage, memory 

usage, response time, and error rates and generate the report of the work done. 

As a DevOps Engineer, you are requested to do the given task. 

 

 

END 

  

Practical assessment 
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